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Abstract

This thesis tackles the security issues that accompany the emerging 6G network ar-
chitecture that will usher in unprecedented connectivity, speed, and intelligence gains.
With 6G networks on a path to provide hyper-connected worlds with trillions of devices,
ultra-low latency, and massive data capacity, traditional centralized security measures
are proving ever more inadequate. To address this, the present study introduces new
security frameworks in the form of blockchain and artificial intelligence technologies that
are decentralized, adaptive, and privacy-preserving defenses.

The study begins with delineating the future attributes of 6G network architecture and
referencing major vulnerabilities such as ultra-dense network attacks, Al-powered cyber-
attacks, and quantum threat attacks. Two new intrusion detection systems are suggested
to defend against the threats. The first, 6G-SecurelDS, integrates federated learning
and secure knowledge transfer via blockchain-based security to enable distributed threat
detection at the expense of no data privacy. The second, FBMP-IDS, more complexly
elaborates on its solution with the assistance of multi-party computation to achieve mini-
mal computation costs and communication latency without compromising high detection
performance. Additionally, the thesis presents TL2AB, a trusted lightweight authentica-
tion framework that fuses Al-based risk evaluation with blockchain verification to ensure
secure and scalable identity management in massive 6G environments.

Experimental evaluations validate that the two systems proposed in this research out-
perform conventional IDS frameworks in scalability, resilience, and effectiveness, proving
the feasibility of distributed security solutions for 6G networks. This study not only sets
a strong cornerstone to achieve future-proof wireless communication but also opens up
avenues for further studies on post-quantum cryptography, green consensus protocols,
and privacy-preserving technologies. In essence, this thesis provides a comprehensive and
forward-looking solution to making the revolutionary promise of 6G networks a reality in
a secure, dependable, and sustainable manner.

Keywords : 6G security, Blockchain, privacy, Intrusion Detection, Cryptography




Résumé

Cette these aborde les questions de sécurité qui accompagnent I’architecture émergente
du réseau 6G, qui inaugurera une connectivité, une vitesse et des gains d’intelligence sans
précédent. Alors que les réseaux 6G sont en passe de fournir des mondes hyperconnectés
avec des trillions d’appareils, une latence ultra-faible et une capacité de données massive,
les mesures de sécurité centralisées traditionnelles s’averent de plus en plus inadaptées.
Pour y remédier, la présente étude introduit de nouveaux cadres de sécurité sous la forme
de technologies de blockchain et d’intelligence artificielle qui sont des défenses décentral-
isées, adaptatives et préservant la vie privée.

L’étude commence par définir les futurs attributs de l'architecture du réseau 6G et
fait référence aux principales vulnérabilités telles que les attaques de réseaux ultra-denses,
les cyberattaques basées sur I'TA et les attaques de menaces quantiques. Deux nouveaux
systemes de détection d’intrusion sont proposés pour se défendre contre ces menaces. Le
premier, 6G-SecurelDS, integre 'apprentissage fédéré et le transfert sécurisé des connais-
sances via la sécurité basée sur la blockchain pour permettre la détection distribuée des
menaces au détriment de la confidentialité des données. Le second, FBMP-IDS, élabore
sa solution de maniere plus complexe avec ’aide d’un calcul multipartite pour minimiser
les cotits de calcul et la latence de communication sans compromettre les performances de
détection élevées. En outre, la these présente TL2AB, un cadre d’authentification léger
et fiable qui fusionne I’évaluation des risques basée sur I'TA avec la vérification blockchain
pour garantir une gestion de I'identité sécurisée et évolutive dans les environnements 6G
massifs.

Les évaluations expérimentales démontrent que les deux systemes proposés surpassent
les cadres IDS traditionnels en termes d’évolutivité, de résilience et d’efficacité, confirmant
le potentiel des solutions de sécurité décentralisées pour les réseaux 6G. Ce travail fournit
non seulement une base solide pour sécuriser les communications sans fil de la prochaine
génération, mais ouvre également la voie a de futures avancées dans le domaine de la cryp-
tographie post-quantique, des protocoles de consensus a faible consommation d’énergie et
des technologies de renforcement de la protection de la vie privée. En fin de compte, cette
these contribue a une approche globale et prospective visant a garantir que les capacités
de transformation des réseaux 6G sont réalisées de maniere siire, fiable et durable.

Mots clés : Sécurité 6G, blockchain, vie privée, détection d’intrusion, cryptographie.
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General Introduction

As we stand at the dawning of the sixth generation wireless technology (6G), there
seems to be a paradigm shift in the telecommunication space. Even as commercial 5G
networks are recently starting to roll out worldwide, researchers and industry leaders are
envisioning the transformative potential of 6G — expected anytime in the next decade
— that can bring extremely high speed data rates, ultralow latency communications, and
essentially complete connectivity for a new breed of use cases [11]. But as technology ad-
vances, so do security threats, and in increasingly complicated ways that require equally
innovative answers. The 6G networks are anticipated to provide functionalities that will
change the face of our connected world as we know it [12]. From a theoretical peak of 1
terabit per second to enable real-time holographic type communications and an immer-
sive three-dimensional augmented reality experience [13]. Also, by aiming for end-to-end
latencies of 1 ms or shorter, 6G could enable nearer-immediate remote manipulation of
crucial systems and genuinely fluid human-machine connections [14]. In addition, 6G
seeks to universally achieve global coverage — from space and underwater, through the
densest urban areas and all remote parts of our planet fused into a single network that
connects every man-made device, sensor or system on Earth [11, 12, 15]. Furthermore,
6G networks will be home to many (if not all) of the endeavours for Artificial Intelli-
gence, such as autonomous network optimization, predictive maintenance and intelligent
service provisioning along with several others [16]. 6G networks will combine advanced
materials with smart architectures to enable zero-energy devices as well as sustainable
communication infrastructures [17, 18]. Also, 6G will provide advanced perception capa-
bilities that allow these networks to serve as distributed radar systems with centimeter
level positioning [19, 20].

These capabilities will spark the imagination of industry sectors, ranging from au-
tonomous transportation and smart cities to health products and robotics personnel.
Yes, but for all the increased connectivity and intelligence, we see an increasing threat
landscape.

Problem statement

The security world surrounding the emergence of 6G technology is multi-faceted and
far more sophisticated than what we face now in existing networks [21]. Now 6G will
be the bedrock of mission-critical systems, power billions of IoT devices and transfer
immense amounts of crucial data, all making it an even more tempting target for state-
sponsored hackers and cybercriminals alike. Traditional security mechanisms, located in
the centralized architectures of past generations, are unlikely to be effective enough to
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respond to these new specificities associated with 6G [8]. The security hurdles to be taken
in the 6G era includes, but not limited to:

o Ultra-Dense Network Threats: 6G networks have a much higher node density than
5G by an order of magnitude, millions nodes per square kilometer where new prob-
lems for attack tracking and vulnerability detection need to be addressed [4]. In a
sense, each and every node — from nano-sensors to macro base stations — becomes
an open door for attackers.

o Multi-mixed Technology Integration: Multi-perspective heterogeneous integration of
various communication systems and aerial facilities [11], creates new challenges that
existing or previous security approaches [22], are just not prepared to handle given
the different networks have various protocols, bandwidths, and latencies.

o Al Emulating Cyberattacks: The more Al plays a role in 6G, the more it lends
itself to adversarial exploitation [23]. Since Al-powered attacks could dynamically
change, thereby might escape from protection of conventional defense solutions and
effectively contaminate whole network sets. One of these main concerns is Quantum
Computing Threats, if we can get to practical quantum computers, 6G will have to
cope with quantum resistant security measures as current cryptographic protocols
could be made obsolete [24].

e Privacy in an Ultra-Connected World: As we predict 6G capable of pervasive sensing
and data collection [11], keeping individual privacy becomes ever more difficult. New
data protection and anonymization paradigms are needed.

o Autonomous systems trust: When 6G networks evolve to be more autonomous,
establishing trust in their decision-making processes will become critical for appli-
cation areas such as tele-surgery and vehicle control [25].

o Fdge security: The transfer to the edge in 6G will also bring new security concerns,
particularly in edge computing security [26], where network edges with limited com-
putational resources.

o Scalability of Security Solutions: Traditional centralized security solutions may not
scale to the massively distributed 6G networks [27], and therefore calls for a redefined
decentralized security paradigm.

In this regard, there is an urgent requirement of comprehensive, efficient, and resilient
security frameworks, which can preserve the integrity, confidentiality, and availability of
future 6G networks.

Research Objectives and Contributions

This thesis tries to address the primary security challenges of 6G networks by proposing
new decentralized security models based on blockchain, federated learning, and secure
multiparty computation. The ultimate goal is to provide solutions that are capable of

2
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thwarting the new threats of 6G while upholding the privacy and performance require-
ments of this new paradigm.

The thesis begins with a thorough analysis of the security threats and vulnerabilities
of the 6G ecosystem, taking into consideration ultra-dense deployments, Al-driven at-
tacks, and quantum computing’s threats. Based on this point, the thesis discusses how
blockchain and distributed ledger technologies can facilitate decentralized trust mecha-
nisms, tamper-proof data handling, and privacy-preserving cooperation among heteroge-
neous nodes within the networks.

To implement these concepts, the thesis proposes 6G-SecurelDS, a blockchain-based,
federated learning-powered intrusion detection system that ensures distributed, privacy-
conscious threat analysis at network nodes. The thesis also introduces FBMP-IDS, an ef-
fective and secure IDS that leverages multiparty computation and blockchain to minimize
communication overhead and enhance detection accuracy. Finally, the thesis presents
TL2AB, a secure lightweight authentication framework combining Al-driven risk assess-
ment with blockchain-based verification to offer scalable secure identity management for
billions of internet-of-things devices in 6G ecosystems.

Extensive experimental evaluations confirm the performance, scalability, and efficiency
of the proposed architectures compared to traditional security mechanisms. With these
primary research objectives laid out, the thesis complements a futuristic security roadmap
for 6G networks so they can be secured, reliable, and sustainably deployed.

Thesis Structure
This thesis is structured as follows:

o Chapter 1: This chapter introduces 6G networks and emphasizes their anticipated
breakthroughs over past generations, for example, ultra-low latency, high data
rate, and extreme connectivity. The chapter explores 6G’s architectural concepts,
such as merged space-air-ground-underwater networks and Al-based optimization.
It also identifies significant security issues, such as ultra-dense network attacks,
Al-mimicking cyberattacks, and quantum computing risks. Last but not least,
blockchain is presented as a potential security solution, providing decentralized
trust, tamper-proof data management, and secure authentication.

o Chapter 2: This chapter explores Al and blockchain (DLT) convergence towards 6G
network security. It discusses Al’s deployment in optimizing network operations,
detecting cyber attacks, and managing resources at low costs. The strengths of
blockchain towards decentralization, integrity, and secure data exchange are exam-
ined. The combination of Al and DLT is discussed with an emphasis on applica-
tions such as blockchain-protected federated learning and Al-driven smart contracts.
Computational overhead challenges, privacy challenges related to data, and scala-
bility are also dealt with.

o Chapter 3: This chapter presents 6G-SecurelDS, a proposed blockchain-based 6G
network intrusion detection system. The system uses federated learning to enable

3
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privacy-preserving security analysis in the distributed nodes. Decentralized trust
mechanisms, anomaly detection powered by Al, and secure knowledge transfer using
blockchain are the key features. The chapter provides an overview of the system
architecture, advantages over the traditional IDS models, and functionalities against
future threats. Experimental testing is performed to confirm its effectiveness in
detecting network abnormalities without compromising data privacy and security.

o Chapter 4: This chapter proposes FBMP-IDS, a blockchain and multi-party com-
putation secured federated learning-based intrusion detection system. FBMP-IDS
addresses 6G security and privacy challenges by using efficient gradient compres-
sion, on-the-fly MPC protocol execution, and decentralized threat detection. This
chapter provides a comparative analysis of FBMP-IDS with traditional federated
learning-based IDS models in detail. It also provides computational complexity
analysis, experimental results, and performance comparisons on real-world data
sets to confirm its advantages for communication overhead reduction and detection
accuracy improvement.

o Chapter 5: This chapter introduces TL2AB (Trusted Lightweight Authentication
using AT and Blockchain) for 6G networks. TL2AB aims to provide secure, scal-
able, and privacy-preserving authentication mechanisms suitable for the high device
density of 6G environments. It integrates Al-driven risk evaluation with blockchain-
based verification, offering a resilient authentication framework. The chapter details
the system design, experimental evaluations, formal security analysis, and compar-
ative assessments with existing authentication schemes.



Chapter 1

6G Networks Vision and Security
Challenges

1.1 Introduction

This chapter introduces 6G networks, a future generation of wireless communication sys-
tems that will drastically change our connected world. We define 6G and its reaching
vision, which includes unprecedented levels of performance such as ultra-low latency,
massive connectivity, and much higher data rates. A comparative study with the previ-
ous generations, notably 5G, is carried out by highlighting the most important advances
and technological leaps to be expected in 6G.

We then focus on the architectural foundation for 6G networks, discussing key en-
ablers that enable these transformative capabilities. This covers an in-depth discussion
of the arising communication infrastructures, including integrated terrestrial and aerial
networks, and how Al drive strategic roles in this.

After this, the focus is shifted to the benefits that 6G networks have in store for
different sections. We will discuss how 6G will bring revolution to industries such as
healthcare, transportation, and manufacturing by making possible new applications that
could transform life.

However, for the development and operation of this 6G vision, a suitable security
framework is essential. We will therefore dedicate a large part of this chapter to discussing
the unique security challenges that 6G networks will necessarily face. We will review the
ever-changing threat landscape, including the discovery of new types of vulnerabilities
and the impact of quantum computing on current security paradigms.

Finally, we will introduce Blockchain technology as a promising solution to solve var-
ious security challenges of 6G. We will discuss the inherent advantages of Blockchain,
immutability, transparency, and decentralization, and further explore how these proper-
ties can be leveraged to enhance security, privacy, and trust in 6G networks.
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1.2 Introduction to 6G

1.2.1 Definition and vision of 6G

6G is the sixth generation of wireless communication systems, imposing a paradigm change
in cellular network technology [15]. It envisions a hyper-connected world characterized
by intelligence, seamless integration between the physical and digital worlds, and un-
precedented levels of performance. Unlike its predecessors, 6G is intended to go beyond
traditional mobile communication with:

Ultra-high data rates: as high as 1 Tbps can be achieved [28], enabling real-time
transmission of big datasets and bandwidth-intensive applications like holographic
communication and immersive virtual reality [13, 12].

o Ultra-low latency: reduction of latency below a millisecond that enables real-time
control and automation for mission-critical applications such as remote surgery,
autonomous cars, and industrial automation [11].

o Massive connectivity: Supporting an extremely high density of connected devices,
enabling the realization of the Internet of Things (IoT) and massive machine-type
communication (mMTC) on an unprecedented scale [29].

o Improved security: by embedding advanced security mechanisms [4], that are able
to handle changing threats such as: quantum-resistant cryptography, intrusion de-
tection systems powered by Al, and blockchain-based security solutions [8].

o AI/ML Integration: Use Al with machine learning to make the network performance
at all resource utilization levels effective by intelligently managing the network [14].

The vision for 6G is much larger than just speed and capacity; the thought is all about
a holistic approach toward wireless communication, based on aspects that include:
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Figure 1.1: 6G Architecture [1]
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o FEnergy Efficiency: Minimize energy consumption with minimal environmental ef-
fects [17], enabling network sustainability.

o Spectrum efficiency: It means the best utilization of available spectrum resources
for the ever-growing demand for wireless connectivity [20].

o User experience: To provide a seamless and personalized user experience [18], tai-
lored to individual needs and preferences.

In other words, 6G is the vision of a world where everything around us is smart and
connected, and wireless communication will be woven into the fabric of life to enable
people, transform industries and advance society, as forecasted by [1] and illustrated in
Fig 1.1.

1.3 Architectural Principles and Logical Components
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Figure 1.2: 6G Logical Architecture [2]

1.3.1 Analysis of key components in a 6G network architecture

The sixth generation of wireless networking is envisioned to include a paradigm shift in the
networking architecture design, where the traditional concepts are being reformed. Some
works forecast introducing a multi-faceted framework encompassing three distinct opera-
tional bodies (Network Body, Management Orchestration Body, and Digital Twin Body),
four functional layers (Resource and Computing Power Layer, Routing and Connection
Layer, Service-Based Network Function Layer, and Exposure Layer), and five specialized
planes (Control Plane, User Plane, Data-Lake Plane, Computing Plane, and Security

7
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Table 1.1: Comprehensive Analysis of 6G Network Architecture Components

Component]

Elements

Technical Specifications and Capabilities

Bodies

Network Body

o Integration of radio access, core, and transport net-
works [30]

 Native computing power infrastructure [31]

e Pool-based capability for connection, computing, and
storage resources [32]

Management  Orchestra-

tion Body

o Intent-driven resource optimization [33]

o AI/ML-based network orchestration [34]

o Automated operation and maintenance capabilities [3]
o Cross-domain implementation efficiency [11]

Digital Twin Body

o Virtual network modeling and simulation [35, 36|
o Runtime environment reconstruction [35]

« Closed-loop control optimization [33]

o Real-time parameter synchronization [37]

Layers

Resource and Computing
Power

o End-to-end system resource integration [37]

o Computing power as core resource [31]

e Deep integration of connection, computing, and stor-
age [11]

Routing and Connection

o Intelligent Static and dynamic connection modes [3§]
o Unified connection infrastructure [12]

o Deterministic forwarding capabilities [39]

o Flexible service invocation [29]

Service-Based Network

Function

 Small cloud units (SCUs) support [40]
o Distributed deployment architecture [12]
o Independent operation modes [41]

Exposure

o API/SDK capability exposure [42]
o Cross-layer capability integration [42]
o Third-party service enablement [42]

Planes

Control Plane

o Unified control of fixed, mobile, and satellite resources
43)

o Atomic service-based control [44]

o Al-enabled precise control mechanisms [44]

User Plane

o Programmable forwarding capabilities [45]
o Service-based architecture [45]
o Cross-domain deterministic transmission [45]

Data-Lake Plane

 Refined data collection mechanisms [45]
o Flexible storage architecture [46]
« Distributed data collaboration [45]

Computing Plane

o Distributed task processing [47]
 Resource scheduling optimization [48]
 Native intelligence support [49]

Security Plane

 Native security capabilities [§]

o Security awareness mechanisms [50]

o Active protection systems [28]

o Flexible security service collaboration [28]
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6G Networks [3]

Plane), as comprehensibly discussed by [2], and provided in Tab. 1.1. This innovative
architecture represents a fundamental evolution from conventional telecommunications
infrastructure, particularly through its integration of computing capabilities as a core
network resource rather than an auxiliary component. The Network Body, serving as the
physical infrastructure foundation, incorporates radio access networks, core networks, and
transport networks with embedded computing power enablement for native intelligence
capabilities. The Management Orchestration Body introduces intent-driven operations for
dynamic resource optimization [51], while the Digital Twin Body enables predictive opti-
mization through virtual network modeling and simulation. This comprehensive frame-
work addresses the emerging challenges of ultra-high network density (reaching 0.1-100
Million devices/km?) and unprecedented traffic density (up to 0.1-10Gbps/m?) [2], while
facilitating the integration of advanced technologies such as Time Sensitive Communica-
tion (TSC) and Al across all architectural layers.

The inspiration for this radical architecture is that the integration of computing capa-
bilities as a core underpinning network resource, rather than as an auxiliary component
[2], drives a very different approach in designing the conventional telecommunications
infrastructure. It includes computing power as one of the native network elements to
facilitate intelligence natively, autonomously operating itself and performing dynamic
resource allocations across the network ecosystem [52].

Within this more advanced architectural framework, the Management Orchestration
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organization offers unparalleled levels of control for the network through intent-driven
operations. At a high level, it describes the operational goals that can be automati-
cally translated by sophisticated AI/ML algorithms into granular network configurations
[53]. This orchestration mechanism represents a significant improvement from traditional
policy-based management systems in that it will enable dynamic optimization of several
network parameters related to energy efficiency, latency characteristics, and resource uti-
lization patterns [2]. Moreover, a Digital Twin body allows predictive optimization based
on virtual network modeling [54]; however, considerable challenges remain regarding how
to perform an accurate large-scale network representation and to maintain temporal syn-
chronization across distributed network elements [2].

It also executes a sophisticated approach to integrating resource management with
connectivity control, service provisioning, and interface exposure on an advanced principle
of layering within the architectural framework. This is supported by an innovative plane
configuration where, in addition to traditional control and user planes, there will be added
specialized planes for data analytics [55], computational operations, and security functions
[8]. Perhaps most important, this includes the implementation of a data analytics plane
as a basic architectural innovation to enable the systematic collection, processing, and
use of network operational data across multi-domains and hierarchical levels [2].

To enable near-instant and seamless super-connectivity, 6G networks will be empow-
ered by an Integrated Space-Air-Ground-Underwater Network architecture, as shown in
Fig. 1.3. This multi-tiered architecture consists of space, air, ground, and underwater
networks, each employing diverse technologies and platforms to provide comprehensive
and resilient connectivity across diverse environments and user needs.

1.3.2 Exploration of new design

The evolution towards next-generation wireless has catalyzed innovative architectural ap-
proaches in the domains of service-oriented frameworks [41] and distributed autonomous
operations [40]. The Holistic Service-Based Architecture [56] represents the extension
of conventional service-based concepts to all network elements, introducing fine-grained
service decomposition and dynamic composition mechanisms on top of advanced proto-
cols such as HTTP/3 for efficient service delivery. This comprehensive service-oriented
approach enables multi-vendor interoperability and standardized service discovery while
supporting efficient resource utilization through lightweight service deployment mecha-
nisms [2]. The most important innovation in 6G architectural design is the introduction of
Distributed Autonomous Networks (DAN) [40], which will introduce modular deployment
units with advanced self-configuration and optimization capabilities. These autonomous
units are typified by independent resource management and dynamic topology adapta-
tion, hence representing a fundamental shift in network deployment strategies. The DAN
architecture addresses critical challenges in scalability and operational efficiency through
the implementation of Al-driven optimization mechanisms and scenario-specific function
deployment, while maintaining sufficient flexibility to accommodate emerging applications
and services [2].

The architectural innovations in 6G networks extend beyond traditional telecommu-
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nications boundaries, incorporating advanced capabilities for immersive communication
systems and holographic interactions [13]. It does so by providing advanced cross-domain
integration mechanisms, as well as standardized service exposure interfaces that can help
the different elements of the network and service components in a seamless manner.
The architecture also addresses several challenges in terms of energy efficiency through
its intelligent resource allocation mechanisms [2], simplifying complex problems through
modular design principles while not forgetting robust security implementations across the
distributed network elements.

1.3.3 Comparison with previous generations

6G is an enabler of a paradigm shift in wireless communication and overcomes the lim-
itations set by its predecessors, 4G and 5G. While 4G focused on high-speed mobile
broadband, 5G opened up completely new dimensions in data rates, latency, and network
capacity; 6G will be truly transformative of wireless by:

o Overcoming 5G Limitations: 5G, despite its advancements [57], may face challenges
in accommodating the exponential growth of IoT devices [58], supporting the de-
manding requirements of emerging applications like holographic communication and
extended reality (XR), and integrating seamlessly with the increasing reliance on
AI/ML [59]. 6G aims to overcome these limitations by providing significantly higher
data rates, ultra-low latency, and massive connectivity [60].

o Higher Frequency Leverage: Higher frequency bands, such as THz frequencies, will
most likely be utilized with 6G [11], which promises much higher bandwidth and
capacity compared to the lower frequencies used in both the 4G and 5G systems.
This shift upward in frequency will enable the transmission of considerably more
data within a given timeframe [61], thus supporting the demands of bandwidth-
intensive applications.

o Employing Advanced Technologies: 6G will benifit from a suite of cutting-edge tech-
nologies to enhance network performance and coverage. For instance, Integrated
Terrestrial and Aerial Networks (ITAN) [62], which combine terrestrial and aerial in-
frastructure, such as drones and high-altitude platforms (HAPs), to provide seamless
and ubiquitous coverage, especially in remote or challenging environments. Also,
Holographic Beamforming [13], which enables highly precise beamforming tech-
niques to direct radio signals with greater accuracy, improving spectral efficiency
and reducing interference. In addition, Intelligent Reflecting Surfaces (IRS) [63],
by deploying large arrays of reconfigurable surfaces to intelligently reflect and steer
radio waves, optimizing signal propagation and enhancing coverage. Furthermore,
Smart Network Slicing [49],by enabling the creation of customized and isolated net-
work segments, tailored to the specific requirements of different applications and
services, ensuring quality of service and security.

» Native Integration of AI/ML: 6G will be deeply integrated with AI/ML [49, 14], en-
abling intelligent network management, dynamic resource allocation, and proactive
threat mitigation. AI/ML algorithms will be employed for tasks such as predictive
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maintenance [64], by identifying and preventing network failures before they occur.
Also, dynamic spectrum management [65], by optimizing spectrum utilization by
dynamically adjusting transmission parameters based on real-time network condi-
tions. In addition, user behavior analysis [66], personalize network services and
improving user experience based on individual preferences and usage patterns.

In essence, 6G aims to build upon the foundations laid by 4G and 5G, addressing their
limitations and leveraging advanced technologies to create a truly transformative wireless
communication system that will underpin the digital revolution and drive innovation
across various sectors.

1.3.4 Possible applications in various sectors: healthcare, trans-
port, industry

The foreseen performance gains of 6G are much larger than incremental compared to its
predecessors [67]. 6G has the possibility to offer a truly disruptive wireless experience,
featuring performance levels never seen or even imagined before.

First and foremost, 6G will strive for ultra-low latency down to the sub-millisecond
or even microsecond range. This will really open up a whole new world for real-time
applications and services. While this is the case, it will also enable real-time industrial
process controls with high precision, such as robotics and automation processes critical
to Industry 4.0, at an unprecedented scale [13]. Moreover, it is about to be indispensable
for fully autonomous driving by enabling real-time communication among vehicles, infras-
tructures, and pedestrians with assurance of safety and efficiency [40]. Ultra-low latency
will enable, in the case of healthcare, surgical procedures to be performed remotely with
least delay and will improve access to and expand the availability of specialized medical
care [44]. Further, ultra-responsiveness and seamless user experience will be assured in
immersive applications such as AR and VR [36]; hence, latency-induced motion sickness
will be reduced, which in turn increases user comfort.

Again, 6G will offer much higher data rates, even up to terabits per second. This
exponential growth in data throughput will affect many industries significantly. This will
enable very bandwidth-intensive applications like holographic communication [13], 8K
video streaming, and high-definition video conferencing that will offer an immersive and
realistic user experience [68]. This will further speed up the development of AT/ML-driven
applications in verticals such as healthcare, finance, and scientific research by enabling the
swift transfer and processing of voluminous data [69]. Finally, it will efficiently support
the transfer of large-sized files and data-intensive applications such as software updates,
medical imaging, and scientific simulations [70].

Thirdly, 6G will enable the connection of a number of devices never before realized
by any generation [69]. This huge connectivity will potentially enable the realization of
the vision of IoT where billions of devices, from sensors and actuators up to autonomous
vehicles and smart appliances, will seamlessly interconnect with each other [11]. Tt will
therefore have a much farther-reaching consequence, enabling further smart cities, smart
grids, and intelligent transport systems, which will eventually enhance efficiency, sustain-
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ability, and resilience [7]. This will be further enabling new business models and services
built on top of gigantic connectivity and generated data from interoperable devices.

These performance enhancements will not only make the performance of existing ap-
plications much better but will indeed open a tidal wave of applications and services previ-
ously unimaginable. Thus, 6G will provide the foundation needed for a well-connected and
genuinely intelligent society whereby different aspects of daily life contribute positively
to economic progress [71].
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Figure 1.4: The security evolution of mobile communications from 1G to the predicted
future 6G [4]

1.4 Security Challenges

1.4.1 Nature of specific threats to 6G networks

The evolution to 6G networks presents a very complex landscape of security threats that
go beyond the conventional vulnerabilities of mobile networks, as summarized in Fig.
1.4 [4]. Advanced technologies such as Terahertz communications, VLC, and molecular
communications introduce new attack surfaces that can be exploited by malicious actors
(72, 73].

The 6G ecosystem will introduce an unprecedented level of interconnectedness and,
correspondingly, an unprecedented increase in the attack surface [11]. Billions of in-
terconnected devices operating from omnipresent sensors and actuators in smart cities
to autonomous vehicles and drones will form a huge, complex mesh of interconnected
systems [40]. This pervasive connectivity, while providing unprecedented levels of au-
tomation and efficiency, also exposes new vulnerabilities. The consequences of such a
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compromise would, therefore, be much more serious, ranging from disruptions to critical
infrastructures and user privacy issues to human lives. For example, a cyberattack on
the power grid or transportation network may have devastating results due to impacts on
essential services and wide disruption.

Communications relying on Terahertz, that fall in a frequency window from 0.1-10 THz
exhibit security apprehension due to physical properties of transmission media. Despite
better theoretical safeguards from the nature of the THz communication system [74],
various works showed the feasibility of capture by unauthorized users simply by correctly
scattering radiation by appropriately placed objects in the transmission path [75]. This
is especially alarming in the case of ultra-high-capacity data transmission, where the
compromise of the THz channel may lead to massive data breaches.

In the Visible Light Communication domain, new dimensions of threats or attacks are
developed based on the basic needs: CIAA-Confidentiality, Integrity, Authenticity, and
Availability of wireless network security [76]. VLC systems are especially susceptible to
signal overlap attacks, where different transmitter signals may interfere with one another,
potentially compromising the authenticity and integrity of transmitted data. Moreover,
VLC systems are more vulnerable to sniffing and eavesdropping attacks in high reflection
areas [77], which demands complex countermeasures against these attacks, such as linear
precoding in VLC MIMO systems [78].

Molecular communication, while promising for specialized applications, introduces
unprecedented security challenges across multiple protocol layers. At the transport layer,
desynchronization and flooding attacks mirror traditional network threats but require
novel mitigation strategies due to the unique nature of molecular transmission. The
link layer faces collision and unfairness attacks, while the network layer must contend
with molecular packet loss handling attacks [42, 79]. These challenges increase with the
incapability of traditional security solutions, such as frequency hopping methods, which
are inefficient in the context of molecular communication.

While new technologies bring many advantages, they also open up new avenues of
exploitation. Broad use of AI/ML in 6G, while opening up a plethora of intelligent Radio
Resource Allocation and enhanced security capabilities, does come with inherent vulnera-
bilities . Adversarial attacks against an AI/ML model can include poisoning attacks-which
corrupt training data-or evasion attacks-which manipulate model inputs to induce incor-
rect outputs [80, 27, 4]. In particular, adversarial examples, that is, inputs crafted with
the only purpose of misleading an AT/ML model, can be used to bypass intrusion detection
systems, manipulate network traffic, or even compromise critical control systems.

What is more critical, the rise of quantum computing is a serious menace to the
security of all current cryptographic algorithms, including those that secure 5G and the
earlier generations [67]. If powerful enough, quantum computers can break many of the
public-key cryptography algorithms in use today efficiently, such as RSA and ECC [81].
This means developing and using the so-called postquantum cryptography, including but
not limited to such aspects as lattice-based cryptography and code-based cryptography,
which are assumed to be resistant against quantum computers’ attacks [82]. In the same
vein, shifting to PQC requires a lot of research and development effort to be done, not to
mention new standards and protocols.
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The increasing reliance on SDN and NFV also introduces new attack vectors. While
virtualization technologies provide flexibility and agility, they also introduce vulnerabili-
ties such as VM escape, where an attacker can exploit vulnerabilities in the hypervisor or
guest operating systems to gain unauthorized access to the host system or other virtual
machines [83]. This can enable attackers to move laterally within the network, access
sensitive data, and disrupt critical services.

Security and data privacy are definitely in question in the upcoming 6G era [75]. Such
huge volumes of data produced and processed by the networks, including sensitive user
data, location information, and important infrastructure data of any given device, will
form a highly coveted target for various types of attack vectors [84]. Increased data-driven
applications-like personalized services, precision medicine, and autonomous cars-require
comprehensive data protection that considers security risks so as to guard user privacy
from data breaches.

1.4.2 Analysis of emerging vulnerabilities

The 6G ecosystem brings in a host of new attack surfaces that need deep understanding
of the various emerging vulnerabilities. These can be broadly categorized as outlined in
Table 1.2. While the integration of AI/ML into 6G networks offers enhanced capabilities,
it also introduces significant vulnerabilities across multiple architectural layers [22]. The
intelligent sensing layer, which is responsible for collecting data from the physical world,
is threatened on all levels-from device-level physical attacks to sophisticated attempts of
information theft [4].

6G will heavily rely on new frequency bands, for instance, Terahertz, introducing
further challenges [74]. Moreover, physical-layer attacks, like interference and beam hi-
jacking, will cause disruption or disclosure of services and data [88], whereas virtualiza-
tion technologies, despite increased flexibility, add new vectors related to the tampering
of NFV infrastructure and utilization of hypervisor vulnerabilities [88]. In addition, 6G
will heavily depends on AI/ML in many aspects, like resource management, traffic han-
dling, and security. All these are vulnerable to several forms of attack [89], including:
adversarial attacks manipulate the Al model for wrong predictions; data poisoning can
compromise training data in the event of bias or inaccuracy; and inference attacks elicit
sensitive information from trained models. Also, Quantum computers can be regarded
as the most terrifying challenge against 6G security. Most of the popular cryptographic
algorithms are vulnerable to Shor’s algorithm [81]. Thus, existing security mechanisms
become null. Moreover, quantum channel attacks may use unique properties of quantum
states in their action, hence breaking the communication or violating data integrity.

6G’s edge computing paradigm, while enhancing performance and latency, introduces
new vulnerabilities. Resource depletion attacks can overwhelm edge devices, hindering
service delivery. Node compromise attacks can grant attackers control over critical edge
infrastructure. Furthermore, the deployment of AI/ML models at the edge increases the
risk of model theft and inference manipulation [89]. Even with many evolutions in the
security of 6G protocols [92], they are all still vulnerable to many traditional attacks. Fur-
thermore, zero-day exploits may also take advantage of unknown vulnerabilities against
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Table 1.2: Emerging 6G Network Vulnerabilities Classification

Category | Attack Vectors Impact Risk Level
Network | Physical: THz inter- | Service disruption, data | Critical
Infras- ference, beam hijacking, | interception, isolation

tructure | RF fingerprinting [85, [ breach, resource theft
86, 21] [88]

Virtual: NFV tamper-
ing, hypervisor exploits
[87]

AI/ML Model: Adversarial at- | False predictions, sys- | Critical

Systems tacks, poisoning, back- | tem manipulation,
doors [89]. privacy leakage, model
Data: Training ma- | bias [80]
nipulation, inference at-
tacks [89]

Quantum | Crypto: Shor’s al- | Key compromise, au- | Severe [81]
gorithm, post-quantum | thentication failure,
transition [81] protocol breakdown
Channel: State mea-
surement, entanglement
breaks [90]

Edge Resources: Depletion, | Service unavailability, | High

Comput- | hijacking, node compro- | data theft, algorithm

ing mise [91] exposure [22, 25]

Intelligence:  Model
theft, inference manipu-
lation [80]

Protocol | Auth: Zero-day ex- [ Unauthorized access, | High

Security ploits, protocol down- | traffic redirection, net-
grade [22] work isolation [25]

Routing: Route poi-
soning, BGP hijacking
[25]

new protocols. Protocol downgrade attack [93] forces devices down to the older, not so se-
cure, protocols. Many routing protocols are attacked by route poison and BGP hijacking
[27] to enable routing traffic to preferred directions, disrupting network operations.

1.5 Blockchain as a Solution

6G wireless networks introduce a paradigm shift into connectivity and intelligent services
on an unprecedented scale. The development of the networks toward the requirements of
future applications will be very much enabled by blockchain technology to solve some of
the fundamental challenges and bring in new capabilities [47]. Several factors are driving
the integration of blockchain in 6G networks. First, the expected explosion in mobile
traffic to multiple exabytes per month by 2030 calls for robust decentralized manage-
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Figure 1.5: The structure of Blockchain’s blocks [5]

ment systems [94]. Second, mission-critical applications such as autonomous vehicles,
remote surgery, and industrial automation will require a level of security and reliability
unparalleled by traditional centralized architectures.

Blockchain technology provides a distributed security model that can greatly enhance
the security of 6G networks [94], as we can see in Fig. 1.5, the blocks are linked together
cryptographically. The decentralized architecture avoids single points of failure, while
cryptographic mechanisms ensure data integrity and confidentiality. Smart contracts
provide automated security policy enforcement, which is especially useful in managing
dynamic network slices and heterogeneous access control scenarios [95]. The technology
therefore allows for quite sophisticated resource management through transparent and
automatized mechanisms. Smart contracts dynamically allocate spectrum, ensuring max-
imum efficiency in frequency bands ranging from sub-6 GHz to terahertz range [94]. The
ledger keeps an irrevocable record of allocations, thus no conflict can be created, and
resources may be distributed fairly among network participants. Regarding mMTC, the
blockchain provides an expandable framework of trust under which devices are securely
authenticated and verified without central intervention [94], a core requirement when,
later in this decade, billions of devices would be connected into use cases created for
Industrial IoT and smart city deployments.

1.5.1 Advantages of Blockchain in securing 6G networks

Some of the features provided by the blockchain is illustrated in Fig. 1.6 [6]. The
blockchain technologies have a lot of cryptographic embeddings [96], such as elliptic
curve cryptography and zero-knowledge proofs, which provides a good framework for
6G enhancements in security postures. Due to the decentralized nature, all replicas of
distributed ledgers will be across many nodes in a network, thus removing single fail-
ure points, which increases resistance to focused attacks, reducing this particular risk
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from impacting service availability. Immutability, brought about through cryptographic
hashing and consensus, ensures the authenticity and provenance of critical network infor-
mation, including device identities, traffic patterns, and configuration parameters, hence
mitigating data tampering, unauthorized modifications, and fraudulent activities.
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Figure 1.6: Blockchain features [6]

Since all transactions happening over a blockchain are, by design, transparent and
their history auditable [96], tracing ill activities and detecting misbehavior in act will be
allowed not only by rapid reactions against emerging threats but also by increased network
situational awareness [95]. More transparency in a network builds trust, and with that,
dependence on centralized authorities that ensure collusion cannot happen diminishes,
reducing insider threat probabilities. Finally, blockchain can provide a concrete back-
bone for employing secure and privacy-preserving data sharing mechanisms [97], while
allowing collaborative applications by adhering to strict data-privacy regulations based
on techniques including homomorphic encryption and differential privacy.

1.5.2 Use cases of Blockchain in 6G scenarios
Blockchain technology is applied to solve a wide variety of critical use cases in the 6G
ecosystem through an extension of traditional security paradigms in various innovative

ways, as illustrated in Fig. 1.7, and classified in Tab. 1.3. The use cases span across
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Figure 1.7: Blockchain for future cities and networks [7]

the spectrum of creating secure and tamper-proof registries for all devices by applying
cryptographic techniques on device authentication through digital signatures down to
zero-knowledge proof on device access control policy enforcement [47]. It creates an
immutable record of data transactions, ensuring that the integrity and provenance of
all data in transit across the network are maintained. Furthermore, it allows for secure
data sharing with different stakeholders in a privacy-preserving manner while enabling
collaborative applications on strict data privacy regulations [7].

Blockchain technology could also contribute to the 6G network by optimizing resource
management, thereby allowing secure and transparent allocation of scarce resources such
as spectrum, energy, and computation using decentralized autonomous organizations and
smart contracts [70]. Resulting in a secure and efficient management of AI/ML models,
including their development, deployment, and update in the ever-changing environment
of 6G, machine learning models will maintain integrity and provenance while minimizing
the risk of model poisoning attacks and data breaches simultaneously. Finally, blockchain
technology can be used to increase the security and resilience of IoT devices operating
within the 6G ecosystem by allowing secure device provisioning, over-the-air updates with
verifiable integrity, and anomaly detection based on sensor data recorded on blockchain,
which prevents complex attacks like device hijacking, data exfiltration, and denial-of-
service from taking place.

Thus, with the integration of blockchain in 6G industrial networks, manufacturing
process management, supply chains, and quality control will be securely managed ef-
fectively [94]. Smart contracts, on other side, will automate all the complex workflow
procedures with all guarantees of maximum transparency and accountability [95]. Also,
Blockchain has a very specific role in assuring privacy for patient data in healthcare
while sharing medical information with different caregivers safely. The technology offers
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real-time health monitoring systems coupled with secured telemedicine services critical to
remote health delivery [98]. It has also ensured that autonomous cars and drone networks
keep the exchange of data for V2V and V2I interactions in a safe place [99]. Blockchain
ensures data integrity for critical data exchanges, enabled by secure over-the-air updates
and secure traffic management.

1.5.3 Challenges and Considerations

Although Blockchain brings immense potential in terms of improving the security aspects
of 6G networks, there are also many challenges and issues related to its implementation.

First, The existing blockchain technology is not well suitable to support the gigantic
scale and dynamic nature of 6G networks [107]. The massive amount of transactions
emanating from various devices and requiring real-time processing of events occurring
over the network can bring most existing blockchain platforms to a grinding halt. Such
scalability challenges can only be overcome through sharding, layer-2 scaling solutions,
and development of more efficient consensus mechanisms [107]. In addition, transaction
processing in a blockchain, with most of those involving complex cryptography, is par-
ticularly computation-intensive and thus may introduce latencies that inhibit real-time
performance requirements for many 6G applications [11]. The optimization of transaction
processing time and latency using techniques such as parallel processing and hardware ac-
celeration is paramount to ensure the viability of blockchain-based solutions in the 6G
environment [48].

Although blockchain allows secure data sharing in a privacy-preserving manner, much
forethought should be given over to privacy concerns [108]. In this respect, differential
privacy, homomorphic encryption, and zero-knowledge proof are some techniques which
may lighten the risk pertaining to privacy and help ensure sensitive user information
is disclosed in confidence [108]. Furthermore, in the wide adoption of blockchain-based
solutions in the 6G ecosystem, interoperability will be a must-have between different
blockchain platforms and protocols [109]. Standardized interfaces and protocols should
be developed that could easily integrate and allow interoperability among various imple-
mentations of blockchains [109]. Regulatory mechanisms are in evolution for this advanced
blockchain technology. From a legal point of view, blockchain solutions must be designed
so that when implementing them in 6G, regulatory concerns about data privacy, cyber-
security, and consumer interest would be given full weight [30]. And regulations should
support this by focusing on enabling innovation but allowing the proper development and
deployment of this blockchain technology.

While blockchain technology itself is quite secure, it is not beyond the realm of vulner-
abilities. Specific kinds of attacks, such as 51% attack, Sybil attack, and vulnerabilities in
smart contracts, significantly reduce security and integrity for blockchain systems [110].
The robustness in security will have to be done with a variety of advanced cryptographic
techniques, rigorous security audits, and continuous monitoring and threat intelligence
for mitigating risks. Also, most blockchain technologies, especially proof-of-work consen-
sus mechanisms, can be power-consuming [111]. The environmental impact of blockchain
operations has to be carefully considered; furthermore, every effort should be made to de-
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Table 1.3: Classification of Blockchain Applications in 6G Networks

Domain

Applications

Key Benefits

Technical Require-
ments

Security

Access  Control
[94]

Authentication
[100]

DDoS Prevention
[94]

Decentralized
Trust

Immutable
Records

Automated Pol-
icy Enforcement

Low Latency
High Throughput

Scalable  Archi-
tecture

Resource
Manage-
ment

Spectrum  Shar-
ing [101]

Network Slicing
[102]

Edge Computing
[103]

Efficient Alloca-
tion

Fair Distribution

Transparent
Management

Real-time  Pro-
cessing

Dynamic Adap-
tation

Energy Efficiency

Industrial
IoT

Supply Chain
[104]

Quality Control
[105]

Asset  Tracking
[105]

Process Automa-
tion

Traceability

Compliance Man-
agement

High Reliability

Massive Connec-
tivity

Low Latency

Healthcare

Patient Records
[106]

Remote Monitor-
ing [98]

Drug Traceability
[106]

Data Privacy
Secure Sharing

Audit Trail

Data Security
Interoperability

Quick Access

Autonomous
Systems

V2V  Communi-
cation [7]

Traffic Manage-
ment [7]

Safety [7]

Secure Communi-
cation

Reliable Updates

Coordinated
Control

Ultra-low La-
tency

High Bandwidth

Robust Security
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velop more energy-efficient consensus mechanisms, such as proof-of-stake, and to optimize
blockchain operations to minimize energy consumption.

The idea in this thesis highlights the way, and considerations towards making such
challenges act during successful and safe implementation of blockchain into the 6G se-
curity ecosystem. For blockchain to fully let all those advantages come into operation
in enhancing security, reliability, and efficiency in prospective 6G, more and continued
research on scalability, performance, privacy, interoperability, and energy efficiency will
take place.

1.6 Conclusion

The chapter discussed the visions, architectural basis of the 6G network, and probable
benefits of the 6G network. 6G is a big leap forward in the technology roadmap of
wireless communication, promising to provide unparalleled performance, including ultra-
low latency, ultra-high data rates, and massive connectivity, hence opening ways for a new
era in applications and services to change the face of healthcare, transportation, industry,
and so on. Further, the chapter has discussed advanced technologies such as AI/ML,
edge computing, and network slicing as the key enablers for realizing the 6G vision.
With these technologies, 6G is targeting a very flexible, intelligent, and service-centric
network architecture that will be able to meet diverse demands from future applications
and services.

However, terahertz communications, advanced antenna technologies, and novel net-
work architectures are some of the fields that require heavy research and development
effort to realize all the potentialities of 6G. Special security challenges like new emerg-
ing vulnerabilities due to 6G and possible quantum computing-based attacks have to be
identified and resolved to guarantee secure and dependable operation of the future 6G
networks.
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Chapter 2

Convergence of Artificial Intelligence
and Distributed Ledger Technologies
in 6G Security Architectures

2.1 Introduction

Where 6G networks are concerned, a new frontier of connectivity empowers applications
previously unknown, such as holographic communications, autonomous swarm robotics,
and immersive extended reality. But this quantum leap forward is only half of a para-
dox: the same technologies empowering 6G’s transformative potential-namely, Al-driven
intelligence, hyper-dense edge computing, and ubiquitous IoT integration-amplify its vul-
nerability to sophisticated cyber threats. The security paradigms that used to work with
static and centralized architectures can barely meet the requirements of such dynamic,
decentralized, hyper-scalable 6G. Convergence of Al with DLT unsurprisingly emerges
as a game-changing paradigm in this turbulent landscape, offering genuinely a mix of
adaptability, trust, and resilience.

The aim of this chapter is to present a deeper exploration of such a convergence and
outline how Al and DLT together can reshape the security paradigm for 6G. We begin by
teasing apart the roles that each technology can play: Al-a technology capable of learning,
predicting, and autonomously acting in real time; DLT with its decentralized, tamper-
proof infrastructure ensuring trust in an environment inherently untrusted. Beyond their
independent value, however, lies their synergy-Al clears the bottlenecks of consensus
mechanisms in DLT and solves scalability issues, while DLT makes the training data,
models, and decision-making processes of Al manipulation-resistant.

Further on, the chapter proceeds with a detailed description of the technical fron-
tier in such fusion cataloging state-of-the-art techniques, including blockchain-secured
federated learning, Al-driven smart contracts for dynamic policy enforcement, and de-
centralized threat intelligence networks. The critical lens also examines real-world case
studies and simulations that have proven the capability of hybrid AI-DLT frameworks to
evade quantum-era attacks, secure large-scale device authentication, and enable privacy-
preserving data sharing across the heterogeneous infrastructure in 6G.
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We also face the challenges and research gaps that temper today’s optimism. This duo
(Al and DLT) faces several open questions: Is it possible for these technologies to scale
up to terahertz speeds demanded by 6G? How do we balance decentralization against
regulatory compliance? And what are the safeguards that will prevent Al itself from
being turned into a weapon in adversarial hands? While mapping the state of the art,
this chapter provides a crystal-clear view not only of what lies ahead but also lays the
baseline for new frameworks and solutions throughout the remainder of this thesis-a sort
of roadmap toward securing the future of 6G.

2.2 Overview of Al in 6G Security

Unprecedented in complexity and dynamic nature, the security solutions for 6G networks
need to shift from rule-based systems to adaptability and intelligence [112, 90]. Al is
the key in this paradigm, which will give the network autonomy to learn, reason out,
and respond on its own in real time [113]. Unlike security frameworks sitting statically,
Al-driven systems thrive in 6G’s hyper-connected environment [38]. In this environment,
terabits-per-second flows of data, massive-device ecosystems, and sub-millisecond latency
requirements, [11] create a threat landscape of such breadth and dynamism that no human
oversight can completely master [37]. This places Al as shield and sentinel alike for 6G-
optimizing network slicing configurations, preempting zero-day exploits [8].

Central to this revolution are some advanced Al techniques that are now reshaping
cybersecurity. Machine Learning, the backbone of modern threat detection, empowers
systems to classify anomalies-rogue base stations, data-injection attacks-via supervised
models trained on historical attack signatures [114]. Unsupervised learning, in turn, clus-
ters unknown threats in real time, a way to identify novel attack vectors like Al-generated
network traffic [115]. DL takes it to the next level: CNNs parse multidimensional net-
work telemetry for intrusion detection [116], while RNNs predict attack probabilities by
modeling temporal dependencies in network behavior [117]. Finally, FL addresses the
distributed nature of 6G, allowing the collaborative training of models by edge devices
without exposure to raw data-a game-changer for privacy-critical verticals like healthcare
and defense [118].

While Al may present perhaps one of the most prized promises for 6G security, there
also comes many challenges [8]. The very data that fuels Al-network logs, user metadata,
and streams raise many privacy concerns under regulations such as GDPR. An adversarial
attack exploits this dependency: subtly perturbed inputs can deceive ML models into
misclassifying malicious traffic as benign [89], a vulnerability amplified by 6G’s reliance on
AT for mission-critical decisions [8]. Scalability is another issue. While federated learning
does decentralize training, billions of devices coordinating updates strain bandwidth and
computational resources [119]. Worse, the "black-box” nature of deep learning obscures
decision logic in ways that complicate compliance audits and erode trust in Al-driven
security actions [120]. These issues further underscore a basic truth: Al alone cannot
secure 6G, it has to be symbiotically integrated with technologies like DLT in a way that
their weaknesses get mitigated in order to unlock full potentials [5], as illustrated in Fig.
2.1 [8].
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Figure 2.1: Al in 6G: Enabler, Defender, Offender, and Target. [8]

2.2.1 Role of AI in 6G Networks

Al integration is not an enhancement but a foundational necessity for 6G networks. With
the coming of 6G into a hyper-connected ecosystem, it will have massive-device den-
sities, terahertz-frequency communications, and immersive applications like holographic
telepresence; Al will hold the key for security, efficiency, and adaptability. Each of the
domains-network optimization, threat detection, and resource allocation-addresses some
unique challenges due to scale and complexity of 6G.

For instance, 6G’s architecture, comprising ultra-dense HetNets, non-terrestrial nodes
such as satellites and drones, and dynamic network slicing, requires real-time optimization
that is well beyond human or conventional algorithmic capabilities. Al-driven optimiza-
tion ensures seamless connectivity and QoS in this fluid environment. For example, Al
models using DRL independently detect and reroute traffic around failed nodes or con-
gested links [121]. This can be for faster re-configuration by the help of aerial base stations
and satellite backhaul for disaster recovery over damaged terrestrial infrastructure. Also,
Al minimizes power consumption in energy-constrained edge devices. Techniques such as
TinyML make lightweight neural networks optimize [oT sensors’ transmission power [116]
and sleep cycles for extending battery life by 40-60% in smart agriculture or industrial
[oT deployments.

As for threat detection, the attack surface for 6G is huge-from quantum comput-
ing, Al-generated attacks to vulnerabilities in natively AT protocols [122]. AT completely
changes how threats are detected, from reactive to proactive. The unsupervised learn-
ing algorithms of autoencoders and GANs identify the deviation from normal network
behavior [123] by flagging such new threats that include adversarial attacks on beam-
forming configurations or Al-poisoned training data. In addition, AI has secured the
communications of 6G over the terahertz band, against eavesdroppers who attacked the
directional-beam vulnerability. RNN detects anomalies in channel state information rep-
resenting beam alignment deviations [124], whereas encryption keys are dynamic, with
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tuning performed by reinforcement learning agents. Furthermore, Al correlates threats
across network layers. For example, a DDoS attack on the 5G core network would, in
6G, be manifested as abnormal physical-layer signal interference [79]-a linkage that only
AT can make through multi-modal data fusion.

AT ensures the guarantee of spectrum, computation, and energy usages under tight
resources but highly stringent latency in 6G: Cognitive Radio Systems [30]- employ Al
models, including CNN, performing real-time sensing of spectrum usage and detecting
unused frequency bands for dynamic assignment to services that have a high priority, for
instance. Federated learning frameworks split AT jobs across the edge nodes [125], reduc-
ing latency for such applications as autonomous driving. Al predicts spikes in compute
demand (e.g., for a live holographic event) and pre-allocates GPU resources at the edge.

2.2.2 Al Techniques for Security

The security of the 6G network needs to shift from rule-based systems to adaptive and
intelligent frameworks that can cope with dynamic and evolving threats [8]. Machine
Learning, Deep Learning, and Federated Learning are three Al techniques at the center
of this transformation, offering different kinds of abilities for securing 6G’s hyperconnected
heterogeneous architecture. We present in Tab 2.1 a summary of a selected techniques.

Machine Learning acts as the base layer for real-time threat detection and mitigation.
In particular, application of the supervised learning algorithms, such as support vector
machines [132] and gradient-boosted decision trees, will use labeled datasets to classify
the known attack signatures. These include rogue base station emulation, data injec-
tion, and spoofed network slices. Such models are fit for applications requiring very fast
decision-making, for example, in identifying malicious traffic in URLLC channels intended
for autonomous road vehicles or industrial automation [124]. Autoencoders and DBSCAN
are examples of unsupervised learning methods, which tackle the zero-day attack chal-
lenge by ingesting raw, unlabeled network telemetry and looking for deviations from
normal behavior [133]. For example, subtle anomalies in latency in haptic feedback may
be detected by unsupervised ML in 6G’s tactile internet applications. Semi-supervised
learning bridges the gap by combining a small amount of labeled data with large unla-
beled datasets to train models on emerging threats, such as Al-generated network traffic,
which may mimic legitimate user behavior in order to bypass traditional defenses [115].

Deep Learning extends ML’s capabilities by leveraging hierarchical neural architec-
tures to process 6G’s massive, multimodal datasets. CNNs analyze spatial and temporal
patterns in network traffic, thus enabling intrusion detection at unprecedented scales.
For instance, CNNs parse 2D heatmaps of terahertz-band channel state information to
identify adversarial beamforming attacks [79], where malicious actors leverage directional
signal vulnerabilities to eavesdrop or jam communications. The RNNs, in particular, the
LSTM networks [117], model sequential dependencies in time-series data such as API call
logs or spectrum utilization trends, to predict multi-stage attacks targeting 6G’s Al-native
core. Transformers, which are renowned for their success in NLP, will provide semantic
security in 6G by detecting malicious intent within an incoming text or voice command
that controls critical infrastructure, such as smart grids or emergency response systems
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Table 2.1: Summary of Some AI Techniques for 6G Security
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27



Chapter 2. Convergence of Artificial Intelligence and Distributed Ledger
Technologies in 6G Security Architectures

[134]. However, DL’s computational intensity requires hardware-aware optimizations-such
as pruning and quantization-to deploy models on energy-constrained edge devices without
compromising inference speed.

Federated Learning (FL) addresses the dual challenges of privacy and scalability in-
herent to 6G’s decentralized architecture [125]. By enabling collaborative model training
across distributed edge devices without centralized data aggregation, FL preserves user
privacy—a critical requirement for healthcare, defense, and other sensitive sectors. Dif-
ferential privacy (DP) mechanisms further anonymize model updates, adding calibrated
noise to prevent adversaries from reconstructing raw data from gradient transmissions
[22]. In 6G’s huge IoT ecosystems, the global models are aggregated using FL frame-
works like Federated Averaging, developing threat intelligence from billions of sensors
that can detect novel attack patterns, such as swarm-based DDoS attacks orchestrated
by compromised drones. On the other hand, FL also introduces unique risks, including
model poisoning and Byzantine failures, where malicious participants submit adversar-
ial updates to degrade global model performance. Hybrid FL-DLT architectures dispel
these risks by incorporating blockchain-based consensus mechanisms to validate the con-
tribution to ensure that only trusted updates have an influence on the federated model
[135, 136]. For example, Proof of Contribution algorithms favor updates contributed by
devices that have established their reliability [137], while smart contracts trigger auto-
mated exclusion of outliers showing abnormal behavior.

2.2.3 Challenges of Al in 6G Security

The integration of Al into the security architecture of 6G brings both capabilities and
challenges that threaten to undermine its efficacy. These challenges arise from the singular
interplay of 6G’s hyper-scalable architecture, its reliance on heterogeneous and distributed
data sources, and the adversarial landscape amplified by Al-native threats. Overcoming
these obstacles requires a deep understanding of the technical underpinnings and the
development of effective countermeasures balancing performance, privacy, and resilience.

Data Privacy and Regulatory Compliance

6G will be rolled out in an environment of acute sensitivity towards data, wherein the
integration of Al with terahertz-frequency communications, pervasive IoT deployments,
and immersive applications will create unparalleled volumes of personal and operational
data [11]. The dependency of AI on large-scale datasets for training and inference, from
user location traces to network slicing configurations, inherently creates systemic privacy
risks [8]. For example, while FL is designed to be privacy-preserving by decentralizing
model training, it inadvertently reveals metadata patterns-such as gradient updates-that
can be leveraged by adversaries to induce sensitive attributes through model inversion at-
tacks [89]. DP mechanisms introduce calibrated noise into the training data or gradients
and provide partial mitigation [138], but often degrade model accuracy for mission-critical
applications such as autonomous vehicle coordination or remote surgery, where precision
cannot be compromised. Furthermore, 6G’s global reach intersects with conflicting reg-
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ulatory regimes: the European Union’s General Data Protection Regulation (GDPR)*
imposes strict data localization requirements, while Al-driven threat detection systems
in cross-border networks must dynamically reconcile these constraints with real-time se-
curity operations [8]. The emergence of quantum computing exacerbates these risks, as
future quantum algorithms could retrospectively decrypt anonymized datasets, rendering
today’s privacy-preserving techniques obsolete [81].

Adversarial Attacks and Model Robustness

The AT models that form the backbone of 6G security are inherently susceptible to adver-
sarial attacks-sophisticated exploits that manipulate either input data or model param-
eters to deceive learning systems [89]. Such attacks manifest themselves along multiple
dimensions:

o Fuwasion Attacks: Along this line, the adversary introduces variability in network
traffic patterns, such as packet arrival time or signal characteristic variations, which
can easily bypass Al-driven IDS [139]. For example, slight changes in terahertz
channel state information may easily make CNNs misclassify jamming attacks as
benign interference.

o Poisoning Attacks: Attackers inject poisoned data into the training datasets to
make the Al models geared towards some kind of exploitable behavior [140]. Com-
promised RAN Intelligent Controllers may lead to poisoning federated learning pro-
cesses within 6G’s O-RAN ecosystems, making global models misallocate resources
or even ignore legitimate threats.

o Model Extraction/Inversion: Attackers leverage API access to query Al models and
reverse-engineer proprietary algorithms or training data [141]. This is particularly
critical in 6G’s Al-as-a-Service paradigms, where third-party vendors supply threat
detection models to network operators.

Such threats need adversarial training techniques that basically harden models against
perturbed inputs during training, while integrating XAI frameworks for auditing of de-
cision logics [14]. However, adversarial robustness often comes at the expense of model
accuracy and computational efficiency [89], which would be a delicate balance for latency-
sensitive 6G applications like industrial automation or augmented reality.

2.3 Overview of Distributed Ledger Technologies in
6G Security

The integration of DLT into 6G security architectures is a conceptual change toward a sys-
tem that is decentralized, transparent, and tamper-evident [48]. As 6G networks develop
to support ecosystems of billions of devices, terahertz-frequency communications, and Al-
native services, the traditional security paradigm based on centralization is incapable of

Thttps://www.europarl.europa.eu/RegData/etudes/STUD/2020/641530/EPRS__STU(2020)641530__EN.pdf
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addressing scalability, complexity, and trust needs for next-generation connectivity. DLT,
with its inherent features of decentralization, immutability, and cryptographic trust, pro-
vides a strong basis for securing the hyperconnected and heterogeneous infrastructure
of 6G [94] (an example is illustrated in Fig 2.2 [9]). This section provides an overview
of the role that DLT can play in 6G networks, the technical frameworks that allow its
application, and the challenges to be overcome for the full realization of its potential.
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Figure 2.2: Blockchain-enabled resource management framework. [9]

2.3.1 Role of DLT in 6G Networks

DLT is perfectly suited for the 6G vision of a truly distributed, self-organizing network
architecture [142]. In contrast to a traditional system’s single point of failure, DLT dis-
tributes trust among nodes in a network to provide resilience against both targeted at-
tacks and systemic failures [143]. This will be of particular criticality in the ultra-dense
deployments of 6G, with edge devices, drones, and satellites forming a dynamic mesh of
interconnected nodes [130]. Another cornerstone for DLT comes in the form of immutabil-
ity: any data recorded on the ledger cannot be changed or deleted without consensus
from the network [144]. This property makes it very desirable to handle audit trails for
security-critical applications, which can range from tracking device identities in gigantic
[oT ecosystems all the way to logging network slicing configurations within O-RAN archi-
tectures [144]. Basic verifiability grounds the cryptographic trust mechanisms for secure
transactions and communication in the case of risks, such as spoofing, man-in-the-middle
attacks, and unauthorized access, by public-private key pairs and consensus algorithms
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[136]. These features collectively set DLT as the transformative enabler of 6G security by
fostering trust in an inherently untrusted environment [145].

2.3.2 DLT Techniques for Security

Most of the technical variants of DLTs are best suited for different security requirements
and operational constraints. The best-known form of DLT is blockchain, a tamper-proof
ledger that enables secure data sharing and identity management [142]. Blockchain may
be applied in 6G wireless for the authentication of devices in massive-node IoT ecosys-
tems [100], ensuring that only authorized entities participate in network operations. A
blockchain-based identity management system, for example, might block rogue drones
from infiltrating a swarm or unauthorized sensors from accessing critical infrastructure
[142]. Smart contracts are self-executing programs deployed on blockchain platforms that
automate the enforcement of security policies dependent on centralized authorities [48].
While intelligent contracts can autonomously compute resource allocation for service-
level agreements (SLAs) enforcement [146] and access revocation of a compromised slice,
grounded on an unalterable history of transactions in the 6G dynamic network slicing
context. Directed Acyclic Graphs (DAGs) [147], a scalable alternative to traditional
blockchain architectures, address the performance limitations of linear blockchains by en-
abling parallel transaction processing. This makes DAGs especially suitable for IoT-driven
6G networks, where millions of devices generate high-frequency, low-latency transactions.

2.3.3 Challenges of DLT in 6G Security

In spite of the bright transformative potential of DLT into 6G security, critical challenges
exist as a consequence of scalability, consumption of energy, and integrability. Scalabil-
ity remains an area of vital interest, because DLT architectures most commonly cited as
viable cannot enable transaction throughput or latency necessary within 6G’s massive-
device ecosystems [6]. For example, blockchain’s consensus mechanisms, such as Proof of
Work (PoW) or Proof of Stake (PoS), introduce delays that are incompatible with 6G’s
sub-millisecond latency requirements. Energy consumption is another important issue, es-
pecially for PoW-based blockchains, since their transaction validation requires enormous
computational resources [148]. In the energy-constrained environments foreseen for 6G,
like battery-powered IoT devices or solar-powered drones, this inefficiency is untenable.
This can be done by transitioning into energy-efficient consensus mechanisms, like PoA
or PoC; however, such a shift comes at the potential cost of compromised network neu-
trality or trust [149]. Challenges also arise with respect to integrations with both legacy
systems and emerging 6G technologies. For example, DLT frameworks will need to be
interoperable with Al-native protocols, quantum-resistant cryptographic algorithms, and
heterogeneous network architectures in compliance with dynamic regulatory standards.
These are holistic challenges that require advances in DLT design to go in parallel with
energy-efficient hardware and cross-industry collaboration, allowing for full potential to
be unlocked regarding decentralized security in 6G networks.
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2.4 Convergence of AI and DLT in 6G Security

The integration of Al and DLT in 6G is about a paradigm shift from merely adaptive in-
telligence toward decentralized trust at scales, dynamics, and complexity never witnessed
in connectivity. The following section goes beyond the coexistence of the two and covers
this synergistic framework where Al and DLT reinforce each other’s powers and reduce
their respective limitations. Further sections detail the synergy, technical methodology,
and emerging frontiers of research marking this transformational integration.

2.4.1 Synergies Between AI and DLT

Al reinforces DLT in terms of improving performance and scalability, which is very crucial
for 6G’s massive-device ecosystems [148]. ML algorithms, such as reinforcement learning,
dynamically adjust the consensus mechanisms within the blockchain network to reduce
latency and energy use [150]. As a concrete example, an RL agent may use immediate
network congestion to continuously calibrate the hardness of PoW puzzles so that trans-
action validation times are not delayed, while the security features are protected [151]. On
the other hand, DLT strengthens AI with immutable, auditable frameworks for data and
model governance [148]. Tamper-proof ledgers from blockchain ensure that Al training
datasets are safe from adversarial tampering, allowing for verifiable provenance of feder-
ated learning updates or sensor data in mission-critical applications such as navigation in
autonomous vehicles [150]. Smart contracts further automate trust in AI workflows [146],
as they enforce fairness in the aggregation of federated models, penalize malicious partic-
ipants in decentralized AI marketplaces, and trigger automated responses to Al-detected
threats-such as isolating compromised network slices. Together, these synergies create a
self-reinforcing security loop—Al-driven efficiency sustains DLT’s scalability, while DLT’s
transparency anchors AI’s adaptability in trustless environments [150]. An illustration of
such synergy can be found at Fig. 2.3 [10].

2.4.2 Technical Methods and Approaches

Bringing AT and DLT integration into sixth-generation security is operationalized through
three core methodologies, each of which solves distinct challenges while amplifying the
strengths of both disciplines. Al-enabled blockchain optimization uses machine learning
to improve the performance and adaptability of DLT frameworks [152]. Reinforcement
learning algorithms [151], trained on real-time network telemetry, dynamically refine con-
sensus mechanisms such as Proof of Stake or Delegated Byzantine Fault Tolerance [153].
In particular, an RL agent can perform optimal validator selection in a sharded blockchain
and cut down the consensus latency from minutes to milliseconds at Byzantine fault tol-
erance for 6G ultra-dense edge networks. That would be very critical in applications such
as real-time spectrum auctions or vehicular network handovers, where delays might com-
promise safety and efficiency [151]. Blockchain-secured Al models make use of DLT for
assurance of integrity and traceability of the AT workflow [150]. Anchoring the training
data, model parameters, and inference results in an immutable ledger, blockchain removes
all risks such as data poisoning or model tampering [137]. In the case of federated learning
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in 6G healthcare [oT, for example, smart contracts will enforce strict access controls and
log all contributions, allowing auditors to track down adversarial inputs to the source-
compromised edge devices. These get merged into cohesive architectures in the case of
joint AI-DLT frameworks, such as federated learning with blockchain-based aggregation
[137]. Here, edge devices collaboratively train intrusion detection models without essen-
tially sharing raw data [154]. A blockchain ledger records updates of models and also
verifies the contribution through Proof of Contribution consensus. This hybrid approach
will not only preserve privacy but ultimately thwart Sybil attacks wherein malicious nodes
attempt to corrupt the training process based on fake identities. Such schemes are neces-
sary to secure 6G’s massively scaled IoT ecosystems, wherein centralized trust authorities
are impractical [155].

2.4.3 Emerging Research Trends

This convergence of Al and DLT in 6G security has been forwarded, in turn, by a set of
state-of-the-art research directions. Quantum-resistant DLT addresses the looming threat
of quantum computing against classical cryptographic primitives [156]. Among others,
lattice-based blockchain protocols [157]. Al-driven smart contracts embed machine learn-
ing directly into the DLT workflows [158], thus granting adaptive, context-aware security
policies. Transformer- or GNN-powered neural smart contracts independently modify
access controls or resource allocations based on real-time threat intelligence [159]. For
instance, such smart contracts can allow for dynamic traffic rerouting through uncompro-
mised slices during DDoS attacks predicted by the Al or isolating slices where a breach was
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Table 2.2: Classification of Related Works in 6G Security

Category Focus Examples Key Strengths | Limitations
Al-centric | Intrusion detection, | CNNs on THz | Real-time detec- | Privacy risks,
anomaly detection, | bands [163], | tion, adaptation | vulnerability to
threat classification | Transformers for | to evolving | data/model poi-
using ML/DL semantic analy- | threats soning [89]
sis [8]
DLT- Decentralized iden- | Blockchain for | Immutability, Latency, scala-
centric tity, secure han- | vehicular han- | transparent trust, | bility issues in
dovers, access | dovers [94], smart | no SPoF dense IoT envi-
control contract enforce- ronments [156]
ment [105]
AI-DLT Federated learning | FL + | Privacy- Complexity,
Hybrid with blockchain, | Blockchain [137], | preserving, integration over-
consensus tuning [ RL-enhanced traceable, ro- | head [135]
with RL, auditable | validator se- | bust to  Sybil
Al lection [151], | attacks [155]
Explainable Al
anchored to
DLT [108]

detected, immutably recording all the associated actions on-chain. Blockchain thus de-
mocratizes Al resources in the decentralized marketplaces of 6G. By tokenized incentiviza-
tion, it allows edge nodes to trade their computational powers, datasets, and pre-trained
models, with quality contributions audited by Al themselves. Obstacle detection models
can, for instance, be crowdsource-trained by swarms of autonomous drones with fair com-
pensation and provenance guaranteed by blockchain [160]. Other emerging trends involve
self-healing AI-DLT networks, where GNNs predict node failures in decentralized ledgers
and trigger automated recovery protocols [161], while ethical Al governance frameworks
are proposed where, thanks to blockchain, fairness and accountability in Al decisions
affecting multi-stakeholder 6G infrastructures are visibly enforced [162]. Put together,
these advancements are redefining the boundaries of secure, cognitive, and decentralized
networking.

2.5 Comparative Analysis of Existing Solutions

The future landscape for 6G security solutions requires an essential investigation into
Al-centric, DLT-centric, and hybrid AI-DLT approaches. In this regard, this section clas-
sifies the methodologies adopted, benchmarked the performance metrics, and pinpoints
unresolved challenges, therefore acting as a stepping stone toward advancing integrated
frameworks to fit the unique requirements of 6G.
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2.5.1 Classification of Research

The variety of existing research in the domain of 6G security could be divided into three
paradigms (Table 2.2). Al-focused solutions prioritize machine and deep learning in solv-
ing dynamic threats [8]. For instance, terahertz-band channel state information is an-
alyzed in convolutional neural networks to detect physical-layer spoofing [163], while
transformers model semantic communication for identifying adversarial intent in text or
voice commands. These approaches are excellent at real-time anomaly detection but
usually overlook the aspects of trust and decentralization, hence becoming vulnerable to
data poisoning and model inversion attacks [89]. DLT-based solutions create decentralized
trust by building on blockchain, DAGs, and smart contracts. This includes blockchain-
secured handover protocols in vehicular networks that make use of immutable ledgers to
authenticate vehicles during handing over from 5G or 6G base stations and smart con-
tracts for automation of zero-trust access policies in network slicing [94]. While robust
against single points of failure, these frameworks are at struggles concerning scalability
and latency in ultra-dense IoT environments [105]. Integrated AI-DLT solutions bridge
the gaps by amalgamating the adaptability of ATl with DLT’s transparency [135]. Hybrid
authentication frameworks, including federated learning with blockchain-based model ag-
gregation, can enable device authentication in privacy-preserving manners across 6G’s
massive-node ecosystems [94]. Other examples of current interest include Al-optimized
consensus algorithms, reinforcement learning for sharded blockchains, and blockchain-
anchored explainable AT for auditing autonomous security decisions [47, 108, 164].

2.5.2 Comparison of Related Works on 6G Security Architec-
tures

Such model effectiveness varies across critical sixth-generation metrics. Solutions cen-
tered on Al achieve sub-millisecond response times for threat detection using lightweight
models such as TinyML [116], ideal for URLLC applications such as remote surgery or
industrial automation. Yet their reliance on centralized data aggregation poses privacy
risks and limits scalability beyond 107 devices per square kilometer [165]. DLT-focused
solutions provide unequaled trust and immutability. For example, Blockchain-based se-
cure handover protocols prevent man-in-the-middle attacks [166]. However, their en-
ergy consumption is still forbidding: PoW-based blockchains consume much more power
than Al-driven alternatives [111], making them unfit for battery-constrained edge de-
vices. Integrated AI-DLT frameworks balance these trade-offs. Al-optimized proof-of-
stake mechanisms achieve faster consensus times in federated learning [167], while still
offering GDPR~compliant audit trails [168]. However, within this complexity is also a
plethora of issues-including interoperability bottlenecks between AI and DLT protocols
[169]. Tab 2.3 provide a summary of a comparison between selected related works.

2.5.3 Discussion and Thesis Contributions

Literature review analysis reveals that while considerable advancement has been achieved
in leveraging Al, DLT, and their combination for 6G security, certain significant challenges
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Table 2.3: Comparison of Related Works on 6G

Ref Approach Security Fo- | Technique Benefits Limitations
cus
[94] DLT-centric Authentication, | Blockchain- Decentralized | Latency  un-
secure han- | based identity | access control, | der mobility,
dovers validation high auditabil- | resource-
ity intensive
consensus
[105] | DLT-centric Access control, | Smart con- | Zero-trust Smart con-
zero-trust en- | tracts for | automation, tract bugs,
forcement network  slic- | transparent interoperabil-
ing access logs ity gaps
[151] | AI-DLT Hy- | Validator opti- | RL-based Reduced Requires  fre-
brid mization consensus latency, dy- | quent retrain-
in sharded | namic trust | ing, complex
blockchains model policy tuning
[137] | AI-DLT Hy- | Intrusion de- | Blockchain- Privacy- MPC  intro-
brid tection, FL | secured feder- | preserving duces compu-
privacy ated learning 1DS, Sybil- | tational cost
resilient FL
[163] | Al-centric Spoofing de- | CNN on THz | High  detec- | Doesn’t ensure
tection in | channel info tion accuracy, | traceability,
PHY layer no central- | not decentral-
ized training | ized
needed
[108] | AI-DLT Hy- [ Al model au- | Explainable Traceable High on-chain
brid diting Al  anchored | inference, au- | data footprint,
to Blockchain | ditable learn- | opaque to
ing pipeline users

36




Chapter 2. Convergence of Artificial Intelligence and Distributed Ledger
Technologies in 6G Security Architectures

remain outstanding.

o Al-centric solutions: offer strong adaptability and are efficient in identifying
zero-day attacks through methods like CNNs on terahertz-band data [163] and
transformers for semantic threat analysis [8]. They are prone to data poisoning,
adversarial inputs [89], and model lack of transparency [47].

« DLT-based designs emphasize decentralized trust and safe resource management
using blockchain and smart contracts [94]. Although these structures prevent point
failures, they are bound by limitations in performance and scalability in highly dense
networks [105, 156].

o Hybrid AI-DLT paradigms offer valuable synergies such as Al-facilitated valida-
tor choice [151], blockchain-surfaced federated learning [137], and understandable
AT augmented with invariant ledgers [108]. Still, the majority of these designs face
complexity during deployment, unacceptable latency, and lack of end-to-end stan-
dardised integration protocols [135].

In order to do the above, this thesis proposes a joint architecture for blockchain-based
federated learning to facilitate privacy-preserving, decentralized intrusion detection in 6G
networks. It outlines an IDS model by embracing multi-party computation to ensure
confidentiality and reduce latency, and an Al-blockchain architecture that is light for
secure and scalable identity verification. Such advancements are designed to address the
architectural, operational, and regulatory needs of 6G environments and overcome current
shortcomings in terms of adaptability, trust, and performance. Each of these proposed
solutions will be presented and elaborately discussed in the following chapters.

2.6 Conclusion

This chapter reviews the transforming potentials of both Al and DLT in the security of 6G
networks, discusses their individual strengths and synergistic convergence, and identifies
the challenges to be addressed in realizing their full potentials. The adaptability and
real-time threat detection capabilities of Al merged with the decentralization of trust
and immutability provided by DLT result in a strong base for addressing unprecedented
scale and complexity in 6G. However, stat of the art research has some limitations that
remains, e.g in energy efficiency, and lightweight model deployment. The next chapter
presents our contributions.
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Chapter 3

6G-SecurelDS: Blockchain-Enhanced
Secure Knowledge Transfer for
Distributed Intrusion Detection
Systems in Advanced Networks

3.1 Introduction

Exponential growth in wireless communications has set the stage for the next-generation
6G networks. As the natural follow-up to 5G, 6G is expected to offer unparalleled con-
nectivity, extremely high data rates, and a large range of supported applications. With
the continuously increasing number of devices connected and more advanced network
infrastructures, robust security and privacy are critical in this advanced ecosystem [1].

One of the key challenges is to design effective and efficient distributed Intrusion De-
tection Systems (IDS) that are able to efficiently identify and counter potential security
threats. Traditional IDS solutions typically use centralized models, wherein all the net-
work traffic is funneled into a single server for analysis. Centralized models, however,
have serious shortcomings such as weak scalability, excessive bandwidth consumption,
and vulnerability to single points of failure.

The inclusion of artificial intelligence in 6G networks has vast potential to drive in-
novation and enable real-time intelligent decision-making. In the meanwhile, Federated
Learning (FL) is a promising approach that can allow distributed parties to learn models
jointly with data privacy. Through federated learning techniques, distributed IDS can
learn from local datasets collectively without centralizing data aggregation [125].

Though FL has privacy advantages, its adoption in distributed environments comes
with new security challenges [80, 170]. While FL permits a number of edge devices to
collectively train models without sharing confidential information with a central server,
it is not secure against such threats as poisoning attacks and unauthorized exposure of
private information by attacking servers [171]. These vulnerabilities emphasize the need
for new solutions that ensure the integrity and security of the FL process in 6G networks.
To fill these gaps, we present a new framework, 6G-SECURFEIDS, which integrates fed-
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erated learning, model distillation, and blockchain technology to train distributed IDS in
6G networks.

3.1.1 Motivation

Our inspiration comes from the realization that 6G networks will become imperative to
serve an immense universe of advanced applications—from augmented reality and IoT
implementations to autonomous automobiles and so on [172]. Privacy protection and
guardship of these applications are far more than technical necessities; rather, they’re a
necessity in order to enable the mass penetration and success of 6G technology.

Since conventional security mechanisms are unable to manage 6G’s new architecture,
enormous amounts of data, and varied communication paradigms, stringent security mea-
sures must be specifically designed to neutralize such emerging threats. Our aim is to
implement preventive techniques that will be capable of detecting and restraining po-
tential attacks before they have even entered the middle layers of the network so that
intrusions can be properly halted before they cause any loss. This future-oriented direc-
tion aligns with the greater objective of securing and safeguarding 6G wireless networks,
thereby achieving maximum total trust and reliability in next-generation communications.

Inspired by the necessity of robust security for this new environment, our proposed
framework takes advantage of the robustness of the synergy between blockchain technol-
ogy and Federated Learning to proactively detect and nullify security attacks. Through
addressing the specific complexities of 6G networks, 6G-SECUREIDS is set to bridge
existing gaps in security and protect wireless communications integrity.

Table 3.1: Related Works

Work | Year | Main Contribu- | Network Model Limitations
tion
[173] | 2019 | Fl-based IDS for [ MCPS Model security was
MCPS not discussed
[174] | 2020 | FL-Based IDS for IoT | IoT Model security was
not discussed
[175] | 2022 | Fl-based semi- | [oT Generalization
supervised 1DS
[176] | 2022 | Securing FL from | IoT Energy Consumption
poisoning attacks not considered
[177) | 2023 | FL-based Cyber | General-purpose net- | - System scalability
Threat  Intelligence | work was not included
Sharing Scheme -Model security was
not discussed
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3.2 Related Works

There have been numerous studies on employing Federated Learning (FL) to enhance
intrusion detection systems that have made invaluable contributions towards this field.
For example, Sarhan et al. presented a cyber threat intelligence sharing model that lever-
ages FL to overcome restrictions when imposing machine learning on diverse collections
of data samples for detecting network attacks [177]. Their method, validated using the
NF-UNSW-NB15-v2 and NF-BoT-IoT-v2 NetFlow datasets, was compared with central-
ized and localized training methods. The results demonstrated that their approach could
differentiate between malicious and benign traffic from various organizations without
compromising sensitive information. However, the study also identified that additional
research is needed to address scalability, privacy preservation, and practical deployment
concerns.

Similarly, Rahman et al. [174] proposed an FL-based solution for IoT intrusion detec-
tion to solve scalability and privacy issues. In their solution, local training and prediction
are performed on IoT devices and model updates are communicated to a remote server,
which aggregates them to produce a better model for all the participants. Although this
approach is extremely accurate and better than models trained purely on single devices,
it is still vulnerable to being attacked during aggregation, where adversarial attacks or
hacked devices can add bad updates.

Aouedi et al. [175] dealt with the problem somewhat differently in that they developed
FLUIDS, an IDS that embeds FL with a semi-supervised learning strategy. Combining
both supervised and unsupervised learning methods, FLUIDS builds a cooperative envi-
ronment that can learn under varying data conditions. Nevertheless, its performance can
differ in terms of datasets or network configurations utilized, and generalizability across
various intrusion detection scenarios requires further testing. Schneble et al. [173] ad-
dressed security concerns in Medical Cyber-Physical Systems (MCPS) in another work
through the development of a distributed intrusion detection system with the use of ma-
chine learning and FL. Their approach had high detection accuracy with low false positives
and reduced the overhead of network communication, even though it remains problematic
in being robust against adversarial attacks and needing better privacy preservation.

Zhang et al. [176] presented SecFedNIDS, an effective and secure IDS for IoT networks
that uses FL to protect against poisoning attacks by malicious clients. Their defense en-
tails defensive methods at both data and model levels; model-level defenses target the
selection of key model parameters and the rejection of poisoned models, and data-level
defenses involve dropping malicious traffic on the basis of class path similarity. Experi-
mental results showed significant accuracy gains—48% and 36% on the UNSW-NB15 and
CICIDS2018 datasets, respectively—when poisoned. Aside from these promising results,
there remains doubt regarding the generality of the defense methods to other datasets or
actual deployments, along with concerns regarding the increased energy cost on resource-
constrained IoT devices in terms of extra computation and communication overhead.

Tab. 3.1 provides an overview of these contributions, the major achievements, network
models, and limitations of the respective studies.

In this chapter, we present a novel framework to enhance the security of 6G net-
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Figure 3.1: 6G-SECUREIDS architecture

work intrusion detection systems via synergistic use of Federated Learning (FL), Model
Distillation (MD), and blockchain. The proposed solution counteracts significant FL
vulnerabilities—namely, poisoning attacks and potential manipulation by hostile aggre-
gation servers—by injecting advanced MD techniques for enhancing and safeguarding the
learning process. Besides, we employ a private blockchain to maintain the teacher model
in storage, thereby ensuring model update integrity and verifiability. This coupled model
not only resolves the existing security issue but also lays a solid foundation for secure,
scalable, and dependable intrusion detection in the future 6G communications environ-
ment.

3.3 Proposed Framework: 6G-SECUREIDS

In this section, we present the detailed framework of 6G-SECUREIDS to enhance the
security of 6G network intrusion detection systems by synergistic integration of Model
Distillation (MD), Federated Learning (FL), and blockchain. The methodology presents
solutions to FL’s grave vulnerabilities of poisoning attacks and potential intrusion by mali-
cious aggregation servers by applying innovative MD techniques for distilling and securing
the learning process. Furthermore, we employ a private blockchain to securely store the
teacher model and ensure the integrity and verifiability of revised models. Not only does
the integrated framework mitigate common security attacks, but it provides a solid foun-
dation for secure, scalable, and trustworthy intrusion detection in 6G communication’s
dynamic landscape as well.
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3.3.1 Building Blocks
Collaborative Learning for Distributed IDS

At the core of 6G-SECUREIDS is the tactical use of federated learning to facilitate collab-
orative model training across distributed entities without sacrificing the privacy of local
data. Every participating entity, possessing its own dataset, is engaged in an orchestrated
communication, aggregation, distribution, and training process. Secure communication
channels are utilized to allow them to compute class scores—quantitative outputs derived
from their respective IDS models—a public dataset. The class scores are then transmit-
ted to a central server, where they are aggregated to enhance the overall efficacy of the
intrusion detection system.

Knowledge Transfer through Model Distillation

In 6G-SECUREIDS architecture, model distillation [178] is a main mechanism to transfer
knowledge from a central consensus model to individual local models. After aggregating
class scores from the distributed agents, the central server computes a new consensus
model by averaging the class scores, as discussed in [179]. The consensus model represents
the aggregated knowledge and prediction ability of all participating agents. Each agent
then downloads this updated model and employs it to train its local IDS, thus aligning
its predictions with the consensus. This training process, involving approximating the
consensus model’s behavior on a shared public dataset, is in fact a process of knowledge
distillation. By this distillation process, local models can take advantage of the distilled
knowledge and thus enhance their performance and security threat detection precision.
This is done through an extension of [179] to ensure that the distributed IDS is collectively
enhanced by a single strong model without invading local datasets’ privacy.

Blockchain Integration for Immutable Trust

Blockchain is employed in the 6G-SECUREIDS to establish trust and integrity for the
public dataset. A private blockchain layer is used to store a record of the cryptographic
hash of the public dataset so that there is an immutable record, which can serve as a trust
anchor. It enables every participant independently to authenticate the legitimacy of the
dataset using their own credentials. By offering greater transparency and immutability,
the blockchain layer protects against the threat of tampering or unlawful modifications
[180]. Therefore, the application of blockchain technology greatly enhances the confidence
and trustworthiness of the distributed IDS training process.

In addition, to maximize the security of the master node, a very strong set of security
controls has been implemented. These include the adoption of very secure encryption
methods, the conduct of regular security scans, and continuous monitoring with the aim
of detecting any unusual activity. Additional protection is afforded by having the master
node operate within a secure, isolated environment to limit exposure to external threats.
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Algorithm 1 6G-SECUREIDS: Enhanced Federated Learning
Algorithm with Blockchain-based Public Dataset Hash Verifi-

cation

Require: Public dataset Dy, private datasets Dy, indepen-

1
2
3

13:

14:

15:

16:

17:

18:

19:
20:

dently designed model f, k=1,....m
Output: Trained model f,
procedure 6G-SECUREIDS(Dy. Dy, fi)
Blockchain  Initialization: Initialize an empty
blockchain B
Compute the hash H(Dy) of the public dataset I
Add H(Dy) as the genesis block in the blockchain B
Each node verifies the genesis block using their cre-
dentials
Transfer Learning: Each party trains f; to conver-
gence on the public dataset Dy and then on its private
dataset D;.
for j =1.2,.... P do
Communicate: Each party computes the class
scores fi.(z") on the public dataset and transmits the result
to a central server
Aggregate: The server computes an updated con-
sensus, which is the average: f(z?) = I fr(z¥)
Blockchain Update: i
a. The server computes the hash H(f(x")) of
the updated consensus
b. The server adds H(f(zV)) as a new block
in the blockchain B
Each node verifies the new block using their cre-
dentials
Distribute: Each party downloads the updated
consensus f(z¥) from the server
Each party verifies the integrity of the downloaded
consensus using the blockchain B
Digest: Each party trains its model fi to approach
the consensus f on the public dataset [y
Revisit: Each party trains its model f; on its own
private data for a few epochs
end for
end procedure

Figure 3.2: 6G-SECUREIDS Algorithm
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3.3.2 Framework Implementation

In this subsection, we present the implementation details of the 6G-SECUREIDS frame-
work, describing the steps involved in the collaborative learning process, knowledge trans-
fer through model distillation, and blockchain integration.

Collaborative Learning Process

The algorithm for the collaborative learning process is outlined in Algorithm 1. Here, we
provide a step-by-step description of the process:

Blockchain Initialization: The framework starts by initializing an empty blockchain,
denoted as B. The public dataset, denoted as Dy, is hashed to obtain its crypto-
graphic hash, H(Dg). This hash value is added as the genesis block in the blockchain
B.

Transfer Learning: Each participating entity trains their independently designed
model, fi, on the public dataset Dy and their respective private datasets Dy to con-
vergence. This transfer learning step allows each entity to acquire initial knowledge
from the public dataset and adapt it to their local data.

« Communication and Aggregation: In each iteration, the entities compute the
class scores, fi,(z?), representing the predictions of their individual models on the
public dataset. These class scores are then transmitted to a central server. The
server aggregates the class scores and computes an updated consensus model, de-
noted as f (2?), by taking the average of the individual models’ class scores.

Blockchain Update: Each participating entity computes the hash, H(f(z})),
of the updated consensus model and adds this hash value as a new block in the
blockchain B. This ensures that the updated consensus model is recorded and
linked to the previous blocks in the blockchain. The primary objective of storing
data hash codes in the blockchain is to provide a tamper-evident and non-repudiable
record of the training data. This mechanism enhances the reliability of the intru-

sion detection process. Also, we recognize that storing the entire machine learning
models in the blockchain could potentially pose confidentiality concerns, especially
when dealing with sensitive or proprietary data. Storing models in their entirety
might risk exposing the underlying patterns and knowledge contained within the
data, which could be exploited if the blockchain’s security were ever compromised.

o Distribute and Verify: Each entity downloads the updated consensus model,
f (29), from the central server. They also verify the integrity of the consensus model
by checking the corresponding block in the blockchain B. This step ensures that the
model obtained from the server matches the recorded consensus in the blockchain.

o Digestion and Training: Each entity trains its local model, f, to approach the
consensus model f on the public dataset Dy. This step allows the individual mod-
els to distill the knowledge from the consensus model and adapt their parameters
accordingly.
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« Revisiting Private Data: After training on the public dataset, each entity revisits
its private dataset, Dy, and performs a few additional training epochs to further
fine-tune their models based on their local data.

The collaborative learning process iterates for a predetermined number of iterations,
denoted as P, allowing the models to continuously improve and converge towards an
optimal solution.

3.3.3 Advantages of 6G-SECUREIDS

The 6G-SECUREIDS framework provides substantial advantages compared to conven-
tional federated learning mechanisms. First, it enables efficient utilization of resources by
incorporating model distillation techniques that reduce communication overhead and com-
putation complexity, thereby enabling distributed parties to collaboratively learn without
the burden of extensive data exchange on a large scale. Second, it enhances privacy preser-
vation with a federated learning approach that maintains sensitive local data within each
entity, and the integration of blockchain technology additionally safeguards the integrity
of the shared data by maintaining an incorruptible record of the public dataset. Finally,
the framework is fault-tolerant in the sense that it distributes the learning process across
a set of nodes, thereby minimizing the threats of single points of failure and ensuring con-
tinuous, reliable intrusion detection in spite of node compromise or network partitions.

Efficient Resource Utilization

One of the biggest advantages of 6G-SECUREIDS is its maximum resource utilization.
Through the exploitation of a collaborative learning paradigm, the system enables dis-
tributed IDS nodes to collectively establish an effective model without depending on
tremendous raw data exchange. Instead, individual models report class scores only to
a server for summation. It minimizes communication overhead significantly and con-
serves both computational and networking resources, making this approach particularly
well-suited for situations where resources are limited, i.e., edge devices or low-bandwidth
networks. Consequently, efficient resource management not only maximizes scalability
but also allows many entities to be added without subjecting the network infrastructure
to excessive stress.

Enhanced Privacy Preservation

Privacy protection is an essential requirement in federated learning, and the 6G-SECUREIDS
platform is designed with this as a fundamental principle. Here, class scores and the con-
sensus model are the only items shared between entities during collaborative learning,
with sensitive and confidential data remaining securely within each entity. Therefore,
individual data sets are never transmitted across the network, so their confidentiality
remains safeguarded when training. Additionally, use of blockchain technology is used
to promote privacy protection with the public dataset and model modifications being
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tamper-proof and unchangeable. This double-edged approach—having the data mini-
mization within federated learning and the decentralized, secure ledger of blockchain—is
what gives 6G-SECUREIDS a robust and reliable solution to privacy-sensitive use cases.

Heterogeneous Client Models:

The 6G-SECUREIDS framework accommodates the heterogeneous nature of client models
[179]. Each participating entity is allowed to have independently designed models, denoted
as fr. This heterogeneity enables diverse perspectives and modeling approaches, which can
enhance the overall effectiveness of the IDS. By aggregating predictions from these varied
models, the framework can capture a broader spectrum of intrusion patterns and adapt
to different network conditions. This heterogeneity not only enhances the robustness of
the IDS but also leverages the complementary strengths of diverse detection strategies,
ultimately leading to improved accuracy and resilience against evolving threats.

Fault Tolerance

Fault tolerance is a significant advantage of the 6G-SECUREIDS system. Decentralized
design, based on blockchain deployment, inherently provides resilience against single node
failure and adversarial attacks. In traditional federated learning environments, loss of a
single cooperative client will interrupt the collaborative learning process. In contrast, the
6G-SECUREIDS framework is architected to allow for the learning process to continue
even if a single or more than one node fails, thereby ensuring the integrity of the model
consensus. The blockchain serves as a distributed ledger that securely maintains past
model updates and enables recovery and continuity in case of node failures. This robust
fault tolerance mechanism significantly enhances the overall robustness and reliability of
the federated learning system. The combination of efficient resource utilization, enhanced
privacy preservation, and fault tolerance in the 6G-SECUREIDS algorithm establishes a
powerful and robust framework for collaborative learning in distributed IDS environments.

3.4 Experimental Evaluation

In this section we discuses our implementation of the learning phase of the 6G-SECUREIDS
system.

3.4.1 Experimental Setup

We conducted our experiments using Google Colab, PyTorch, and the AlJack framework
to evaluate the learning process of 6G-SECUREIDS. We also used the MNIST dataset
for testing and evaluation. The experimental setup consisted of four client models, each
with its own architecture. Table 3.2 provides an overview of the architecture details for
each client model.
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Table 3.2: Client Model Architectures

Client | Number of Nodes | Number of Layers
Client 1 784-10 2
Client 2 784-160-10 3
Client 3 784-140-10 3
Client 4 784-150-10 3

3.4.2 Results

The experimental results substantiate the efficacy of the proposed model, with all clients
demonstrating comparable performance on both their local datasets and the validation
dataset, irrespective of their distinct model architectures. This uniformity in results un-
derscores the model’s robustness and its capacity to perform consistently across diverse
architectural configurations. Notably, Client 1, which employed the simplest model ar-
chitecture comprising only a single linear layer, attained an accuracy of 90.14% on its
private dataset and 90.42% on the validation dataset, as illustrated in Fig. 3.3 and Fig.
3.4, respectively. These findings indicate that even a basic model structure is capable of
yielding competitive results.

Clients 2, 3, and 4 utilized more complex architectures with additional hidden layers,
thereby enabling the learning of more sophisticated representations that capture intricate
data patterns and relationships. Despite the increased complexity, the accuracy achieved
by these clients—90.59%, 90.40%, and 90.51% on their local datasets, respectively—
remained closely aligned with that of Client 1. This consistency across various archi-
tectures highlights the model’s exceptional generalization capabilities; it demonstrates an
ability to effectively learn and adapt to varying levels of complexity, thereby extracting
pertinent features and producing accurate predictions. Consequently, the model’s perfor-
mance appears to be less contingent on specific architectural details and more reliant on
its capacity to learn meaningful data representations.

The observed consistency in performance across heterogeneous architectures not only
attests to the model’s robustness but also suggests its potential for broad applicability.
The ability to deliver reliable results across different architectural choices renders the
model versatile and adaptable to a range of practical scenarios. Overall, the experimental
findings reinforce the model’s strength in achieving competitive accuracy across diverse
configurations, thereby confirming its reliability and suitability for deployment in various
real-world applications.

3.5 Conclusion

In this chapter, we introduced 6G-SECUREIDS, an intrusion detection system engineered
specifically for the demands of 6G wireless networks. The architecture harnesses advanced
machine learning techniques, including knowledge transfer-based federated learning, to
enable the real-time detection and mitigation of security threats. In addition, a private
blockchain is integrated into the system to ensure transparency and safeguard the integrity
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Figure 3.4: Accuracy of Clients on the validation dataset over 50 Rounds
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of the shared data. Experimental results demonstrate that, irrespective of differing model
architectures, clients consistently achieved high accuracy scores—ranging from 90.14% to
90.59%—which underscores both the reliability and versatility of 6G-SECUREIDS. The
system effectively classifies and identifies security threats, as evidenced by the steady
improvement in accuracy across training epochs. In summary, the findings presented
in this chapter validate 6G-SECUREIDS as a robust and effective intrusion detection
solution tailored for 6G wireless networks.
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Chapter 4

FBMP-IDS: FL-based
Blockchain-powered Lightweight
MPC-secured IDS for 6G networks

The future 6G wireless network is expected to provide record-high data rates, ultra-low la-
tency, and transparent coexistence with new technologies such as artificial intelligence and
the Internet of Everything. With these rapid technological advancements are enormous
security challenges, primarily intrusion detection and prevention. Centralized detection
approaches grow less effective in countering such challenges, calling for decentralized,
privacy-oriented solutions.

To help solve some of these problems, we propose a new secure gradients exchange
algorithm for distributed intrusion detection in 6G networks. Our approach combines Fed-
erated Learning with secure multi-party computation and blockchain technology, thereby
enabling collaborative model training while preserving the privacy of data from each
entity. Additionally, the application of gradient compression and adaptive secure aggre-
gation methods further enhances communication overhead and computational complexity
to make our solution robust and efficient despite the high data rates and ubiquitous
connectivity offered by 6G networks.

Experimental evaluations conducted using the CICIoT2023 dataset indicate that our
federated learning-based hybrid model, comprising a one-dimensional convolutional neu-
ral network (CNN1D) and a multi-head attention mechanism, outperforms some of the
popular deep learning models. Specifically, it achieves an average accuracy of 79.92%, an
average detection rate of 77.41%, and a false alarm rate of just 2.55%.

4.1 Introduction

Wireless technology has been at the forefront of society’s advancement, ranging from
transmitting basic sound signals to advanced information transmission via radio waves.
The industry has seen explosive expansion and groundbreaking leaps in the past couple of
decades, beginning with the groundbreaking breakthrough by Bell Labs of the Advanced
Mobile Phone System, or 1G. Subsequent generations—2G, 3G, 4G, and more recently
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5G networks—have continued to offer increasingly advanced capabilities [11]. Although
5G was envisioned to deliver transformational capabilities, like the Internet of Everything
(IoE) and enhanced broadband for machine-type communications, among some of its
most eagerly sought goals, like wireless interconnectivity of machines without any human
intervention, are still elusive [47]. This gap between promise and reality necessitates
critical examination of whether or not 5G can live up to its early promises for technologies
like the IoE, and whether subsequent 6G networks will be able to show the level of
flexibility and efficiency required in order to facilitate the high-level expectations predicted
for 2030 [11].

- - —
: ama| [ge +
ﬁ g - > ]

> ¥
S < £
33 — I
< S Smart Smart Smart
q .
City Healthcare Transportation Industry Metaverse

Core
Network
e

Core

Data Storage, mining and Network Intelligent Network
analytics Management and Control

[ ? &\D Real-time Real-time H%, ¢
83 == [ Featt S ———)
T © Offloading Caching Analytics Actions
g3 == £DGE ———

=== COMPUTING ===

Intelligent Gateway Intelligent Gateway

Network
Layer

Perception
Layer

Figure 4.1: Vizualization of connected intelligence for future 6G Networks

Figure 4.1 provides an overview of connected intelligence for future 6G networks.
Compared to preceding generations, the sixth-generation (6G) network is expected to de-
liver a transformative leap in communication capabilities by offering faster data speeds,
lower latency, and the capacity to connect an exponentially larger number of devices [11].
In pursuit of these advancements, 6G is anticipated to adopt a layered network architec-
ture, with each layer dedicated to distinct functionalities. The perception layer will focus
on signal transmission and modulation techniques, potentially utilizing frequency bands
beyond the millimeter waves to achieve even higher capacity [181]. The Edge layer will
incorporate intelligent devices capable of performing sophisticated routing and processing
functions, such as cloud task offloading and edge caching, thereby optimizing performance
[182]. The core network, serving as the operational hub, will be endowed with enhanced
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processing and storage capabilities to handle power-intensive tasks such as data min-
ing and analytics, while the application layer will support the deployment of futuristic
services, including real-time, mission-critical applications like intelligent transportation
systems and smart healthcare services.

The network layer is tasked with routing and addressing, likely leveraging intelligent
algorithms and machine learning to optimize traffic flow in the complex 6G ecosystem.
It is envisioned that self-configuring networks will dynamically adjust routing based on
real-time traffic patterns and congestion levels [183]. The transport layer will establish
and manage data communication sessions between applications, potentially employing
novel protocols to guarantee data delivery across diverse network conditions and device
types, ranging from conventional smartphones to autonomous vehicles [182]. Meanwhile,
the application layer will provide end-user services, delivering ultra-high-definition video
streaming with near-instantaneous response times, seamless augmented and virtual reality
experiences that blend the virtual and physical realms, and ultra-reliable, low-latency
communications for critical industrial automation tasks [11].

The integration of artificial intelligence within 6G network frameworks is heralded as
a key driver for innovation and real-time decision-making. Nonetheless, this integration
also introduces significant security challenges, necessitating robust measures to protect
the integrity and privacy of these advanced systems [47]. Intrusion detection systems
(IDS), whether implemented as software or hardware solutions, analyze network traffic and
system logs to identify security policy violations [184]. The application of Al, particularly
through machine learning and deep learning, is critical in enhancing IDS capabilities in
IoT environments [185]. Given the evolving nature of 6G—with its dramatic increase
in data rates, proliferation of IoT devices, and deeper Al integration—traditional IDS
approaches are being challenged. Consequently, novel intrusion detection strategies and
secure collaborative learning techniques are required. Federated learning has emerged
as a promising paradigm in this context, as it enables collaborative machine learning
on distributed datasets without necessitating data sharing, thereby addressing privacy
concerns inherent in centralized approaches [125]. However, the deployment of federated
learning in 6G networks also brings forth new security issues, such as the exposure of
model gradients during training.

To address these challenges, this chapter proposes a secure gradients exchange-based
IDS that synergistically combines federated learning, secure multi-party computation
(MPC), and blockchain technology, specifically tailored for 6G wireless networks. The
proposed algorithm facilitates decentralized and secure aggregation of gradients, incor-
porates techniques such as gradient compression and quantization, and employs adaptive
secure aggregation strategies to optimize communication overhead and computational
complexity. Moreover, the algorithm is designed for integration with 6G network slicing
and virtualization, thereby ensuring efficient resource allocation and maintaining Quality
of Service (QoS) during secure gradient exchange. The architecture of the FBMP-IDS
leverages a hybrid deep learning model that fuses the robust feature extraction capabil-
ities of convolutional neural networks (CNNs) with the contextual analysis provided by
a multi-head attention mechanism. This multi-head attention component is instrumen-
tal in capturing long-range dependencies inherent in the data [186], enabling the model
to analyze not only individual data points but also the interrelationships among them.
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Table 4.1: Comparison of Related Works

Study Year Approach Used Results Strengths Limitations

dataset

Rezvy et al. [187] 2019 Deep auto-encoded dense neu- Aegean Wi- Accuracy High detection rate Detects only 3 types of
ral network for intrusion detec- Fi Intrusion (99.9%) attacks
tion in 5G and IoT networks dataset [188]

Moudoud et al. 2020 Stochastic Markov-based Real log ac- Detection Lightweight; No com- Considers only two

[189] model for detecting and pre- tivity from rate >95% plex computing types of attacks
dicting false data injection and [190] for DDoS
DDoS attacks in 5G-enabled
IoT

Abdulqadder et 2020 Multi-layer IDPS system for 6G Own Dataset High Detec- Detects and mitigates Centralized learning;

al. [191] networks with game theory and tion Rate various attacks Privacy issues
Four-Q-Curve technique (96.08%)

Zhang et al. [192] 2021 Ensemble machine learning al- CAN in- AUC(77.83%),| Addresses dynamic Centralized deploy-
gorithm for intrusion detection trusion Fmeasure and heterogeneous ment; - High False
in 6G vehicular CAN bus net- dataset[193] (75.33%) vehicular  networks; Positive Rate (FPR)
works Improves AUC and (10.46%)

F-measure

Almiani et al. 2021 Kalman backpropagation neu- CICDDoS Acc.  (94%), Good detection per- Considers only one

[194] ral network IDS model for de- 2019 [195] FPR formances type of attack (DDoS)
tecting DDoS attacks in 5G- (0.09%),
enabled IoT DR (97.49%)

Chen et al. [196] 2022 Fuzzing-based evaluation of Own Dataset Analyzing Evaluates effective- Inefficient process-
Network Intrusion Detection phase time ness of rule implemen- ing time variability;
Systems (NIDS) rules cost from tations Signature-based  de-

Ims to 1min tection shortcomings

Alotaibi et al. 2023 Software-driven FL-based IDS MNIST [198] Accuracy Reduces communica- Lack of security

[197] (IDSoft) with hierarchical FL (94.17%) tion rounds; Lever- against malicious
framework ages 6G technologies nodes; -Dataset may

not be suitable for the
task

Vinita et al. [199] 2023 FL-based IDS for 6G Internet Sybil attack Accuracy High detection rate; Does not consider ma-
of Vehicles (IoV) with three- dataset [200] (87%) Sybil attack detection licious clients
tier model weight aggregation

Prasad et al. 2023 Fuzzy Logic System (FLS) and Own Dataset BRS: TPR Evaluates perfor- Centralized

[201] ML-based IDS for securing mo- (100%) and mance reliability; Privacy
bile ad-hoc networks Accuracy Potential for network Only two

(99.7%) on security solutions (Blackhole and Worm-
‘Wormbhole hole)

As a result, the model attains a holistic understanding of network behavior, effectively
distinguishing between normal traffic patterns and potential intrusions.

4.2 Related Works

The pursuit of strengthening the security infrastructure in 6G networks has prompted a
series of significant studies that explore innovative methods for intrusion detection and
prevention. These investigations span diverse network environments—including vehicular
networks, IoT settings, and more generalized network scenarios—each addressing unique
challenges while contributing novel insights to the evolving landscape of network security.

For instance, Rezvy et al. [187] developed a deep auto-encoded dense neural network
approach for detecting intrusions in 5G and IoT networks, evaluated using the Aegean
Wi-Fi Intrusion dataset. Their method, which targets three specific types of attacks
(Flooding/DoS, Injection, and Impersonation), demonstrated an impressive detection ac-
curacy of 99.9

Abdulqadder et al. [191] proposed a multi-layer Intrusion Detection and Prevention
System (IDPS) that secures various network components—including switches, domain
controllers, and NFV infrastructure—by employing multiple levels of security. In a re-
lated vein, Zhang et al. [192] introduced an ensemble machine-learning algorithm based
on weighting techniques tailored for dynamic, heterogeneous vehicular networks, with ex-
perimental evaluations showing notable improvements in AUC and F-measure metrics.
However, their approach was confined to centralized deployments, which raises scalability

53



Chapter 4. FBMP-IDS: FL-based Blockchain-powered Lightweight
MPC-secured IDS for 6G networks

concerns for 6G environments.

Almiani et al. [194] utilized a Kalman-backpropagation neural network to construct
an IDS for detecting DDoS attacks in 5G-enabled [oT networks, achieving an average
detection accuracy of 94% on the CICDD0S2019 dataset, albeit for a single type of attack.
In contrast, Chen et al. [196] advocated for the use of fuzzing techniques to evaluate
Network Intrusion Detection Systems (NIDS) rules, though they noted inefficiencies in
processing time compared to anomaly-based IDS approaches.

Alotaibi et al. [197] advanced the field by proposing a software-driven, FL-based IDS
integrated into the network architecture. Their hierarchical federated learning framework,
which incorporates both synchronous and asynchronous aggregation techniques alongside
an offloading mechanism, demonstrated significant reductions in communication rounds.
Nonetheless, the framework did not address the potential security risks associated with
malicious nodes compromising the entire system. Vinita et al. [199] presented a feder-
ated learning-based IDS for the Internet of Vehicles (IoV) compatible with 6G networks,
achieving a detection accuracy of 87% and incorporating mechanisms to differentiate nor-
mal data from Sybil attacks, though it did not account for the possibility of normally
benign nodes being subverted.

Prasad et al. [201] proposed an approach utilizing a Fuzzy Logic System in conjunc-
tion with machine learning to secure mobile ad-hoc networks (MANETS) against attacks
such as black-hole and wormhole intrusions in a simulated virtual network environment.
Recent research has also examined emerging paradigms such as over-the-air computation
[202], which efficiently encodes and decodes information via superimposed waveforms to
mitigate interference and maintain data integrity. Other studies have underscored chal-
lenges related to the management and exchange of information within blockchain-based
IDSs secured by Multi-Party Computation (MPC) in real-world scenarios. Additionally,
the role of Software-Defined Networking (SDN) in optimizing network resource allocation
has been recognized as a promising avenue for overcoming practical hurdles [203].

Table 4.1 provides a summary of these approaches, outlining their primary method-
ologies, key strengths, and inherent limitations. Overall, while many current approaches
leverage deep learning and machine learning techniques to achieve high detection rates,
they are often constrained by factors such as limited attack scope, reliance on centralized
learning architectures that pose privacy and scalability issues, high false positive rates,
and datasets that may not fully capture the complex attack landscapes anticipated in 6G
networks.

The major contributions of the proposed system are:

o Decentralized and Secure Gradient Aggregation: The proposed system eliminates
the reliance on a centralized aggregation server by distributing the gradient aggre-
gation process across a blockchain network and individual client devices. Secure
multi-party computation (MPC) protocols are employed to ensure that individual
gradients remain confidential while still enabling the accurate computation of global
model updates.

o Gradient Compression To address the challenges posed by high data rates and ex-
tensive connectivity in 6G networks, the system incorporates gradient compression
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and quantization techniques. This approach significantly reduces the communica-
tion overhead associated with transmitting gradients, thereby improving efficiency
without materially compromising model accuracy.

o Adaptive Secure Aggregation Strategies The system is equipped with a suite of
MPC protocols that vary in complexity, communication overhead, and security
guarantees. Based on real-time network conditions and the specific characteris-
tics of participating entities, the system dynamically selects the most appropriate
MPC protocol in each federated learning round. This adaptive strategy optimally
balances security, communication overhead, and computational complexity.

Blockchain-enabled Decentralization and Transparency Blockchain technology is in-
tegrated into the system to decentralize the federated learning process, ensuring
that it remains transparent and immutable. The blockchain network collectively
manages the global state of the model, verifies the authenticity and integrity of
gradient data, and disseminates updated model weights to all participating clients,
thereby reinforcing overall trust in the system.

o Hybrid Model Based on CNNI1D and Multi-Head Attention To optimize detection
performance and minimize false alarm rates, the system introduces a hybrid deep
learning model that fuses the efficiency of one-dimensional convolutional neural
networks (CNN1D) with the contextual analytical power of multi-head attention
mechanisms. This combination enhances feature extraction and facilitates a more
comprehensive analysis of network traffic, resulting in superior learning efficiency
and more robust intrusion detection compared to models based on a single learning
paradigm.

4.3 The FBMP-IDS: An Overview

In this chapter, we have proposed a secure gradients exchange-based IDS for FL in a 6G
wireless network environment, as provided in Alg. 1. The algorithm uses the synergy of
FL, secure MPC, and blockchain to enable privacy-preserving and secure collaborative
model training in a decentralized manner.

4.3.1 Motivation

The motivation for this work is grounded in the anticipated challenges and requirements
of 6G wireless networks, including massive connectivity, stringent latency and reliability
constraints, and the need for efficient resource utilization and network slicing [47, 11].
Moreover, the increasing reliance on collaborative machine learning and data sharing
raises critical concerns regarding privacy and security [154]. By integrating Federated
Learning (FL), Multi-Party Computation (MPC), and blockchain technology into our
proposed system, we address these challenges in a comprehensive and innovative man-
ner. This integration enables secure and privacy-preserving collaborative model training
while capitalizing on the distinctive characteristics of 6G networks, such as network slic-
ing, virtualization, and high data rates, alongside the potential for blockchain-enabled
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infrastructure. The distributed nature of our algorithm further enhances resilience by
eliminating single points of failure, while adaptive secure aggregation strategies and gra-
dient compression techniques optimize the trade-offs between security, communication
overhead, and computational complexity [191]. Overall, the present work contributes
toward the realization of privacy-preserving and secure FL-based intrusion detection sys-
tems for next-generation wireless networks, thereby enabling collaborative and distributed
machine learning across a wide array of applications and services in the 6G era.

4.3.2 Threat Model

In constructing a distributed intrusion detection system for 6G networks, it is imperative
to rigorously assess the range of potential threats and vulnerabilities that could undermine
the system’s integrity and effectiveness. Developing a comprehensive threat model enables
a deeper understanding of the adversarial landscape and informs the design of robust
countermeasures.

Malicious Intrusion Detection Agents:

Intrusion Detection Agents (IDAs) play a critical role by providing local network traffic
data and computational resources to support the collaborative training process. However,
if some of these agents are compromised or fall under adversarial control, several risks
emerge:

« Poisoning attacks: Adversaries can inject corrupted or manipulated data into the
training process, thereby degrading the performance of the intrusion detection model
[154].

o Model extraction attacks: By exploiting the gradients or model updates exchanged
during training, attackers may attempt to extract or reconstruct the global intrusion
detection model [204].

o Privacy violations: Malicious agents could analyze exchanged gradients or model
updates to infer sensitive information regarding other participants’ network traffic
data [205].

Insecure Communication Channels:

The secure exchange of gradients and model updates is fundamental to maintaining the
integrity of the federated learning process within the 6G-SECUREIDS framework. This
process depends on communication channels connecting Intrusion Detection Agents, Se-
curity Edge Nodes, and the Blockchain Network. However, these channels are susceptible
to several significant threats. Some of the potential threats include:

« Eavesdropping attacks: Adversaries may intercept and monitor the communication
channels to gain unauthorized access to sensitive information, such as gradients or
model updates, thereby compromising confidentiality [204].
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e Man-in-the-middle attacks: Attackers can position themselves between communi-
cating entities to intercept, alter, or inject malicious payloads into the data being
exchanged, potentially corrupting gradients or model updates and undermining the

integrity of the learning process [206].

4.3.3 Network Model

The network architectures should be customized to address the distributed intrusion de-
tection challenges arising from the integration of artificial intelligence and federated learn-
ing in 6G wireless networks. The architecture presented in this paper relies on significant
functionalities of 6G—i.e., virtualization, edge computing, and network slicing—to effec-
tively distribute resources, ensure low latencies, as well as ensure strong security features

during collaborative intruder detection model training.

In this network structure, we

utilize the inherent characteristics of 6G infrastructure to create several logical instances
of networks by network slicing, each for various security services or applications [49].
Moreover, each network slice can be further partitioned into several dynamic sub-slices
that are allocated and orchestrated based on the specific requirements of the distributed
intrusion detection system [49]. The whole network comprises three primary components:
the Intrusion Detection Agents, the Security Edge Nodes, and the Blockchain Network,
as indicated in Figure 4.2.
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Intrusion Detection Agents

The devices that participate in our model are referred to as Intrusion Detection Agents.
The agents exchange their local network traffic data and computing resources to facili-
tate the collaborative training of intrusion detection models. As such, they can be any
connected device—including IoT devices, network routers, firewalls, and other devices
capable of capturing network traffic and performing local model training and gradient
computation [204]. Moreover, a separate sub-slice of the network slice is allocated to each
agent solely for intrusion detection purposes. The sub-slice offers isolated and secured
communication channels for gradient exchange and resource allocation while guarantee-
ing the satisfaction of Quality of Service (QoS) demands.

Security Edge Nodes

The Security Edge Nodes are edge computation nodes that reside near the edge of the
network, in close proximity to the Intrusion Detection Agents. They are used as secure
points to relay the gradients formed during the process of federated training based on the
techniques of edge computing in order to decrease latency and communication overhead
[204]. They are responsible for coordinating the secure gradients exchange algorithm,
which allows aggregation of gradients from agents within their own sub-slices. These
nodes are also responsible for the integration with the Blockchain Network by announcing
the aggregated gradients for validation and updating the global model [205].

Blockchain Network

The Blockchain Network is a secure, decentralized, and immutable gradients aggrega-
tion and global intrusion detection model management platform. In the network, every
node participates in maintaining and verifying the blockchain ledger and hence ensuring
transparency, traceability, and single points of failure resistance [207]. Smart contracts
are deployed in the Blockchain Network to encode the secure gradients exchange algo-
rithm; the contracts allow for the verification of gradients, calculation of global model
updates, and distribution of the updated intrusion detection model to all agents [207].
Seamless communication between the Blockchain Network, Security Edge Nodes, and In-
trusion Detection Agents ensures a secure, decentralized collaborative training process,
while preserving the integrity and privacy of network traffic data for each entity at the
same time [204].

By incorporating network slicing, virtualization, edge computing, and blockchain tech-
nologies, the novel network paradigm provides a robust and secure framework for deploy-
ing distributed intrusion detection in 6G wireless networks. The comprehensive architec-
ture is especially effective at addressing problems related to resource allocation, latency,
and security, as well as facilitating efficient, privacy-preserving collaborative training of
intrusion detection models—thereby significantly enhancing the overall security of future
wireless networks.
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Algorithm 1 FL-based Blockchain-powered Lightweight
MPC-secured IDS for 6G networks

Require: Participants Pp.Pa.....P,, Blockchain BC,

Global Model Mg, Compression Function Q(-), Set
of MPC Protocols P

: Initialize Mg with random weights

2: Perform MPC setup: establish secure channels and

10:
11:

12:
13:

14:

15:

16:

generate shared secrets
for each round r do
Select MPC protocol P, € P based on network
conditions and participant characteristics
for each participant P; do
Initialize local model M; with same architec-
ture as Mg
Copy weights of Mg to M;
Train M; on local data of P; using optimiza-
tion algorithm and loss function
Compute gradients V; of M; with respect to
initial weights from Mg
Compress gradients: Q(Vi)
Secret-share (J(V;) using P, to obtain shares
[Q(V)]1. [Q(Vi)]2, - - .. [Q(Vi)]a
end for
Execute secure aggregation protocol in P, to

compute [Q(V)]; = '—{Z;'zl[Q{‘F_-,}]i for each P;

Reconstruct average compressed gradients QQ(V)

from shares [Q(V)]1, [Q(V)]a; - - -, [Q(V)]a
Broadcast Q(V) to BC and verify using partici-
pants’ signatures
Update Mg weights using W: ‘-.VE];”

‘WE}G —nQ(V)

- end for

Figure 4.3: Algorithm

59



Chapter 4. FBMP-IDS: FL-based Blockchain-powered Lightweight
MPC-secured IDS for 6G networks

4.3.4 System Model

Initialization

e a. The global model M is initialized with random weights.
e b. Participants Py, Ps, ..., P, engage in an MPC setup phase, establishing secure
communication channels and generating shared secrets or cryptography keys neces-

sary for MPC computations.

e c. A set of MPC protocols P with varying levels of complexity, communication
overhead, and security guarantees are defined.

Round Preparation

For each round r of FL, an MPC protocol P, € P is selected based on the current network
conditions and participant characteristics.

Client Training

a. Each participant P; initializes a local model M; with the same architecture as
the global model M.

e b. P; copies the current weights of Mg to M;.

e c. P, trains M; on their local data using a suitable optimization algorithm and loss
function.

e d. P, computes the gradients V,; of M; with respect to the initial weights copied
from Mg.

e e. P, compresses the gradients V; using the compression function @(-) to obtain
compressed gradients Q(V;).

o f. P, secret-shares the compressed gradients Q(V;) using the selected MPC protocol
P,, obtaining shares [Q(V;)]1, [Q(Vi)]z2, ..., [Q(V:)]n.

Secure Aggregation using MPC

o a. Participants execute the secure aggregation protocol defined by P,, where each
P, holds shares [Q(V;)]; of every other participant’s compressed gradients Q(V;).

e b. Through the secure aggregation protocol, participants jointly compute the sum
of their shared compressed gradients without revealing individual values, yielding
shares [Q(V)]; = 1 > i1[Q(V;)]i of the average compressed gradients for each P;.
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Reconstruction and Blockchain Integration

» a. Participants reconstruct the final average compressed gradients Q(V) from the
shares [Q(V)]1, [Q(V)]a2, - . ., [Q(V)],, using the MPC reconstruction protocol defined
by P,.

e b. Q(V) is broadcasted to the blockchain network BC.

o c. The authenticity and integrity of Q(V) are verified using the participants’ digital
signatures.

Global Model Update

o a. Once the average compressed gradients (V) are verified on the blockchain, the
global model My weights are updated using the verified gradients:

Wiyt = Wi —nQ(V)

where 7 is the learning rate, and ¢ represents the current round of FL.

4.3.5 Gradient Compression Approach

DNN quantization has emerged as a pivotal technique in optimizing the deployment of
neural networks on resource-constrained devices [208]. DNN quantization is defined as
the process of reducing the precision in weights and activations of neural networks from
higher bit-widths (e.g., 32-bit floating point) to lower bit-widths (e.g., 8-bit integers) [209,
210]. This reduction is strongly driven by the quest for improvements in computational
efficiency and memory footprint, with an additional inference speed boost and no large
losses in terms of model accuracy [211]. In our framework we implemented this stage using
the QKeras quantization library from Google [211, 212, 213]. The library is built upon
the work of [214], in creating Quantized Neural Networks (QNNs), where during training,
all activations and weights are quantized to () bits in a fixed point representation. The
quantization function in the forward pass can be formulated by [214]:

~ round(291W i
q = clip( ;Ql ),—1,1—2 @=1)) (4.1)

The quantization function is a mathematical transformation applied to the weights of
the neural network during the training process. The equation provided describes how a
weight W is quantized to @) bits using a fixed-point representation.

« Rounding and Scaling: The expression round(29~1W) scales the weight W by
2@9=1 and then rounds it to the nearest integer.

« Normalization: The result is then divided by 297! to normalize it back to the
range of the original weight values.
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Algorithm 2 Dynamic Selection and Execution of MPC

Protocols

Require: Set of MPC Protocols P, Network Conditions
NC, Participant Characteristics PC

1: function Select MPCProtocol(P, NC,PC)

2: Define a scoring function S(P,,NC,PC) that
evaluates the suitability of each protocol P, € P
based on current network conditions NC and partic-
ipant characteristics PC

3: Initialize an empty list scores

4: for each protocol P, € P do

5 Compute the score s, = S(P,,NC, PC)

6: Append (P;,s;) to scores

T: end for

8: Sort scores based on s, in descending order

9: Select the protocol with the highest score:

Phest = scores|0][0]
10: return Phest
11: end function

Figure 4.4: Algo

o Clipping: The clip function ensures that the quantized value ¢ stays within the
range [—1,1 —27(@=Y]. This prevents the values from exceeding the re-presentable
range for the given bit-width Q.

By quantizing the weights and activations to lower bit-widths, significant improve-
ments in computational efficiency and memory usage are achieved, making it feasible to
deploy complex neural networks on resource-constrained devices without substantial loss
in accuracy. This has been proven by several works including [213, 209].

4.3.6 Dynamic Selection and Execution of MPC Protocols

The secure aggregation protocol within our system is crucial for ensuring that the gradi-
ents from participants are aggregated securely without revealing individual contributions.
The dynamic selection of MPC protocols is based on current network conditions and
participant characteristics, as presented in Alg. 2.

The scoring function S(P,, NC, PC') can be defined based on various factors such
as communication overhead, computational complexity, and security guarantees. The
scoring function can be defined as:

S(P,,NC,PC) = a-s(P,) — B-0o(P,, NC) — v - ¢(P,, PC) (4.2)

where s is the security guarantees, o is the communication overhead, ¢ is the com-
putational complexity, and «, 3,7y are weights assigned to each factor based on their
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importance.

4.3.7 Advantages

Through the integration of secure multi-party computation (MPC) techniques, the system
is provided with an additional level of security and privacy for gradient exchange process
[215]. MPC protocols ensure that gradients of each participant remain confidential dur-
ing computation but are still able to allow correct aggregation of gradients even when
participants are compromised or act maliciously [216]. Besides, the system also applies
gradient compression to lower communication overhead, and adaptive secure aggregation
methods adaptively select the most appropriate MPC protocol according to real-time net-
work status and attributes of participating nodes. All these integrated mechanisms make
the algorithm particularly effective in coping with the unique challenges in 6G wireless
networks while ensuring both security and privacy.

4.3.8 Our system Vs. Traditional FL-based IDSs

Our system is a decentralized secure gradients exchange algorithm designed specifically for
6G networks, eliminating the need for a centralized aggregation server [125]. Instead, the
traditional role of the central server is distributed among the blockchain network and the
participating clients [207]. This decentralized approach ensures that key functionalities,
which would typically be handled by a central server, are instead managed collectively.
In our framework, the global model M is initially randomly generated, and its weights
are iteratively updated using the aggregated gradients received from the clients during
each training round. Importantly, these activities are not performed by a single server;
rather, they are orchestrated by the blockchain network through consensus mechanisms
and smart contracts, thereby enhancing transparency and robustness. Gradient aggrega-
tion is executed in a decentralized manner through the integration of secure multi-party
computation (MPC) protocols and the blockchain network. Each client secret-shares its
compressed gradients using the selected MPC protocol [216]. The participating entities
then collaboratively compute the average of these compressed gradients without reveal-
ing any individual values. This secure aggregation process is facilitated by the combined
strength of the MPC protocols and the consensus mechanisms inherent in the blockchain
network.

After updating the global model weights, the new global model state must be dissem-
inated to all participating clients for the subsequent round of training. In our approach,
the updated global model weights are broadcast as transactions on the blockchain, thereby
ensuring transparency and immutability [207]. Furthermore, the updated model can be
stored in a distributed file system, making it readily accessible to all participants [204]. By
eliminating the need for a centralized aggregation server, our algorithm avoids potential
single points of failure and enhances the overall security, resilience, and decentralization
of the federated learning process. The blockchain network thus serves as a decentralized
and transparent platform for secure gradient aggregation and global model management,
leveraging its inherent properties of decentralization, immutability, and consensus mech-
anisms.
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Table 4.2: The CICIoT2023 dataset classes distribution

Category Attack Number of Instances
DDoS-ICMP__Flood 7,200,504
DDoS-UDP_ Flood 5,412,287
DDoS-TCP_ Flood 4,497,667
DDoS-PSHACK _ Flood 4,094,755
DDoS-SYN_ Flood 4,059,190
DDoS-RSTFINFlood 4,045,285
DDoS (72.7%) 5 p4s: 3,508,138
SynonymousIP  Flood
DDoS-HTTP_ Flood 28,790
DDoS- 286,925
UDP_ Fragmentation
DDoS- 285,104
ACK__ Fragmentation
DDoS-SlowLoris 23,426
DDoS- 452,489
ICMP__Fragmentation
DoS-UDP_ Flood 3,318,595
DoS-HTTP_ Flood 71,864
DoS (17-3%) 535 TCP TFlood 9.671,445
DoS-SYN_ Flood 2,028,834
Recon-PingSweep 2262
Recon-HostDiscovery 134,378
Recon (0-15%) g o5 088 can 98,259
Recon-PortScan 82,284
Mirai-greeth flood 991,866
Mirai (5.64%) | Mirai-udpplain 890,576
Mirai-greip_ flood 751,682
DNS_ Spoofing 178,911
Spoofing (1.04 MITM-ArpSpoofing 307,593
Uploading_ Attack 1252
DictionaryBruteForce 13,064
BrowserHijacking 5859
Web (0.05%) | CommandInjection 5409
Sqllnjection 5245
XSS 3846
Backdoor Malware 3218
BruteForce (0.02%¢tionaryBruteForce 13,064
Benign (2.3%) | BenignTraffic 1,098,195
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Figure 4.5: Simplified illustration of dataset pre-processing, model training, and evalua-
tion

4.4 Computational Complexity Analysis

The computational complexity of the algorithm proposed can be decomposed into com-
munication overhead, compression overhead, and the number of training rounds.

4.4.1 Communication Complexity

The choice of MPC protocol in each round (P,) is highly influential in the choice of
the time complexity. Popular MPC protocols typically have communication complexity
scaling with O(n?.K), where n is the number of participants and d and K are variable
factors depending on the exact protocol used. [217, 218].

4.4.2 Compression Overhead

Employment of the compression function @(-) comes with some computational overhead
compared to uncompressed gradients. However, the compression ratio attained will di-
rectly impact communication overhead. An efficient compression function with a higher
ratio can hugely reduce the amount of data transmitted during secure aggregation. This,
therefore, calls for care in the choice of the compression function, since there is a trade-off
between the overhead incurred in compression and the reduction of communication.
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Figure 4.6: Models used for the Experimental Evaluation: CNN 1D and 2D

Table 4.3: Confusion matrix.

Predicted class
Negative (Benign) [ Positive (Attack)
Effective Negative True nega- False posi-
class (Benign) tive tive
Positive False nega- True posi-
(Attack) tive tive

4.4.3 Training Rounds

The global model is then iterated with many rounds of training to achieve convergence.
Total communication cost scales with the number of rounds, linearly (R).

Time Complexity

Now, this complexity can be written in Big O notation as: T = O(R-Chrrpc + Ceompression)
where:

e R is the number of rounds of training.

o Cypc denotes the communication complexity of the MPC protocol chosen for each
round.

o Crompression denotes the computational cost associated with the application of the
compression function Q(-).
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Figure 4.7: Models used for the Experimental Evaluation: RNN and LSTM

Table 4.4: Hyperparamaters of the different models used for the experimental evaluation

Hyperparameters CNN1D CNN2D RNN LSTM DNN Hybrid Model
Learning rate 0.001 0.001 0.001 0.001 0.001 0.001
. Batch size 64 64 64 64 64 256
Client Number
parameters 70 70 20 15 70 70
of epochs
Optimizer adam adam adam adam adam adam
Loss sparse sparse sparse sparse sparse sparse
function categorical categorical categorical categorical categorical categorical
crossentropy crossentropy crossentropy crossentropy crossentropy crossentropy
Number
of Round 40 40 10 10 40 70
Server Number
Parameters of clients 5 5 5 5 5 5
Fraction
of clients 100% 100% 100% 100% 100% 100%
per round
Agf;etiiaon FedAvg FedAvg FedAvg FedAvg FedAvg FedAvg
Client selection Both Both Both Both Both Both
strategy

4.5 Experimentation

In order to conduct our experiments, we proceeded as per the procedure laid out in Figure
4.5. We first conducted data pre-processing followed by dividing the training dataset into
five individual subsets—each of which would be used to train a single federated client.
After conducting several rounds of federated learning, a client’s model was selected to
test against the test dataset. We tested various architectures of deep neural networks,
including a simple deep neural network (DNN), convolutional neural networks (CNNs),
long short-term memory (LSTM) networks, and a combined architecture with 1D CNN
and a Multi-Head Attention mechanism. These experiments were simulated through the
Flower framework and TensorFlow for federated learning training [219]. We used the
CICIoT2023 dataset [220] for training and testing, chosen because it has realistic traffic
content and is a real-world representation of contemporary IoT network traffic.
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Figure 4.8: Models used for the Experimental Evaluation: DNN and Our model

The CICIoT2023 dataset [220]

The CICIoT2023 dataset is a recent dataset that was designed to support security ana-
lytics development for IoT environments. It provides a comprehensive collection of data
generated from a wide range of loT attack scenarios. The authors developed a complex
[oT network topology with over 100 devices and exposed them to 33 various attack types
to create this dataset. These attacks belonged to different types, such as Distributed
Denial-of-Service (DDoS), Denial-of-Service (DoS), reconnaissance (Recon), web-based
attacks, brute-force attacks, spoofing attacks, and Mirai botnet-based attacks. What is
more important, all of these attacks originated from the compromised IoT devices on
other devices in the network.

The data collection process involved three primary phases: generation, extraction, and
labeling. Firstly, several attack scenarios were simulated on the prepared IoT network
to generate corresponding network traffic. This traffic was then captured in pcap format
using the Wireshark network protocol analyzer. In the final phase, the captured data was
annotated meticulously based on the specific attack scenario each segment illustrated.
The resulting pcap files were an enormous amount of data, over approximately 548 GB in
size. To make the analysis simpler to perform later on, the dataset was divided into 10-MB
chunks so that parallel pcap to CSV conversion—a more analysis-friendly format—was
possible. Then, the DPKT library was utilized to extract an extensive feature set from
the traces of traffic.

Pre-processing

As depicted in Figure 4.5, our experimental procedure began by concatenating all CSV
files from the CICIoT2023 dataset into a single data frame. We then performed data clean-
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Figure 4.9: ROC curve and AUC ROC of the different Models using Federated learning.

ing by eliminating redundant entries, removing rows with missing values, and discarding
columns that contained the same value across all rows. Following these preprocessing
steps, we balanced the dataset by selecting a fixed number of rows corresponding to each
attack type as well as benign activity. Next, normalization was applied to every value in
each column, as described by Equation 4.3. The refined dataset was then partitioned into
a training set and a test set. Finally, the training set was further divided into multiple
training subsets, with each subset allocated to train the model deployed on an individual
node.

@) — min(z()))
ri(j) = maz(z(5)) — min(z(5))

(4.3)

4.5.1 Used Mectrics

To assess the performance of our proposed models, we utilized several metrics including
the True Positive Rate (TPR) for each class, Global Accuracy, Average Detection Rate,
False Alarm Rate, and Average Accuracy, which are formally defined in Equations 4.4
through 4.8. These metrics are computed based on the confusion matrix shown in Table
4.3.Additionally, we incorporated the Receiver Operating Characteristic (ROC) curve and
the Area Under the Curve (AUC) as further performance evaluation measures. Also, the
communication overhead that is presented in Equation 4.9, where R represents training
rounds, N represents the total number of clients, and CMS or the Compressed Model
Size, which represents the final model size, after introducing the 8bit quantization using
the TensorFlow Model Optimization Toolkit [221] and optimizing for resource constraints
via the TensorFlow Lite Framework [222].

TP ussx
TPR = cass 4.4
classX TPclassX + FNclassX ( )
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Figure 4.10: TPR and Global metrics for the different used models.

4.5.2 Models used for Federated learning

Figure 4.6 provides an overview of the initial models deployed for federated learning,

which are subsequently broadcast to all participating clients. The models employed in
our experiments are described as follows:

e CNNI1D model: This model adopts a sequential architecture that utilizes two one-
dimensional convolutional (ConvlD) layers. The first ConvlD layer uses a kernel
size of 3x1 with 64 filters and an associated bias of 64, followed by a max pooling
layer to reduce the dimensionality of the feature maps. The second ConvlD layer
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Table 4.5: Obtained results for the different used models

CNN1D | CNN2D | RNN LSTM | DNN Hybrid
Model
TPR BENIGN 98,45% | 91,09% | 96,30% | 95,22% | 94,20% | 97,45 %
TPR DDoS 93,68% | 95,34% | 96,06% | 90,49% | 96,25% | 96,76 %
TPR DoS 78,67% | 45,42% | 36,54% | 46,58% | 47,58% | 94,65 %
Specific Metrics TPR Recon 53,64% | 51,07% | 45,52% | 40,52% | 57,15% | 70,39%
TPR WebBased 71,40% | 80,63% | 67,90% | 64,96% | 57,82% | 74,39%
TPR BruteForce | 25,68% | 16,10% | 15,17% | 14,70% | 29.67% | 51,56%
TPR Spoofing 15.41% | 43,30% | 38,12% | 26,45% | 46,42% | 54,70 %
TPR Mirai 99,29% | 99,40% | 99,25% | 99,23% | 99,14% [ 99,43%
Accuracy 88,00% | 82,85% | 83,39% | 81,45% | 83,70% | 91,35 %
FAR 1,55% 8,91% 3,70% 4,78% 5,80% | 2,55
%
Global Metrics | Average DR 66,82% | 61,61% | 56,94% | 54,70% | 62,01% | 77,41
%
Average Accuracy 70,78% | 65,30% | 61,86% | 59,77% | 66,03% | 79,92%

applies a kernel size of 3x64 with 128 filters and a bias of 128, and a non-linear
activation function is then applied. Subsequently, a global average pooling layer
is employed to aggregate the features along the spatial dimension, followed by a
dropout layer to mitigate overfitting. The architecture is completed with a fully
connected layer.

CNN2D Model: This model begins with a two-dimensional convolutional layer that
employs a kernel size of 2x2, 32 filters, and a bias of 32. A 2D max pooling layer
is then applied to reduce the data dimensionality. A subsequent 2D convolutional
layer with a kernel size of 2x2, 64 filters, and a bias of 64 is employed, followed by
an activation layer. Additional 2D max pooling is performed to further reduce the
dimensionality, and the resulting feature maps are flattened into a one-dimensional
vector before passing through a fully connected layer. A dropout layer is included
to prevent overfitting, and the model concludes with a final fully connected layer.

RNN Model: The recurrent neural network (RNN) model features a sequential
structure beginning with an input layer that processes a vector corresponding to
the first element in the sequence. It includes two SimpleRNN layers to capture
temporal dependencies, followed by dense layers that apply non-linear activation
functions to transform the sequential data into the desired output vector.

LSTM Model: This model mirrors the architecture of the RNN model, with the key
distinction that the SimpleRNN layers are replaced by Long Short-Term Memory
(LSTM) layers. This modification is intended to better capture long-range depen-
dencies and mitigate issues such as vanishing gradients.

Hybrid Model: The hybrid model combines the strengths of a one-dimensional CNN
with a Transformer block. In this architecture, the CNN1D component is tasked

71




Chapter 4. FBMP-IDS: FL-based Blockchain-powered Lightweight
MPC-secured IDS for 6G networks

Table 4.6: Models Sizes and the Network Overhead

CNN1D CNN2D RNN LSTM DNN Our Hybrid
Model

Original model Total params 33,736 17,768 17,160 54,600 85,832 206,602

(131.78 KB) (69.41 KB) | (67.03 KB) (213.28 KB) | (335.28 KB) | (807.04 KB)
Original model Trainable params 33,736 17,768 17,160 54,600 85,832 206,602

(131.78 KB) (69.41 KB) | (67.03 KB) | (213.28 KB) (335.28 KB) (807.04 KB)
Compressed model size 42.29 KB 22.21 KB 32.66 KB 77.96 KB 101 KB 251 KB
Network Overhead 33.04 MB 17.35 MB 6.38 MB 15.23 MB 78.91 MB 343.16 MB

with extracting salient features from network traffic data, while the multi-head
attention mechanism in the Transformer block analyzes interdependencies between
data points over long sequences. This fusion allows the model to capture both local
features and long-range contextual relationships, enhancing its ability to detect
complex attack patterns.

Used Hyperparamaters

To reach our purpose and achieve high performance of the FBMP-IDS system, different
values of various hyper-parameters were tried. After several attempts, we identified the
optimal hyper-parameters and their corresponding models, which are detailed in Table
4.4.

4.5.3 Results

The effectiveness of the FBMP-IDS architecture is assessed in this part. In the process of
evaluation, we used the different training sub-datasets for the training steps of the different
nodes, and the test sub-set for the test step. Table 4.5 and Figure 4.10 summarize the
results obtained for the various deep learning models.

Specific Metrics

The table groups the True Positive Rates (TPRs) that each model has achieved in detect-
ing various intrusion categories. Results can be seen in the FBMP-IDS with the Hybrid
Model, attaining the highest overall performance and highest detection rate with 99.43%
in Mirai attacks, 70.39% in Recon-based attacks, and 96.76% in DDoS-based attacks while
being powerful in the identification of other attack types. As depicted in Figure 4.10, the
following are the comparisons of the models based on the TPR obtained:

o Benign Traffic: The majority of models obtained high TPR values, demonstrating
how these models are capable of distinguishing between normal and malicious traffic.
The best of these models was CNN1D with a TPR of 98.45% and the second one is
the Hybrid Model with a TPR of 97.45%.

o Distributed Denial-of-Service Attacks: Again, the Hybrid Model was better than
the rest with a TPR of 96.76%. The DNN and RNN models performed very well in
detecting DDoS attacks, with TPR values of 96.25% and 96.06% respectively.
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o Denial-of-Service (DoS) Attack: As in the DDoS attack, the Hybrid Model was the
best of all models, with a TPR of 94.65%. While CNN2D, RNN, and others had

lower rates.

o Reconnaissance Attacks: The Hybrid Model achieved the highest TPR, (70.39%) in
the case of reconnaissance attack detection. A good TPR value was received by
DNN at 57.15%. All other models showed lower performance.

o Web-based Attack: Again, the Hybrid Model showed strong performance at 74.39%
in the case of web-based attack detection. A notable TPR (80.63%) is achieved by
CNNZ2D, too, while others showed lower detection rates.

o Brute-Force Attack: Hybrid Models showed significant improvement in the case of
brute-force attack detection over the other models and achieved a TPR of 51.56%.
While all others showed much lower TPR.

e Spoofing Attack: Again, the Hybrid model showed the best performance at a TPR
of 54.70% in the case of spoofing attack detection. Also, moderate TPRs are shown
by CNN1D and DNN models, while others showed lower detection rates.

o Mirai Botnet Attack: All models achieved exceptionally high TPRs for detecting
Mirai botnet attacks and obtained values over 99%, demonstrating how these are

very capable of finding that threat. And the best among them was the hybrid model
at 99.43%.

Global Performance Metrics

As detailed in Table 4.5, the global performance metrics evaluated in this study include
Accuracy, False Alarm Rate (FAR), Average Detection Rate (DR), and Average Accuracy.
Figure 4.10 illustrates that the Hybrid Model achieves the highest overall Accuracy of
91.35% and an Average Accuracy of 79.92%, accompanied by a very low FAR of 2.55%.
These results demonstrate that the Hybrid Model strikes an effective balance between
accurately detecting intrusions and minimizing false alarms.

ROC Analysis for the Different Models

In addition to the true positive rates for each intrusion class, Receiver Operating Char-
acteristic (ROC) curves were constructed for each deep learning model deployed within
the FBMP-IDS framework, as shown in Figure 4.9. The ROC curves, which depict the
trade-off between the True Positive Rate (TPR) and the False Positive Rate (FPR) across
various classification thresholds, provide further insight into model performance.

Micro-averaged ROC curves reveal overall performance differences among the models.
Notably, the Hybrid Model achieved the highest micro-averaged ROC score of 0.993%,
indicating superior classification performance and robust handling of class imbalances.
However, while micro-averaged metrics offer a general performance overview, they can
obscure weaknesses at the level of individual classes.
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A closer examination of class-specific ROC curves reveals that several models, includ-
ing CNN2D (Figure 4.9(b)), LSTM (Figure 4.9(d)), and DNN (Figure 4.9(e)), exhibit
lower AUC values and less defined curves for certain classes. For example, although the
CNN1D model (Figure 4.9(a)) achieved a commendable micro-averaged ROC score of
0.991%, its performance was notably limited in the "Recon” class. Similarly, the CNN2D
model underperformed in both the "Recon” and ”Spoofing” classes. In contrast, the
Hybrid Model consistently delivered strong performance across individual classes, out-
performing the LSTM model in the "Bruteforce” class with an AUC of 0.96% compared
to 0.89%. Conversely, DNN models exhibited the poorest performance, with AUC values
below 0.9 for the "Recon,” "Bruteforce,” and ”"Spoofing” classes.

These observations underscore the importance of evaluating both micro-averaged and
class-specific ROC curves. While a model may demonstrate high overall performance, it
may still struggle with specific classes due to inherent architectural limitations or potential
biases in the training data. Recognizing such nuances is critical for real-world applications,
where the relative importance of correctly classifying certain types of intrusions—such as
"DoS” attacks—may outweigh others, like "Recon” activities.

4.5.4 Comparisons

Comparisons presented in Figure 4.10 clearly demonstrate that, across various evaluation
metrics, the FBMP-IDS architecture—particularly its Hybrid Model—effectively detects
a wide range of intrusion types. The Hybrid Model consistently outperforms other in-
dividual deep learning models within the framework, achieving superior results in most
intrusion categories and exhibiting exceptional flexibility and robustness. Notably, the
Hybrid Model also registers the highest AUC-ROC scores across different intrusion types,
further reinforcing its overall superiority. Table 4.6 details the communication overhead
associated with each model; while the Hybrid Model incurs the highest overhead due to
its larger parameter set, this disadvantage must be considered alongside its performance
benefits. By synergistically combining the strengths of CNNs and Multi-Head Attention
mechanisms, the hybrid architecture is capable of capturing complex relationships in the
data, thereby delivering optimal performance in scenarios where high accuracy is essential.
Consequently, if the primary objective is to achieve optimal detection performance, the
marginally increased communication overhead of the Hybrid Model is a justified trade-off
given the substantial gains in detection accuracy and overall robustness.

4.6 conclusion

The advent of 6G wireless networks brings with it unparalleled opportunities as well
as significant challenges in network security and privacy. The integration of advanced
artificial intelligence into 6G connectivity necessitates the development of scalable and
adaptive intrusion detection and prevention mechanisms that can respond dynamically
to the continuously evolving network topology and distributed nature of these systems.
In this work, we introduce a novel secure gradients exchange algorithm for distributed
intrusion detection in 6G networks that synergistically combines federated learning with
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secure multi-party computation and blockchain technology. Our proposed system enables
the collaborative training of intrusion detection models while maintaining data privacy
and ensuring secure gradient aggregation through the use of MPC protocols.

This approach supports adaptive secure aggregation that optimizes both communi-
cation overhead and computational complexity in real time. Furthermore, blockchain
technology underpins the system by providing a decentralized, transparent, and tamper-
proof framework for the federated learning process. In addition, we present a hybrid model
architecture that employs Convolutional Neural Networks for effective feature extraction
and Multi-Head Attention mechanisms for enhanced contextual analysis, thereby improv-
ing detection rates and reducing false alarm occurrences. The feasibility and efficacy of
the proposed approach have been validated through extensive experimental evaluations
and comparisons against several baseline models.
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Chapter 5

TL2AB : Trusted Lightweight
Authentication using AI and
Blockchain for 6(GG Networks

5.1 Introduction

The globe is entering one of the quickest transforming ages, from 5G to 6G wireless net-
works [12]. Compared to its ancestor, 6G is expected to offer unprecedented connectivity
via ultra-low latency and support gigantic loT ecosystems that allow for transforma-
tional use cases such as smart cities, autonomous systems, and even next-generation AR
and VR [11]. New threats to security come with new innovations, however. While this
trend comes with augmented network complexity, exposure to cyberattacks goes through
the roof, leaks of data, and privacy invasions [28]. In response, lightweight and effi-
cient authentication protocols capable of securing communication in highly dynamic and
resource-scarce environments need to be designed to enhance trustworthiness and security.

Most of the existing authentication protocols, which were initially designed for both
4G and 5G [223], are not effective enough to meet high-performance and security re-
quirements for 6G [224]. They are either too resource-intensive to execute on the small,
low-power devices pervasive in 10T, or too rigid to be flexible to the dynamic nature of 6G
wireless networks that require real-time decision-making and context-awareness. Besides,
the centralized nature of most current security architectures creates bottlenecks and single
points of failure, and these are also vulnerable to attack.

In this chapter, we propose TL2AB, a novel authentication framework combining
blockchain with Artificial Intelligence (Al) strength in an effort to provide strong, light,
and distributed security for 6G networks. TL2AB utilizes the immutability of blockchain
and its distributed trust model to develop a tamper-resistant, decentralized authentication
framework. Meanwhile, Al-powered continuous authentication is watching that device’s
activity in real-time-responding to the growing threat. The marriage of the decentralized
architecture of blockchain and the adaptive learning aspect of AI, empowers TL2AB with
the following significant advantages:
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o Lightweight Architecture: computation-lightweight architecture is designed to coex-
ist in harmonious bliss with resource-constrained IoT devices making up most of
the 6G ecosystem.

o Decentralized Trust: The blockchain removes a single point of failure, hence enhanc-
ing security, scalability, and resilience to cyberattack.

o Al-based Adaptive Security: The Al continuously looks out for threats and continu-
ally updates the real-time risk assessment to modify security measures without any
extra overhead.

o Scalability: Such a system would scale to the enormous 6G scale towards constant
authentication of billions of devices that interact with each other.

This work introduces the TL2AB architecture, describing in detail its elements and
the interaction among Al, blockchain, and 6G edge nodes. The architecture proposed
herein seeks to support not only device-to-network communication but also device-to-
device authentication, critical in such a decentralized environment as is 6G. We will
outline the mathematical model, the consensus algorithm, and the continuous Al-based
risk profiling driving the dynamic nature of authentication.

: |Record (IDy, T, N,Session Established) in Blockchain| : Al Authentication Server \

2@ =
Blockchain and Al Training Ho s
o | e

security layers

|Anomaly Detection — g({Behavioral Data)|
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Figure 5.1: TL2AB architecture
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5.2 Related Works

6G technology have attracted a significant interest of research into enhancing security and
authentication mechanisms in the way of wide-scale applications, including: healthcare
satellite networks, and blockchain-based systems [225, 226, 227]. The section below review
a selected set of related literature on the security challenges pertaining to 6G networks

and different proposed solutions, as provided in Tab. 5.1.

Paper Application Do- | Security Mecha- | Authentication Technological
main nism Approach Focus
Le et al. [225] Healthcare Data Privacy, | Three-factor Healthcare Net-
System Cost Opti- | authentication works, Authentica-
mization (Smart Card, Pass- | tion Protocols
word, Biometric)
Chaudhry et al. [227] [ Maritime  Trans- | GPS Spoofing, | Lightweight  Au- | Maritime Security,

portation Systems | Unauthorized Data | thentication Proto- | GPS-based Sys-
Access col tems
Tao et al. [226] Satellite Networks | Privacy Preser- | Bilinear  Pairing- | Satellite-ground In-
vation, Energy | based Group | tegrated Networks
Efficiency Signature, Batch
Authentication

Asim et al. [100]

Blockchain

Multi-Factor
Authentication
(MFA), Cyber
Attack Prevention

MFA in Blockchain
Systems

Blockchain-based
Security, Cyberse-
curity

Fang et al. [228]

ToT Networks

Security Manage-
ment, Authentica-
tion Efficiency

Al-enabled
Lightweight
Authentication,
Holistic
Control

Access

IoT Networks, Al-
enhanced Security

Garabato et al. [229]

General (Authenti-
cation Systems)

Continuous Au-
thentication,
Activity Monitor-

ing

Al-based Continu-
ous Authentication
(SVM, MLP, Deep
Learning)

Al-driven Authen-
tication, Continu-
ous User Verifica-
tion

Table 5.1: Summary of Related Works on Security and Authentication in 6G Networks

The authors in [225] proposed CL-UCSSO, a three-factor authentication mechanism-
based authentication protocol based on a smart card, password, and biometric authentica-
tion. Further, it accommodates network communication among healthcare providers and
patients in an effective manner. Then, it addresses issues and challenges related to data
privacy and system cost. The authors validated the suggested protocol through exten-
sively used verification tools, proving its superior performance and features compared to
the existing protocols. Another article in [227] analyzed the security and privacy vulner-
abilities in 6G-enabled Maritime Transportation Systems. The authors therein propose
a lightweight authentication protocol to protect against security attacks through GPS
spoofing and illegal data access. The formal method of security analysis allows the au-
thors to prove that their protocol guarantees enhanced features of security compared to
traditional authentication protocols. This work emphasizes the need for adaptable se-
curity solutions for each individual sector within the 6G ecosystem. The paper in [226)]
suggested some authentication protocols for preserving privacy in heterogeneous satellite-
ground integrated network. The authors suggest a bilinear pairing-based short group
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signature algorithm that will offer unlinkable authentication and a lightweight batch au-
thentication protocol of low-energy nodes with DoS attack resistance with efficiency. They
also illustrate one of the issues during roaming across different operator networks and the
necessary implementations towards efficient cross-domain authentication protocols with
reduced latency. The work in [100] that demonstrated a survey of security issues in 6G
networks illustrates high expectation on the use of blockchain technology to improve both
security and authentication. The paper also conveys the use of MFA mechanisms within
a blockchain network to prevent different types of sophisticated cyber-attacks. This study
demonstrates that the management of certain vulnerabilities associated with applications
is in need, and blockchain is expected to be one of the most promising solutions for future
security needs.

Besides increasing security in these environments with the strength of Al, two addi-
tional solutions are crafted that can be achieved using Al: a light-weight authentication
protocol and an extensive access control protocol. The biggest discovery was that Al
can make security management easier and might support IoT’s dynamic environment,
pointing out a few potential future research paths such as collaborative access control,
advanced machine learning algorithms, and game theory-based defense mechanisms.

There has been a lot of research on the use of Al techniques to improve authentication
and authorization in large-scale IoT networks. In one such work, the authors outlined
the characteristics of IoT networks and the constraints of conventional authentication
approaches [228]. Having enumerated the advantages of utilizing Al to improve security in
such environments, the authors went on to outline two new Al-enabled solutions: a light-
weight authentication protocol and a full-fledged access control protocol. The main point
was that Al could make security management easier and would adapt to the changing [oT
landscape. It also depended on future research directions, including cooperative access
control, new machine learning algorithms, and game theory for defense mechanisms.

Another work explored the feasibility of Al-based continuous authentication in [229].
The authors developed a custom application to gather user activity data in a guided set-
ting and also utilized an open dataset for benchmarking in a non-guided setting. They
designed key features from the data and trained three Al models: Support Vector Ma-
chines, Multi-Layer Perceptrons, and a Deep Learning-based solution. These were actually
successful Al-based techniques for authentication of users in guided and unguided envi-
ronments. They then developed a continuous authentication system based on weighted
sliding windows to detect impostor sessions in real-world settings.

For a general comparison, Tab. 5.2 summarizes the key security features, authentica-
tion techniques, technical focus, and limitations of the selected state of the art works and
our TL2AB proposal. As can be seen from the comparison, the limitations of the existing
solutions — i.e., scalability problems, computational costliness, or lack of complete contin-
uous monitoring — are what TL2AB aims to address by the integration of decentralized
blockchain-based trust with Al-driven dynamic risk assessment for 6G networks.
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Table 5.2: Comparison of Security Features and Authentication Approaches in Related

Schemes
Reference App. Do- Security Mecha- Authentication Tech. Focus Key Security Fea-
main nism Approach tures and Limita-
tions

[230] Healthcare Implicit Three-factor 6G Healthcare Robust multi-factor se-

IoT Certificate-based (Smart Card, curity; high computa-
Password, Biomet- tional cost and limited
ric) scalability.

[231] Smart Home Implicit Lightweight Smart Home  Optimized for

IoT Certificate-based Device-to-Device IoT resource-constrained
Authentication devices; resists replay
and MITM attacks.

[232] General IoT  Blockchain-based Decentralized Au-  IoT Networks Leverages  decentral-

Systems thentication ized trust; may incur
processing overhead.

[233] IoT Networks  Blockchain- Cluster-based Au-  IoT Networks Novel consensus al-

inspired thentication with gorithm  with  low
Consensus computational over-
head; challenges with
heterogeneous integra-
tion.

[234] TIoT Systems PUF-based Lightweight Mu- IoT High efficiency and
tual  Authentica- robust resilience
tion against physical and

side-channel  attacks;
tailored for constrained
environments.

[235] Health Infor-  Blockchain- Probabilistic = Au-  Healthcare IoT'  Robust mutual authen-

matics enabled thentication  and tication with enhanced
Authorization access control and
lower overhead; de-

signed specifically for
health informatics.

TL2AB (Pro-
posed)

6G Net-
works, IoT

Al-driven Con-
tinuous Authen-
tication with
Blockchain

Dynamic, Adap-
tive Multi-factor
Authentication

6G, IoT

Integrates decen-
tralized trust with
Al-driven risk

assessment for real-
time, scalable, and
resource-efficient

authentication; in-
troduces continuous
monitoring and dy-
namic adaptation to
emerging threats.
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Variable Description
D, A unique identifier assigned to each device in the
network.
The cryptographic key generated for each device, used
Ky to sign authentication requests and secure
communications.
R The authentication request message, which includes
IDy, T, N, and sign(K,).
T The timestamp indicating when the authentication
request is generated; used to prevent replay attacks.
N A unique nonce included in each authentication request
to ensure its uniqueness and counter replay attacks.
The digital signature produced using the device’s key
sign(Ky) K, ensuring the authenticity and integrity of the
request.
The risk score computed by the AT Authentication
RS Server, normalized between 0 and 1 to reflect the
likelihood of a security threat.
T The predefined risk score threshold above which
threshold additional authentication measures are required.
P(MITM) The gstimateq probability of a successful
Man-in-the-Middle attack on the system.
P(Impersonation) T he estima?:ed probability of a successful
impersonation attack on the system.
The estimated probability of a successful
P(DoSTL2AB) Denial-of-Service attack against the TL2AB
framework.
The estimated probability of a successful
P(DoScentralized) Denial-of-Service attack against a centralized
authentication system, provided for comparison.
P(E) The estimated probability of a privacy breach event

occurring within the system.

Table 5.3: Symbols Definition

81



Chapter 5. TL2AB : Trusted Lightweight Authentication using AI and
Blockchain for 6G Networks

5.3 System and Network Model

Here, the architecture and operational processes of TL2AB are presented as in Fig. 5.1.
The proposed framework is founded on blockchain technology and Al to develop a secure,
efficient, and self-tuning authentication mechanism for 6G networks.

5.3.1 TL2AB Architecture

The TL2AB architecture includes some key components implemented in operation in
collaboration, enabling secure authentication in 6G environments:

o User Devices That is, the IoT devices, mobile phones, and sensors would have to
obtain authentication prior to joining the network. All the user devices must have
a one-of-a-kind cryptographic key in a secure element of the device.

e 6G Edge Nodes These are device-to-rest-of-the-network user device interfaces. They
act as intermediaries between the rest of the network and the device, relaying au-
thentication responses as well as requests.

o Al Authentication Server This is an Al-powered server based on machine learning
algorithms. It inspects the authentication requests from the user-side device and
behavioral pattern to create a verdict regarding the risk that the device carries and
modify their authentication requirements according to real-time threats.

o Blockchain Network The decentralized blockchain constitutes the foundation of the
TL2AB Authentication Framework. The network provides trust in the guise of
immutability, hence retaining all the authentication requests and their outcomes. It
therefore also includes the qualities of transparency and traceability.

o Smart Contracts Smart contracts running on the blockchain, make this authentica-
tion automatic by specifying a list of rules or conditions under which authentication
can be successful. They make sure that the service terms are satisfied before access
is allowed.

5.3.2 System Assumptions

The key assumptions underlying the TL2AB framework are as follows:

e The underlying blockchain network is secure against 51% attacks and other consensus-
related vulnerabilities, considering the fact that a majority of nodes comprising it
are honest.

o In the user’s devices, use a secure element which securely store the unique crypto-
graphic keys used by users without compromising security.

o The AI Authentication Server can collect enough behavioral data to model the
activities of users with high accuracy and also spot anomalies.
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Algorithm 1 TL2AB Authentication Algorithm (Part 1)

1: procedure REGISTERDEVICE(ID,, K4)

2: Generate cryptographic key Ky and store (1Dy, K4) in Blockchain.
3: return "Device Registered”

4: end procedure

O: procedure AUTHENTICATIONREQUEST(I D4, K4)
6: Generate timestamp 7' and nonce N.

T R« {IDd? T,N, Slgn(Kd)}

8: return K

9: end procedure

10: procedure AssessRisk(R)

11: Analyze behavioral data associated with 11D,

12: RS « f(IDy4, T, N,BehavioralData)
13: return RS
14: end procedure

15: procedure ExecureSmarrCoNTRACT(R)
16: if Verify(IDy, K4) in Blockchain then

17: Record authentication attempt in Blockchain.
18: return " Authentication Successful”

19: else

20: return ” Authentication Failed”

21: end if

22: end procedure

Figure 5.2: TL2AB Authentication Algorithm (Part 1)
e There might be some adversaries which can intercept and manipulate the messages
of communication and might compromise individual devices or nodes in the network.

o The Al models are trained using clean data that has not been compromised in any
way, making them quite reliable in the risk assessment process.

Step 1: Registration

The smart contract on the blockchain is accountable for the authentication of this request.
The authentication process includes:

e Uniqueness check: The smart contract checks if the identifier I Dy is not registered
by looking at the state of the ledger.

« Hash format validation: Format and length of H(K,) are validated against pre-
defined parameters (e.g., 256-bit SHA-256 output).

« Replay protection: A nonce or timestamp is appended to the transaction in order
to thwart replay attacks.

o Authenticity assurance (optional):Optional: if needed, an off-chain verifier
(e.g., TEE attestation service or PKI server) can verify that K; was calculated
within a trusted module and associated with the device ID,.
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Algorithm 2 TL2AB Authentication Algorithm (Part 2)
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procedure ADIUSTAUTHEN TICATION | HS)
il 5 = Tihresholg then
Require additional factors (Biomelric, OT1).
il additional hcotors are provided then
return " Authentication Successiol®
else
return " Authentication Failed”
end il
else
return " Aulhentication Suceessul®
end il
end procedure
procedure EsraBLisnSeEssion (1)
Encrypl Data and record session in Blockchain.
return " Session Established”
end procedure
procedure MoNrrorRSESSION{T D)
while session is aclive do
Check [or anomalies in behavioral data.
il AnomalyDetected() then
TerminateSession( 1) and require re-authentication.
end il
end while
end procedure
procedure TERMINATESESSION] D)
Record session lermination in Blockchain,
roeturn " Session Terminated™
end procedure
procedure Main
[/ Register Device
BegisterDevieo( Dy, H{K ;)
J 1 Authentication Process
B AuthenticationRequest{( 0y, KH{K4))
RS+ AssessHisk(H)
il S < Tihresholg then
il ExcculeSmarl Conlract{ ) == " Aulhentication Successful” then
AdjustAuthentication( 715
EstablishSession (1 1)
MonitorSession( 110 4)
else
return " Authentication Failed®
end il
else
Require additional anthentication.
end il
end procedure

Figure 5.3: TL2AB Authentication Algorithm (Part 2)
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If all checks pass, the pair {IDy, H(K,)} is recorded immutably on the blockchain,
enabling only registered devices to initiate authentication requests in future sessions. The
formal notation of the registration operation is:

RegisterDevice(I Dy, H(K4)) = Blockchain Entry

Authentication Request Generation

When a device attempts to authenticate, it generates an authentication request containing
its identity I Dy, a timestamp 7', and a nonce N. To ensure integrity and authenticity,
the device signs a specific set of values using its private key K, stored in the TEE.

The digital signature is computed over the concatenation of the request components

as follows:
Sign(K4, M) where M ={IDy | T | N}

This signature proves the origin and integrity of the message without revealing Kj.
The smart contract or authentication server then verifies the signature using the stored
H(K,) or a public key (if asymmetric cryptography is used).

The full authentication request sent to the system is:

R ={IDy,T,N,Sign(Ka,IDy || T || N)}

Step 3: AI-Driven Risk Assessment

o Upon the attempt of a registered device to join the network, it issues an authentica-
tion request R. This request identifies the device identifier I Dy, a timestamp 7', a
nonce N (to prevent replay When the AT Authentication Server receives an authen-
tication request, it evaluates the security risk of the request. A machine learning
model processes various contextual factors, including previous user behavior, device
type, network type, and geolocation. The computed risk score RS determines the
authentication level to be executed: attacks), and a digital signature produced using
Ky. The authentication request is then transmitted securely to the authentication
server to be verified:

RS = f(IDy, T, N, Behavioral Data)

where f is a Random Forest Regressor trained on authentication logs. If the com-
puted risk score is below the predefined threshold Tiy esnold, the request proceeds
to blockchain validation. Otherwise, additional authentication steps are required.
In our implementation, the function f computes the risk score RS for an authen-
tication attempt. This function is realized using a Random Forest Regressor that
is trained on historical authentication data. The inputs to f include the device
identifier (IDy), timestamp (7), nonce (N), and a set of behavioral features (X),
such as the number of login attempts and time since the last login. The risk score
RS is normalized to fall between 0 and 1, with higher values indicating greater risk.
This approach allows the AI Authentication Server to quickly assess risk and adjust
authentication measures in real time.
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Step 4: Smart Contract Execution

e The authentication request is cross-checked with blockchain data to confirm that
the requesting device is registered and that its credentials have not been breached.
The smart contract confirms the identity of the device by verifying if /Dy and the
saved hash of K, equals recorded values stored on the blockchain:

Verity (I D4, H(K,)) = Blockchain Lookup

o If the verification is successful, the authentication request proceeds to the next step.
Otherwise, the authentication attempt is rejected.

Step 5: Adaptive Multi-Factor Authentication (MFA)

Based on the risk score evaluation, the system dynamically adjusts the authentication
requirements:

e If RS < Tinreshold, the request is considered low-risk, and authentication proceeds
without additional verification.

o If RS > Tinreshold, the system enforces an additional authentication factor, such as
biometric authentication or a one-time password (OTP):

Require(Biometric, OTP)

o If the user successfully completes MFA verification, authentication is granted. Oth-
erwise, access is denied.

Step 6: Secure Session Establishment

Once authentication is approved, the device establishes a secure session using encryption
protocols to protect subsequent communications. The authentication event, along with
the session details, is recorded immutably on the blockchain:

Encrypt (Session Data) = Secure Session

Record (I D4, T, N, Session Established) = Blockchain Entry

Step 7: Continuous Monitoring and Anomaly Detection

During the authenticated session, the AI Authentication Server continuously monitors
user behavior to detect anomalies. If any suspicious activity is detected, the system
dynamically adjusts authentication requirements or terminates the session. The anomaly
detection function is defined as:

Anomaly Detection = g(Behavioral Data)

where ¢ is a machine learning-based anomaly detection model.
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Step 8: Secure Session Termination

When the user completes their activities, the session is securely terminated, and an entry
is recorded on the blockchain:

TerminateSession(/Dy) =
Record (IDg4, T, N, Session Terminated) = Blockchain Entry

This ensures a secure log of all authentication events, maintaining an immutable audit
trail.

In summary, the TL2AB framework integrates advanced technologies to create a ro-
bust, lightweight authentication solution that addresses the unique challenges posed by
6G networks. The following sections will provide more details on the mathematical models
that are used in the framework and discuss its security and performance evaluations.

5.4 Experimental Evaluation

5.4.1 Dataset

The dataset we have created has rich key attributes capturing, for each authentication
request, important information in the form of device details, user behavior metrics, and
network characteristics. All these attributes are necessary to construct a predictive model
to determine the risk associated with each authentication attempt. Tab. 5.4 describes each
feature in the dataset, including its importance and usability for the analysis in this work.
This complete data set is the basis of our machine learning model from which meaningful
observation regarding patterns in authentication and possible breaches in security can be
extrapolated.

Analysis of Authentication Dataset

Here, we provid a series of visualizations that develops the authentication data against
various dimensions, including, risk score distribution, network types, device types, au-
thentication methods, and relationships between login attempts, time since last login,
and the calculated risk score.

o Distribution of Risk Scores: Fig. 5.4 illustrates the risk score distribution of au-
thentication attempts. The histogram is right-skewed, indicating that there are lots
of low-risk scores in most authentication cases and high-risk ones are relatively un-
common. This distribution informs us that there would be majority authentication
attempts that would fall into low-risk classes with a minority that would have to
be examined in depth. The superimposed density curve plotted over the histogram
provides a smoothed approximation of the probability distribution, in support of
the observation that risk scores are highly dense within the lower range. This ob-
servation substantiates the research aim by demonstrating how the authentication
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Feature Description Type
Timestamp The timestamp when the authentica- | DateTime
tion event occurred, randomly gener-
ated within a month.
Device ID Unique identifier for each device. String (ID)
IP__Address Randomly generated IP address (e.g., | String (IPv4)
192.168.1.1).
Location Geographical coordinates (latitude, | String (Lati-

longitude) of the device’s location,
randomly generated.

tude,Longitude)

Network Type Type of network being used (WiF1i, 4G, | Categorical (WiFi,
or 5G). 4G, 5G)

Device Type Type of device used for authentication | Categorical  (smart-
(smartphone, IoT sensor, laptop, or | phone, IoT, laptop,
tablet). tablet)

OS_ Version

The version of the operating system on
the device (e.g., i0S_15, Android_ 12).

Categorical (OS Ver-

sion)

App_ Version

Version of the application used for au-
thentication (e.g., 1.2, 2.5).

String (Version)

Authentication Metho

1 Authentication method used (pass-
word, biometric, token, 2FA).

Categorical (pass-
word, biometric,
token, 2FA)

Login_ Attempts

The number of login attempts made
during this session (between 1 and 10).

Integer (1-10)

Time_Since_Last_ Log

ilime in hours since the last successful
login, ranging from 0 to 168 hours (7
days).

Numeric (Continuous)

Unusual Activity Fla

b Flag indicating whether unusual activ-
ity was detected during the session (1:
Yes, 0: No).

Binary (0, 1)

Is_ Roaming

Flag indicating whether the user is
roaming (1: Yes, 0: No).

Binary (0, 1)

Is VPN Flag indicating whether the user is us- | Binary (0, 1)
ing a VPN (1: Yes, 0: No).
Risk Score A calculated risk score based on multi- [ Numeric (0-1)

ple factors such as login attempts, time

since last login, etc.

Table 5.4: Feature Descriptions
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Figure 5.4: Risk Score Distribution
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process clearly identifies and classifies low-risk and high-risk authentication pro-
cesses. The mostly minor high-risk event rate indicates that the proposed approach
does not incur unnecessary security measures without relaxing its vigilance against
potential fraudulent login attempts. The risk score, as calculated from login at-
tempts, time elapsed since last login, suspicious behavior, roaming, and VPN use,
has the distribution as depicted in Tab.5.5.

Statistic Value
Count 100,000
Mean 0.1769
Standard Deviation 0.1237
Minimum 0.0000
25th Percentile (Q1) 0.0863
50th Percentile (Median) [ 0.1590
75th Percentile (Q3) 0.2431
Maximum 0.8794

Table 5.5: Risk Score Statistics

These numbers show that the risk scores are low in general, with a mean of 0.1769
and most values concentrated below 0.25. The high point of 0.8794 indicates the
presence of high-risk users, but they are few. A very small fraction of the entire
dataset (5.03%) is suspected of suspicious activity. And Only 0.10% of the users
are labeled high-risk, with risk scores greater than 0.7. This indicates that the
overwhelming majority of users do have low risk scores but that there is a very
small subgroup with behavior perhaps indicating a higher security issue.

Network Type Distribution: Figure 5.5 shows the distribution of network types used
in authentication attempts. The 4G, 5G, and WiFi networks are the three types
considered. As seen from the results, authentication attempts are evenly distributed
among network types so that the testing of the authentication framework accounts
for different network conditions. This diversity is required for studying the impact
of network variability on authentication performance, particularly for 6G networks.
By adding network diversity to the evaluation, the study ensures that the proposed
model is robust to network-level variations. This is consistent with the research
objective of developing a flexible authentication system that works efficiently under
heterogeneous network conditions, a key characteristic of 6G security.

Device Type Distribution: Fig. 5.6 shows the distribution of device types in the
dataset, presenting the relative frequency of authentication attempts from various
device types, ranging from laptops, smartphones, to IoT sensors, and tablets. The
findings demonstrate a fairly even distribution across device types, revealing that
the dataset covers a wide range of device types. This distribution is essential to
determining the generalizability of the proposed authentication framework across
various device ecosystems in a 6G network system. These findings validate the
ability of the framework to generalize since it is being trained and tested on a wide
range of devices. The diversified coverage of device types prevents a single category
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Figure 5.7: Risk Score by Authentication Method

from overwhelming the authentication model and thus making it more deployable
in real-world applications.

o Risk Score by Authentication Method Fig. 5.7 illustrates comparative risk score
analysis for different authentication mechanisms, including biometric authentica-
tion, passwords, two-factor authentication (2FA), and token-based authentication.
The box plot illustrates the risk score distribution for each authentication mecha-
nism, with indication of outliers and risk level variation. Findings reveal that some
authentication mechanisms possess lower median risk scores, whereas other authen-
tication mechanisms possess greater risk variability. This contrast highlights the
necessity for the selection of robust authentication methods in order to secure 6G
networks.

o Login Attempts vs. Risk Score Fig. 5.8 shows the daily variation in the risk scores
and login attempts. The two-axis plot shows the trajectory of the average risk
score (left y-axis) and login attempt frequency (right y-axis) during a day over 24
hours. The patterns show periodic peaks in login attempts after risk score changes.
The findings highlight the significance of time being considered during authentica-
tion risk evaluation. The findings suggest that authentication requests at certain
time intervals can be riskier in nature, and hence dynamic security policies may
be required. This result strongly supports the research objective of creating a risk-

93



Chapter 5. TL2AB : Trusted Lightweight Authentication using AI and
Blockchain for 6G Networks

0.8

0.6

Risk Score
o
S

0.2

0.0

omee

ODIO)VIV(@®) @) (10 B

QUEIICHW O E@DDIO@D@DI(IIIDIIG) ®OOD)- & & @1 & ¢

N

Login Attempts vs. Risk Score

@0 o

SOOI EOUAPIDOIUOOIDI® - @) — @ e~ ———

(@ON)OEEODC@MIIINVIIODEPD @V OISBW—— — - ® — — —
QEDGUOID GHMNOP)CQSOIN OGP OOV EDID D 00 © ® I+

N
[e)}

Login Attempts

Figure 5.8: Login Attempts vs. Risk Score

@DIIDD) (@ (B PO} D) IOIEOMD (D) @) &+ € & © O

(0 D@

~®) OJOAPDOOES) N@D@C@IDNTIOOGO)O®D — (@))io))-

=
o

94



Chapter 5. TL2AB : Trusted Lightweight Authentication using AI and
Blockchain for 6G Networks

Average Risk Score

Time Analysis: Average Risk Score & Login Attempts by Hour

—— Avg Risk Score

\

0.190 -

— Avg Login Attempts -5.7

0.185 - o6
]
o
A 5
A ! -55+&
0.180 - <
£
(@)]
o
—
I~ 54 ()
(@)]
0.175 - l ©
g
<

-53

0.170 -
V » 52
0.165 -
0 5 10 15 20
Hour of Day

Figure 5.9: Login Attempts vs. Risk Score

aware authentication system. The ability to identify and flag suspicious activity
based on failed login attempts enhances the performance of the system in blocking
unauthorized access with minimal impact on legitimate users.

Temporal Analysis of Risk Scores and Login Attempts Fig. 5.9 displays the time evo-
lution of risk scores and login attempts during a day. The two-axis figure illustrates
the oscillations in the mean risk score (left y-axis) and number of login attempts
(right y-axis) on a 24-hour cycle. The periodic regular maxima in login attempts
are found to always coincide with risk score oscillations. This temporal examination
casts critical lights upon authentication behavior, and time-aware security controls
can be designed to react to the change of user activity patterns based on this tem-
poral examination.this includes the attempt location or the user profile. These
results emphasize the necessity of including temporal factors in authentication risk
assessment. The trends in observations indicate that authentication requests during
some time windows can be riskier in terms of nature, requiring dynamic security
policies. This aligns with the research interest by indicating that there is a need for
time-aware risk countermeasures in 6G authentication systems.

Some login attempt thresholds (e.g., 3, 5, and 8) have a couple of instances of higher
risk scores (above 0.6), which can reflect unusual behavior patterns at these attempt
numbers. The average login attempts by device type are as follows:
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Device Type | Average Login Attempts
[oT Sensor 5.50

Laptop 5.51
Smartphone 5.49
Tablet 5.45

Table 5.6: Login Attempts by Device Type

The average number of login attempts for each device type is close to 5.5, as pre-
sented in Tab. 5.6 indicating that users across different devices and locations tend
to make a similar number of attempts.

5.4.2 Al Authentication Server Evaluation

This section specifies the Al model that, in TL2AB context, forecasts the danger of au-
thentication attempts. The model uses an ensemble learning algorithm known as Random
Forest [236], wherein predictions of multiple decision trees are combined to improve the
accuracy and credibility of predictions. Unlike linear regression-based models, Random
Forest does not rely on one hypothesis but applies an ensemble of several decision trees
for prediction. Our model utilizes a Random Forest Regressor to make a prediction of
a risk score based on several features extracted from the authentication request data.
According to this, the AI model loads data, preprocesses, trains the model, and conducts
performance tests.

Data Preprocessing and Feature Engineering

Before training the Random Forest model, several preprocessing steps are performed on
the data to ensure that the model receives high-quality input. The preprocessing pipeline
includes timestamp conversion, feature extraction, and one-hot encoding of categorical
variables.

The data preprocessing pipeline consists of several steps aimed at preparing the au-
thentication data for model training. The main steps are:

o Timestamp Conversion: The ‘Timestamp® field is converted to a datetime format
to extract useful time-based features.

o Feature Extraction: Additional features, such as the hour of the day (‘Hour)
and the day of the week (‘DayOfWeek'), are derived from the ‘Timestamp*.

« Categorical Encoding: Categorical variables such as ‘Network Type‘, ‘Device_ Type",
‘OS_ Version‘, and ‘Authentication_ Method* are converted to one-hot encoded columns
to make them suitable for machine learning models.

e Feature Selection: Non-numeric columns like ‘Timestamp’, ‘Device_ID¢, ‘IP__Address",
‘Location‘, and ‘App_ Version® are dropped from the dataset.
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True Positive Rate

1.0

0.8

0.6
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Parameter Value
Number of Trees (n_estimators) | 100
Number of Features Used 23
Details of the first tree in the forest
Tree depth 30
Number of leaves 4974
Number of nodes 9947

Table 5.7: Model Architecture
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Figure 5.10: RoC Curve
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Figure 5.12: Training and Testing Accuracy and Loss

The trained model was a Random Forest Regressor (Tab. 5.7), accuracy and loss
metrics were used to test its performance throughout both training and testing stages,
as illustrated in Fig. 5.12, Fig. 5.10, and Fig. 5.11. High training accuracy of the fraud
detection model is 97.51%,, as illustrated in Fig. 5.12, indicating that it learns well from
the training data. This trend also accompanies a training loss of 0.0004 and a test loss of
0.0026. Though the training loss is unexpectedly small, greater test loss guarantees that
the model isn’t overgeneralizing but is capable of bettering itself.

On accuracy in fraudulent cases detection, accuracy 99% means zero false positive
and no true case being flagged as fraudulent. But the 0.965 recall means 3.5% true cases
that are actual cases of fraud are missed. The value 0.997 for AUC-ROC guarantees the
capability of the model to effectively identify fraudulent as compared to non-fradulent
cases.

False Negative Rate (FNR) of 0.035, i.e., only 3.5% of fraudulent transactions are
missed. The False Positive Rate (FPR) is 0.001, which is good as it avoids unnecessary
disruptions for legitimate users.

These metrics indicate that the lightweight Random Forest Regressor inside the Al
authentication server can give accurate predictions and good performance on the training
dataset and very commendable accuracy on the test dataset. The results are therefore
suggestive of the model’s effectiveness in capturing the underlying relationships in the
data while making sure of a decent level of generalization.

5.5 Security Analysis

This section evaluates the TL2AB authentication system in its entirety, from the view-
point of its insusceptibility to various critical security vulnerabilities that are commonly
prevalent in 6G network systems.
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5.6 Threat Model

TL2AB protocol has been designed keeping in mind that big 6G networks have an ad-
versarial nature. Both internal and external attackers have been considered by us in
our threat model and we estimate these attacks based on the strength of our multi-layer
defense mechanism. The system is tailored to be immune to the following main attack
vectors:

Insider Threats: Malicious insiders, such as valid-credential users or compromised
machines, may attempt to exploit access privileges or steal sensitive data. To counter
this, TL2AB ensures that cryptographic keys (K;) are generated within and secured by
Trusted Execution Environments (TEEs) or Hardware Security Modules (HSMs), thereby
reducing the risk of credential exposure. In addition, real-time anomaly detection systems
leveraging AT monitor access behavior and report alarms on the detection of anomalous
patterns. Access is controlled tightly by means of role-based and attribute-based controls
to uphold the least privilege principle.

Sybil Attacks: Sybil attacks involve attackers trying to generate multiple fake iden-
tities to induce blockchain consensus disruptions or spam the network with invalid au-
thentication requests. TL2AB averts this by introducing a stringent identity verification
protocol at device registration, which securely ties each cryptographic key (Kj) to a
physical device identifier. The resource-intensive cost of producing numerous spurious
identities, in addition to a supermajority consensus requirement (typically over % active
nodes), also reduces the viability of the attack.

Collusion and Compromise of Multiple Nodes: Colluding attackers or com-
promise of multiple nodes attempting to destroy the blockchain or the Al-based authen-
tication server is addressed by the decentralized nature of TL2AB. The authentication
responsibilities are distributed among spatially and logically different nodes. Majority
consensus (e.g., 67% honest participation) is induced by the protocol’s consensus mech-
anism before any transaction is authenticated, thereby decreasing the colluding success
probability.

Replay Attacks: Replay attacks are based on intercepted valid authentication re-
quests for making unauthorized access. TL2AB prevents such attacks by adding times-
tamps (7') and nonces (N) to all authentication messages. These are checked cross-wise
within a finite window of time and against a list of recognized previously seen messages
to avoid stale or repeated attempts. Dynamic session management adds protection by
periodically updating authentication parameters.

5.6.1 Security Requirements

For purposes of delivering strong resilience to the threats outlined above, TL2AB is
designed architecturally to satisfy stringent security requirements. Confidentiality is
achieved with strong encryption and secure key management. Integrity is provided by
executing digital signatures on every authentication action, which are securely stored in
a blockchain ledger such that tamper evidence is afforded. The solution provides support
for multi-factor authentication as well as Al-based behavior authentication for facilitating
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good authentication and non-repudiation. Its distributed nature and consensus algorithm
with decentralization offer high availability and defense against Denial-of-Service (DoS)
attacks. Forward secrecy is achieved through dynamic session key generation with unique
session keys for each authentication session, limiting the impact of key compromise. Real-
time surveillance and adaptive countermeasures endow TL2AB with the capability to
rapidly detect and neutralize arising threats.

Man-in-the-Middle (MITM) Attacks

Claim 1: We claim that the probability of success of an Man-in-the-Middle (MITM)
attack is negligible.

Proof: To prove that a successful MITM attack has a negligible probability, we
look in detail at the steps that an attacker, A, would have to go through. For this, it
would intercept the message R, I D4, T, N,sign(K,), where 1D, is the identity, T is the
timestamp, N is a nonce, and sign(K,) is the cryptographic signature. Having inter-
cepted R, he would then need to modify this message in such a way as to do it without
modification being detected through the security mechanisms involved. After that, the
attacker would have to breach the Al-based risk assessment layer, which is in constant
monitoring of the system for anomalies. Finally, this would involve compromising the
blockchain to change the stored authentication record associated with R. The overall
probability of a successful MITM attack, denoted as P(MITM), can therefore be ex-
pressed as the product of the probabilities of successfully completing each of these steps:
P(MITM) = P(Intercept) - P(Modify) - P(Bypass Al) - P(Compromise Blockchain).

Given the cryptographic protection afforded by the signing of R, the on-going Al
monitoring of the system, along with the immutability of the blockchain, the probabilities
of successfully completing each of these steps are extremely small. Hence, we consider the
overall probability of a successful MITM attack, P(MITM), to be negligible.

Replay Attacks

TL2AB includes both timestamps (7T") and nonces (N) in every authentication request for
resisting replay attacks.

Claim 2: TL2AB is secure against replay attacks.

Proof: An adversary intercepts a valid authentication request R = {I Dy, T, N, sign(K,) }
at time ¢;. For such a replay attack to be effective at any later time t + At, two conditions
have to be met by the adversary.

First, the timestamp T must still be accepted as current at time ¢ + At. This is
already ameliorated in TL2AB, since the system uses a small acceptance window over
timestamps. If the time difference At is larger than this acceptance window, the system
will reject the request for being outdated, which prevents the replay. Second, the nonce N
shall not have been used in any previous authentication request. TL2AB enforces every
nonce is unique; so even if an adversary replays the captured message, the system will
find the duplication of nonce value and discard the replay request.
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As the window for accepting timestamps is decreasing while the uniqueness of nonces
is still strictly enforced, the success probability of a replay attack decreases. Therefore,
this implies security against that kind of attack.

Impersonation Attacks

TL2AB detects impersonation attacks through the device-specific cryptographic keys, Ky,
and the Al-driven behavior analysis approach.

Claim 3: In TL2AB, the success rate for an impersonation attack is close to zero.

Proof: To conduct a successful impersonation attack, the adversary has to success-
fully pass several conditions: First, it must acquire or forge a valid cryptographic key Ky
that uniquely maps to the respective device. This would specifically entail an adversary
creating an authentication request R. Inaddition, the adversary has to be able to imper-
sonate the legitimate user’s behavioral patterns as analyzed by the Al-driven system such
that the Al-based behavioral checks are bypassed.

The overall probability of a successful impersonation attack, denoted as P(Impersonation),
may be written as: P(Impersonation) = P(ObtainKy)-P(Pass Crypto)-P(Mimic Behavior).

Because the solution assumes the use of secure key generation and storage within a
TEE, an adversary’s chance of obtaining or forging the cryptographic key K is minimized;
therefore, P(Obtain K,) is considered negligible. This is further enforced by the fact
that continuous Al-driven behavioral analysis monitors the unique behavioral pattern of
the legitimate user to an extent that makes the likelihood of successfully mimicking the
behavior, P(Mimic Behavior), very low. In light of such formidable security measures, we
conclude that the overall probability of success in impersonation attack P(Impersonation)
is negligible.

5.6.2 Formal Security Analysis using BAN Logic

To further assure the security guarantees of TL2AB, we provide a formal analysis of
the authentication protocol using BAN logic. The logic allows us to reason about the
beliefs that are established between communicating principals after the execution of a
cryptographic protocol. In our scenario, we have two principals: the user device D and the
authentication server or smart contract S. The message of interest is the authentication
request:

D — S:{IDy,T,N,Signy (IDs | T || N)}

We define the following BAN logic primitives:

o P believes X: Principal P believes statement X
o P sees X: Principal P receives message X

e P once-said X: Principal P said message X at some point in the past
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o fresh(X): Message X is fresh

« pubkey(K, P): K is the public key of principal P

The following assumptions are made: (1) the server S believes it knows the authentic
public key of the device D, i.e., S believes pubkey(K,, D); (2) the server believes that the
nonce N is fresh, i.e., S believes fresh(/NV); and (3) the server receives the signed message,
i.e., Ssees Signg (IDg || T| N).

Based on these assumptions and the rules of BAN logic, the server concludes the fol-
lowing: from the digital signature and its belief in the key binding, S believes D once-said
(IDg || T || N). Given the freshness of the nonce, it follows that S believes D believes
(IDg || T || N), and therefore, S believes auth(D); that is, the server is convinced that the
request originated recently and authentically from device D. This formal reasoning con-
firms that the authentication phase of TL2AB ensures origin authenticity and freshness,
and is resilient to replay attacks.

Denial of Service (DoS) Attacks

The decentralized nature of blockchain and the adaptive risk assessment by Al provide
inherent resistance to Denial of Service (DoS) attacks.

Claim 4: TL2AB significantly mitigates the impact of DoS attacks compared to
centralized authentication systems.

Proof: In a traditional centralized authentication system, a successful DoS attack
typically involves overwhelming the central server with an excessive amount of traffic,
causing the system to become unavailable. The probability of a successful DoS attack in
a centralized system can be expressed as:

P(DoScentratizea) = P(Overwhelm_ central server),

where P(Overwhelm_ central server) is the likelihood of overloading the single point of
failure in a centralized system — the central server.

On the other hand, TL2AB employs a blockchain-driven decentralized architecture
that spreads authentication work to multiple nodes. In order to even stand a chance of
launching an effective DoS attack on TL2AB, the attacker would need to flood multiple
blockchain nodes simultaneously. In addition, the attacker would need to bypass the
Al adaptive risk assessment system, which detects abnormal traffic trends and changes
defenses dynamically. As such, the probability of a successful DoS attack against TL2AB
is represented by:

P(DoSt12a8) = P(Hit__multiple_nodes) - P(Bypass_ Al),

where P(Hit_ multiple_nodes) represents the difficulty of attacking multiple blockchain
nodes concurrently, and P(Bypass_Al) accounts for the challenge of evading the AI’s
adaptive monitoring.

Due to the distributed nature of the blockchain network and the Al’s ability to detect
and respond to abnormal traffic patterns, the probability of a successful DoS attack in
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TL2AB is significantly lower than that in a centralized system. Therefore, we can conclude
that P(DoStr2oaB) < P(D0Scentralized), Which demonstrates TL2AB’s superior resistance
to DoS attacks.

5.6.3 Privacy Preservation

TL2AB protects users’ privacy with a number of mechanisms. For starters, encryption
keys are hosted in a Trusted Execution Environment (TEE) which shields against inap-
propriate access and hides sensitive information. Secondly, AI processing monitors the
patterns of behaviour without keeping any raw user information, thus decreasing privacy
risks surrounding data gathering. Lastly, the anonymity of blockchain-based transactions
by their very nature provides an additional layer of privacy, rendering activity tracing
hard to attribute to specific users. TL2AB design incorporates a combination of several
layers of privacy-enabling mechanisms to protect sensitive information:

o Key Privacy: Cryptographic key K is never transmitted. A cryptographic hash
H(K,) is stored on-chain, so it is computationally infeasible to derive the original
key due to the one-way nature of hash functions. The key itself is stored securely
within the Trusted Execution Environment (TEE).

o Privacy of Behavioral Data: Locally or by a privacy-oblivious AI model, the
risk is assessed. Only the derived features such as login frequency or location region
(and not raw behavioral logs) are employed so that raw user activity and personal
data do not leak.

e On-Chain Privacy: Information that is stored on-chain is limited and minimal
in scope and includes hashed or insensitive values only. No personally identifiable
information (PII) is ever stored on-chain.

These measures collectively ensure that TL2AB protects user privacy across three
fronts: device identity, behavioral context, and cryptographic material, even in an adver-
sarial environment with partial visibility into the network or blockchain.

Claim 5: TL2AB preserves user privacy with high probability.

Proof: Let F represent the event of a privacy breach. The probability of event FE
occurring can be expressed as: P(F) = P(TEE_compromised) - P(Al data_leaked) -
P(Blockchain_ deanonymized). Given the strong security properties of the TEE, the data
minimization approach utilized in the AI analysis, and the pseudonymous nature of
blockchain transactions, each of these probabilities is very low. Therefore, the overall
probability of a privacy breach, P(F), is negligible.

5.6.4 Forward Secrecy

TL2AB ensures forward secrecy through dynamic session key generation and continuous
risk assessment.
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Claim 6: TL2AB provides forward secrecy. Proof: Let S; and S; denote two dis-
tinct sessions, where ¢ < j. The compromise of the session key K; does not reveal any
information about the session key K;. This is due to several factors: First, session keys
are generated independently for each session, ensuring that the compromise of one does
not affect the others. Second, the Al component continuously updates the risk assess-
ment, which influences the key generation process, further enhancing security. Lastly, the
blockchain records each authentication event separately, making it more challenging for
an adversary to link compromised keys across sessions.

As a result, we can express the relationship between the probabilities as: P(Compromise S;|Compro
P(Compromise S;), with proof that breaking one session key does not break others and
thus offers forward secrecy.

Finally, this security formal analysis offers proof that TL2AB offers a security guar-
antee against a multitude of attack channels relevant to 6G networks. The integration
of AT and blockchain technologies synergistically creates an enhanced effect to boost the
overall security posture of the authentication model.

5.6.5 Comprehensive Analysis of TL2AB Capabilities

We provide here a close analysis of the benefits of TL2AB in terms of its security, privacy
guarantee, adaptability in dynamic environments, and world scalability and responsive-
ness. We benchmark them against the equivalent state-of-the-art authentication models

Scalability and Performance

TL2AB is a light-weight architecture specifically suggested for computation-limited IoT
devices for 6G networks. With the usage of decentralized blockchain technology, TL2AB
distributes authentication processes over multiple nodes and thereby prevents single points
of failure as well as provides high availability. Moreover, the use of Al-driven continuous
risk analysis prevents computational overhead but maintains low latency even in the case
of dynamic network conditions

Security Features

TL2AB achieves robust security by the concomitant usage of various defense layers. Use
of blockchain implementation offers tamper-proof logging in addition to distributed trust,
cryptographic signatures and safe key storage (in a Trusted Execution Environment using
salted hash) protect precious credentials, whilst the AT Authentication Server constantly
scans for device abnormality to dynamically assess risk and search for likely risks. The
diversified method possesses extremely robust defense against attacks such as man-in-the-
middle, replay, impersonation, and denial-of-service.
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Privacy-Preserving Mechanisms

For preserving users’ privacy, TL2AB incorporates a number of privacy-enabling practices.
Privacy-sensitive information is protected by storing salted hashes of cryptographic keys
rather than plaintext keys, and each blockchain transaction is pseudonymous to prevent
directly linking to specific users. Additionally, the AT module processes the behavioral
data in a minimal data approach without holding plaintext personal data, lowering privacy
exposure accordingly.

Adaptability and Dynamic Response

TL2AB’s one of its greatest assets is that it is highly dynamic. The Al-based risk assess-
ment in the approach dynamically changes real-time, allowing the system to dynamically
adjust authentication needs based on current threat levels. This provides the system re-
sponsiveness to real-time network dynamics and new threats with maintaining the equi-
librium between security and usability without heavy computation.

Comparative Analysis with Related Frameworks

Table 5.9 summarizes a qualitative comparison of TL2AB and some relevant peer authen-
tication schemes identified in the current literature along the four main factors of security
strength, privacy protection, versatility, and scalability /performance.

This comprehensive assessment demonstrates that TL2AB not only surpasses secu-
rity, privacy, and flexibility but also greatly improves scalability and performance over
existing state-of-the-art frameworks. The synergy between blockchain technology and Al-
based ongoing monitoring makes TL2AB a robust and multi-purpose instrument for 6G
networks.

5.7 Advantages of TL2AB

While the works that have been reviewed above in the related works section contribute
to some form of knowledge, TL2AB is unique insofar as it combines Al-driven continuous
monitoring with blockchain to facilitate the creation of a decentralized authentication
framework. Past solution architectures have been for specific applications or technologies,
while TL2AB is intended to be implemented in its entirety in various 6G environments.
With the additional advantages of:

o Efficiency and Resource Utilization: Unlike the three-factor mechanism as pro-
posed in the healthcare industry [225], TL2AB is lightweight; hence, more ideal for
resource-poor [oT devices prevalent in 6G networks.

o Decentralization: The reliance on a single, central system in the CL-UCSSO mech-
anism and other proposals is problematic because there is one point of failure
225, 227]. TL2AB is founded on a blockchain-based platform that will have a

distributed framework of trust.
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o Adaptability: The light-weight protocols advocated in satellite-ground networks and
maritime shipping are premised primarily on specific contexts. TL2AB uses Al
for real-time adaptation of the most recent threats with a more assertive security
posture.

The comprehensive security framework TL2AB, combines multi-factor authentication
and blockchain into one platform that facilitates dynamic and context-aware authentica-
tion in diversified 6G applications. The suggested TL2AB tends to fill those gaps achieved
in the literature review by providing a robust and efficient, scalable authentication solu-
tion which would be able to scale up with growing demands of the 6G network without
compromising security and privacy.

5.7.1 Scalability and Performance

Efficiency and scalability are significant issues in 6G networks, especially when handling
billions of devices. Research like Tao et al. [226] and Fang et al. [228] talk about the
necessity of optimizing protocols to handle massive-scale networks by reducing overhead,
postponing latency, and ensuring fast authentication. This line of work is consistent with
the goal of TL2AB, which is to provide a lightweight, scalable authentication mechanism
that can accommodate large, dynamic 6G environments. Tab. 5.8 summarizes the most
significant characteristics of the related works and their comparison with the TL2AB
framework.

5.7.2 Computational and Communication Performance Compar-
ison

Here, we compare the computation and communication cost of TL2AB with other
authentication schemes. Tab. 5.10 shows a comparison of the reported computation and
communication in different works.

The training time is 1.7202 seconds and inference per sample is 0.000375 seconds with
optimal processing. Inference CPU consumption is 21% measured with a moderate cost
of computation suitable for real-time authentication within 6G networks. TL2AB further
has a low model size of 0.15 MB and therefore is light-weight in contrast to deep-learning-
based authentications.

The total message length of the message sent using the authentication in the TL2AB
protocol is 334 bytes, which include the authentication request (296 bytes), risk assessment
response (5 bytes), smart contract verification response (1 byte), and session confirmation
(32 bytes). The message length is still small in a step towards decreasing communication
overhead without compromising security and scalability in high-speed networks. As much
as communication efficiency is concerned, TL2AB sends 334 bytes while authenticating
with near-zero overhead. Even though Aman et al. [234] has a minimal message length of
40 bytes, they are utilizing the conventional cryptographic schemes that are not necessarily
more adaptable while dealing with dynamic 6G environments. In contrast, Al Ahmed et
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al. [233] exhibit extremely high encryption delay (0.077642 sec) and decryption time
(3.537678 sec), which would produce authentication delay in real-time systems.

Compared to Siddhartha et al. [230], with 102.059 mJ total computing energy con-
sumption, TL2AB’s Al-driven lightweight approach saves computation without increasing
communication overhead. Similarly, Tahir et al. [235] obtained 5.2% reduction in com-
putational overhead and 3.8% reduction in communication overhead, and TL2AB is a
compromise among security, efficiency, and real-time flexibility. That is, TL2AB is an
efficient authentication scheme with low computational and communication overhead, ef-
ficient, secure, and rapid authentication, and therefore well suited for future 6G networks.

5.8 Conclusion

TL2AB is a system that offers an emerging paradigm in answering the sophisticated se-
curity issues engendered by 6G technology. It leverages Al and blockchain technologies
and proposes an effective, secure, and light authentication mechanism with implications
for numerous applications in several sectors. TL2AB is much more secure and efficient
compared to other prevailing different authentication methods. Future work will consider
network scalability in the case of TL2AB and examine any potential enhancements avail-
able with the introduction of new technologies like quantum cryptography. In the long
run, TL2AB should be a stepping stone towards enabling secure and user-friendly authen-
tication protocols in upcoming 6G networks to further enable sophisticated applications
requiring enhanced security and privacy.
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Paper & | Security Authentication | Technological | Scalability &
Appli- Mechanism Approach Focus Performance
cation
Domain
Le et | Data  Privacy, | 3-Factor Au- | Healthcare Net- | High cost, se-
al.  [225] | System Cost [ thentication works, Authenti- | cure but com-
(Health- Optimization (Smart  Card, | cation Protocols | putationally ex-
care) Password, Bio- pensive
metric)
Chaudhry | GPS Spoofing, | Lightweight GPS-based Sys- | Low overhead,
et al. [227] | Unauthorized Authentication | tems, Maritime | lightweight,
(Maritime) | Data Access Protocol Security secure
Tao et | Privacy Preser- | Bilinear Pairing- | Satellite-ground | Energy-efficient,
al. [226] | vation, Energy [ based Group | Integrated Net- | scalable, low-
(Satellite Efficiency Signature, works latency
Networks) Batch Authenti-
cation
Asim et | MFA, Cyber At- | Multi-Factor Blockchain- Blockchain-
al.  [100] | tack Prevention | Authentication | based Security enhanced secu-
(Blockchain (MFA) rity, scalable
Fang et al. | Security = Man- | Al-Enabled [oT  Networks, | Scalable, adap-
[228] (IoT) | agement,  Au- | Lightweight Al-enhanced tive to dynamic
thentication Authentication Security environments
Efficiency
Garabato Continuous Al-based Con- | Al-driven  Au- | Scalable, adap-
et al. [229] | Authentication, | tinuous Authen- | thentication, tive, continuous
(General) | Activity Moni- | tication (SVM, [ Continuous User | verification
toring MLP, Deep | Verification
Learning)
TL2AB Device Security, | Lightweight 6G  Networks, [ Scalable, low-
Frame- Risk Assessment | & Dynamic | Al-driven Secu- | latency, real-
work (6G Authentication | rity time  dynamic
Networks) (Cryptographic adjustments
Signatures,
Al-based  Risk
Assessment)

Table 5.8: Comparison of Authentication Approaches in 6G Networks
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Table 5.9: Comprehensive Comparison of Authentication Frameworks

Reference Security Privacy Adaptability Scalability
Robustness Preserva- &  Perfor-
tion mance
Siddhartha et High; robust Moderate; Low; static Low; high
al. [230] multi-factor ~ traditional authentica- compu-
security key manage- tion model tational
ment overhead
Kumar et al. Moderate- Moderate; Low; limited Moderate;
[231] High; efficient limited to dynamic ad- optimized for
for smart specific  do- justment smart  home
home [oT main devices
Khalid et al. High; de- Moderate; Moderate; Moderate;
[232] centralized standard fixed protocol blockchain
blockchain- blockchain parameters overhead may
based secu- privacy limit scalabil-
rity ity
Al Ahmed et High; in- Moderate; Moderate; Moderate;
al. [233] novative privacy not cluster-based efficient clus-
CONSENsus extensively but less dy- tering  with
algorithm addressed namic integration
enhances challenges
security
Aman et al. High; PUF- High; intrin- Low- Low; opti-
[234] based mecha- sic hardware- Moderate; mized for
nism provides level privacy  less emphasis constrained
strong  secu- on dynamic devices only
rity adaptation
Tahir et al. High; robust High; de- Moderate; Moderate;
[235] for health in- signed for fixed policies  balanced per-
formatics sensitive data formance for
specialized
applications
TL2AB Very High; Very High; Very High; High;
(Proposed) combines employs real-time lightweight
blockchain salted Al-driven design en-
and AI for hashes and adaptation suring low
continuous, pseudony- latency and
dynamic mous trans- high scala-
threat as- actions bility
sessment
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Table 5.10: Comparison of Computational and Communication Performance with Related

Works

Scheme

Reported
(Computation)

Results

Reported Results
(Communication)

Siddhartha et al. [230]

Total computational en-
ergy: 102.059 mJ

Transmission energy per
bit:  0.72 uJ, Reception:
0.81 pJ

Aman et al. [234] Hash operations:  O(n), | Message length: 40 bytes,
Modular  exponentiation: | Lower overhead than tradi-
O(n + M(Dk) tional methods

Tahir et al. [235] Computational — overhead | Communication overhead

reduced by 5.2%

reduced by 3.8%

Kumar et al. [231]

AES delay: 0.001975 ms,
SHA-1 delay: 0.001135 ms

Reported security increase
with minimal impact on
communication

Al Ahmed et al. [233]

RSA Encryption: 0.077642
sec, Decryption: 3.537678
sec

Average network delay: 7
ms

Our Model (TL2AB)

Training Time: 1.7202 sec,
Inference Time: 0.000375
sec, CPU Usage: 21%,
Model Size: 0.15 MB

Message length: 334 bytes
(minimal overhead)
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General Conclusion

The evolution of wireless communication has reached a milestone with the advent of 6G
networks, which have promised unprecedented advancements in speed, intelligence, and
connectivity. But with these advancements come advanced security challenges that require
a paradigm shift in network protection, privacy, and trust. This dissertation delved into
the complexities of 6G security through a detailed study of its issues and proposing new
solutions through blockchain, artificial intelligence, federated learning, and multi-party
computation that enable a secure and trustworthy network architecture.

Through this research, we have established that current security models lack to cope
with the hyper-connected, decentralized, and dynamically evolving nature of 6G. The con-
nectivity of billions of devices ranging from smart sensors to autonomous machines raises
the attack surface, and centralized security will be a thing of the past. The emergence of
Al-powered cyberattacks, quantum computer-based attacks, and privacy concerns along-
side mass data gathering makes the case even more intricate. To find solutions to all
these problems, we explored how blockchain as an immutable decentralized security sys-
tem can supply immutability, transparency, and trust within 6G systems. Combining
AT and blockchain, we engineered a new harmony where artificial intelligence speeds up
distributed security mechanism’s performance and blockchain fortifies Al models against
evasion attacks and poisoning. This overlap of technologies guarantees unprecedented
security at the highest order of self-organization, defense mechanisms that fend off novel
attacks.

One of the contributions of this thesis is the design and implementation of 6G-
SecurelDS,; a blockchain-based distributed system intrusion detection system. Unlike
conventional IDS models that rely on centralized inspection, 6G-SecurelDS employs fed-
erated learning to enable cooperative threat detection without revealing raw data. The
use of blockchain guarantees secure, verifiable, and tamper-proof knowledge exchange
among IDS nodes. Our tests proved that it is possible to achieve high detection rates
without breaking privacy and this system is an optimistic security framework for future
6G systems.

In addition, we developed FBMP-IDS as an advanced intrusion detection system in-
tegrated with federated learning, blockchain, and multi-party computation for boosting
security and efficiency. With knowledge of the computation and communication delay in
federated learning, gradient compression mechanisms have been utilized to reduce band-
width usage and a dynamic protocol selection mechanism for MPC protocols to ensure
secure data sharing with low latency. The benchmarking against existing available IDS
frameworks ensured not just that FBMP-IDS improves detection but also significantly
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reduces computation overhead, thus rendering it scalable and viable for deployment in
real-world environments. Finally, the TL2AB authentication framework was developed
to ensure trusted identity management across a hyper-connected 6G ecosystem.

The implications of this research extend beyond intrusion detection to serve as a
guide to safe, smart, and privacy-preserving 6G networks. The decentralized nature of
blockchain can be leveraged further to secure identity management, authentication, and
data integrity in numerous applications ranging from smart cities and healthcare to au-
tonomous transportation and industrial IoT. The use of Al for network security has both
challenges and opportunities, and Al-based defense mechanisms must be robust against
attacks from adversaries but also interpretable and compliant with regulations. Further,
the arrival of quantum computing necessitates a transition to post-quantum cryptographic
primitives to render 6G security mechanisms quantum-resistant against prospective com-
putational threats.

Despite the encouraging innovations brought forth in this work, some challenges are
left open for further research. Scalability remains a top concern, with blockchain and
federated learning introducing computational complexities that must be optimized to ad-
dress the massive scale of 6G networks. Growing energy efficiency in security measures is
another pressing issue, particularly with green communication as an emerging concern in
next-generation networks. Privacy protection should be reinforced even more using new
cryptographic methods like zero-knowledge proofs and differential privacy, which will
make the data of the users safe even in an extremely interconnected ecosystem. In addi-
tion, regulatory and ethical issues need to be tackled very carefully so that decentralization
can be balanced with compliance, while international cooperation in the formulation of
standardized security measures for 6G is promoted.

This thesis is an important milestone on the journey of securing 6G networks, but it
is only the beginning of an active research ecosystem. The next decade will witness the
explosion of AI, blockchain, and quantum computing, and there will be a need for con-
stant innovation in security paradigms. By embracing decentralized intelligence, privacy-
preserving architectures, and quantum-resistant security measures, we can lay the foun-
dation for a future where 6G networks are not only faster and smarter but also inherently
secure, resilient, and trustworthy. The vision of an entirely interconnected digital world
depends on our ability to anticipate and counter security risks, so that future technologies
are built on a foundation of trust, privacy, and security.
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