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 " تطوير نظام بيومتري هجين متعدد الوسائط "
 :الملخص 

تحسين دقة والصوت بهدف  ECG تتناول هذه الأطروحة تطوير نظام بيومتري متعدد الوسائط يجمع بين بيانات تخطيط القلب الكهربائي

الهدف من البحث هو التغلب على قيود الأنظمة البيومترية أحادية الوسيط من خلال دمج وسائط مكملة، . وموثوقية التعرف على الأفراد

تعتمد الدراسة على الخصائص الفريدة للإشارات الكهربائية للقلب والخصائص الصوتية، مما يجعلها . مما يوفر تحسينا للأداء العام

 .لأنظمة التحقق البيومترية الآمنة مثالية

استخدم النظام القائم على تخطيط . شملت المنهجية نظامين أحاديي الوسائط منفصلين للتعرف على تخطيط القلب الكهربائي والصوت

يسية لتخطيط ، وتم تدريبه على ثلاث قواعد بيانات رئLSTM و GRU القلب نموذجًا يعتمد على التعلم العميق، بما في ذلك معماريات

، وتم CNNأما نظام التعرف الصوتي فقد اعتمد على نموذج يعتمد على الشبكات العصبية التلافيفية .PTB ، وMIT-BIH ،NSRDB القلب

 مثل قام كلا النظامين باستخراج ميزات ذات صلة من البيانات .LibriSpeech متحدثا من قاعدة بيانات47 تدريبه على مجموعة فرعية من

MFCC لصوت ول IMFs تم بعد ذلك تطوير نظام بيومتري متعدد الوسائط . بعد تنفيذ مراحل المعالجة المسبقة المناسبة (لتخطيط القلب

 و Softmax من خلال محاكاة مجموعة بيانات تجمع بين عينات صوتية وبيانات تخطيط القلب، حيث تم استخدام تقنيات دمج مثل

SVM لوسائطلدمج مخرجات الأنظمة أحادية ا. 

، متفوقا على MIT-BIH على قاعدة بيانات % 75.89 حقق دقة بلغتGRU أظهرت النتائج الرئيسية أن نظام تخطيط القلب القائم على 

ومع ذلك، كانت النتيجة الأكثر أهمية هي النظام متعدد % 75.89 دقة بلغت CNNوحقق نظام التعرف الصوتي القائم على . LSTMنموذج 

، مع معدل %77.99مع قاعدة الجمع دقة عالية بلغت  Softmax الوسائط، حيث حقق دمج درجات تخطيط القلب والصوت باستخدام 

  .بالأنظمة أحادية الوسائط تؤكد هذه النتائج أن النهج متعدد الوسائط يوفر أداءً أفضل مقارنة%. 2.99بلغ  EERخطأ متساوي 

التعرف البيومتري، القياسات الحيوية متعددة الوسائط، التعرف المستند إلى تخطيط كهربية القلب، التعرف على  :مفتاحية كلمات

 ، آلة دعم المتجهاتSoftmax، تحليل الوضع التجريبي، دمج النتائج، GRU ،LSTM ،CNN ،MFCCالمتحدث، التعلم العميق، 

  



 

 

 

« Elaboration d'un système biométrique multimodale hybride » 

Résumé : 

Cette thèse examine le développement d'un système biométrique multimodal qui intègre des données 

d'électrocardiogramme (ECG) et de voix afin d'améliorer la précision et la fiabilité de l'identification des 

personnes. L'objectif de la recherche est de pallier les limites des systèmes biométriques unimodaux en combinant 

des modalités complémentaires, offrant une amélioration des performances globales. L'étude exploite les 

caractéristiques uniques des signaux ECG et des caractéristiques vocales, connus pour leur résilience face aux 

changements environnementaux et aux conditions de santé, ce qui les rend idéaux pour les systèmes 

d'authentification biométrique sécurisés. 

La méthodologie a impliqué deux systèmes unimodaux distincts pour la reconnaissance ECG et vocale. Le système 

basé sur l'ECG a utilisé un modèle d'apprentissage profond, notamment les architectures GRU et LSTM, entraîné 

sur trois bases de données ECG majeures (MIT-BIH, NSRDB, et PTB). Le système de reconnaissance vocale a 

quant à lui employé un modèle basé sur des CNN, entraîné sur un sous-ensemble de 47 locuteurs de la base de 

données LibriSpeech. Les deux systèmes ont extrait des caractéristiques pertinentes des données (MFCC pour la 

voix et IMFs pour l'ECG) après les étapes de prétraitement appropriées. Un système biométrique multimodal a 

ensuite été développé en simulant un ensemble de données combinant des échantillons vocaux et ECG, avec des 

techniques de fusion de scores telles que Softmax et SVM pour fusionner les sorties des systèmes unimodaux. 

Les principaux résultats montrent que le système ECG basé sur GRU a atteint une précision de 98,57% sur la base 

de données MIT-BIH, surpassant le modèle LSTM. Le système de reconnaissance vocale basé sur CNN a atteint 

une précision de 98,42%. Cependant, le résultat le plus significatif provient du système multimodal, où la fusion 

des scores ECG et voix utilisant Softmax avec la règle de somme a obtenu une haute précision de 99,61%, avec un 

EER de 0,22%. Ces résultats confirment que l'approche multimodale offre des performances supérieures par 

rapport aux systèmes unimodaux. 

Mots clés : Identification biométrique, Biométrie multimodale, Identification basée sur l'ECG, Reconnaissance 

du locuteur, Apprentissage profond, GRU, LSTM, CNN, MFCC, Décomposition modale empirique, Fusion de 

scores, Softmax, Machine à vecteurs de support  



 

 

 

« Development of a hybrid multimodal biometric system » 

Abstract : 

This thesis investigates the development of a multimodal biometric system that integrates electrocardiogram 

(ECG) and voice data to enhance the accuracy and reliability of person identification. The research aims to address 

limitations in unimodal biometric systems by combining complementary modalities, offering greater robustness 

against spoofing and improving overall performance. The study leverages the unique characteristics of both ECG 

signals and voice features, which are known to be resilient to environmental changes and health conditions, 

making them ideal for secure biometric authentication systems. 

The methodology involved two distinct unimodal systems for ECG and speaker recognition. The ECG-based system 

utilized a deep learning model, specifically GRU and LSTM architectures, trained on three major ECG databases 

(MIT-BIH, NSRDB, and PTB). The speaker recognition system employed a CNN-based model trained on a subset 

of 47 speakers from the LibriSpeech dataset. Both systems extracted meaningful features from the data (MFCC for 

voice and IMFs for ECG) after appropriate preprocessing steps. A multimodal biometric system was then 

developed by simulating a dataset combining voice and ECG samples, with score fusion techniques like Softmax 

and SVM used to merge the outputs of the unimodal systems. 

The key findings demonstrate that the GRU-based ECG system achieved an accuracy of 98.57% on the MIT-BIH 

database, outperforming the LSTM model. The CNN-based speaker recognition system reached an accuracy of 

98.42%. However, the most significant result came from the multimodal system, where the fusion of ECG and 

voice scores using Softmax with the Sum rule yielded a high accuracy of 99.61%, with an EER of 0.22%. These 

results confirm that the multimodal approach provides superior performance compared to unimodal systems. 

Key words : Biometric identification, Multimodal biometrics, ECG-based identification, Speaker recognition, 

Deep learning, GRU, LSTM, CNN, MFCC, Empirical mode decomposition, Score fusion, Softmax, Support vector 

machine 
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General Introduction

We live in an era where concerns about security, privacy, and identity theft are
paramount, and the development of robust and dependable biometric systems has be-
come increasingly crucial. Traditional unimodal biometric systems, reliant on single
physiological or behavioral traits for identification, often encounter significant challenges,
including susceptibility to spoofing attacks and limited performance in noisy or adverse
environmental conditions. Consequently, there has been a notable surge in interest within
the scientific community towards multimodal biometric systems, which leverage multiple
modalities to enhance security, accuracy, and reliability in identity verification processes.

Despite the advancements made in the field of multimodal biometrics, significant gaps
persist in our understanding of the optimal integration of diverse biometric modalities,
particularly regarding the fusion techniques employed, and the application of deep learn-
ing methodologies within this context. Thus, the primary research problem addressed in
this study revolves around the need to investigate the efficacy of integrating voice and
electrocardiogram (ECG) modalities through score-level fusion mechanisms, augmented
by deep learning techniques. Bridging this gap is critical for advancing the field of bio-
metrics and fostering the development of more robust and secure identity verification
systems.

This study is underpinned by the theoretical framework of biometrics, a multidisci-
plinary field encompassing principles from electronics, computer science, statistics, and
signal processing, among others. Within this framework, the concept of multimodal fu-
sion theory serves as a guiding principle for combining information from diverse sources
to enhance identification accuracy. The purpose of this research is to develop and eval-
uate a multimodal biometric system integrating voice and ECG signals using score-level
fusion and deep learning techniques. By exploring the synergistic effects of combining
these modalities at the score level and leveraging deep learning models for classification
and fusion, this study aims to enhance the accuracy, robustness, and security of biometric
identification systems.

This study adopts the following research method, employing experimental tests and
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analysis to evaluate the performance of the proposed multimodal biometric system. The
primary research question guiding this investigation is: "How does integrating voice and
ECG modalities using score-level fusion and deep learning techniques affect the accuracy
and reliability of biometric identification?" Hypotheses will be formulated to test the
effectiveness of the proposed system in comparison to unimodal and other multimodal
approaches. The significance of this study lies in its potential to advance the field of
biometrics by providing insights into the effectiveness of multimodal fusion techniques
and deep learning methodologies for enhancing biometric identification systems. The
findings of this research can inform the development of more secure and reliable identity
verification systems, with applications ranging from access control and surveillance to
healthcare and finance.

This study focuses specifically on integrating voice and ECG modalities using score-
level fusion and deep learning techniques within the context of biometric identification.
Other modalities and fusion techniques may offer alternative approaches but are beyond
the scope of this research. This study assumes the availability of sufficient and reliable
voice and ECG datasets for training and evaluation purposes. Also, it assumes the deep
learning models employed in the study will be appropriately configured and optimized for
biometric identification.

The thesis contributes to biometrics by exploring the integration of voice and ECG
modalities using score-level fusion and deep-learning techniques in multimodal biometric
systems. This contribution is substantiated by a series of published and submitted papers
and conference presentations, which underscore the innovative strides made in advancing
biometric authentication methodologies. The contributions can be summarized as follows:

• [1]: H. Zehir, T. Hafs, and S. Daas, “Empirical mode decomposition-based bio-
metric identification using GRU and LSTM deep neural networks on ECG signals”,
Evolving Systems, vol. 15, no. 6, pp. 2193–2209, August 2024.

• [2]: H. Zehir, T. Hafs, and S. Daas, “Involutional neural networks for ECG spec-
trogram classification and person identification”, International Journal of Signal and
Imaging Systems Engineering, vol. 13, no. 1, pp. 41-53, July 2024.

• [3]: H. Zehir, T. Hafs, S. Daas, and A. Nait-ali, “Support Vector Machine for
Human Identification Based on Non-Fiducial Features of the ECG”, Journal of En-
gineering Studies and Research, vol. 29, no. 1, pp. 61-69, May 2023.

• [4]: H. Zehir, T. Hafs, and S. Daas, “TinyCNN: An Embedded CNN Model for
Speaker Identification Using ESP32”, ICEERES’23: The 1st International Confer-
ence on Electrical Engineering & Renewable Energies Systems, Bechar, Algeria,
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November 2023.

• [5]: H. Zehir, T. Hafs, and S. Daas, "ECG-Based Biometric System using TinyML:
Implementation and Performance Evaluation on ESP32", ICAECCT’23: The 1st
International Conference on Advances in Electronics, Control and Computer Tech-
nologies, Mascara, Algeria, October 2023.

• [6]: H. Zehir, T. Hafs, and S. Daas, "Healthcare Decision-Making with an ECG-
Based Biometric System", DASA’23: The 2023 International Conference On Deci-
sion Aid Sciences And Applications, Annaba, Algeria, September 2023.

• [7]: H. Zehir, T. Hafs, S. Daas, and A. Nait-ali, "An ECG Biometric System Based
on Empirical Mode Decomposition and Hilbert-Huang Transform for Improved Fea-
ture Extraction", BioSMART2023: 5th International Conference on Bio-engineering
for Smart Technologies, Paris, France, June 2023.

• [8]: H. Zehir, T. Hafs, and S. Daas, "Bidirectional Long Short-term Memory
Neural Networks Based Electrocardiogram Biometric System", ICESTI’22: Inter-
national Conference on Embedded Systems in Telecommunications and Instrumen-
tation, Annaba, Algeria, Dec. 2022.

Collectively, these publications and conference presentations underscore the thesis’s
main contribution to the field of biometric identification through the integration of voice
and ECG modalities using novel signal processing techniques and deep learning method-
ologies. By disseminating these findings to the academic community, the thesis aims to
contribute to further research and development in the aim for more secure, reliable, and
efficient biometric identification systems.

Following this introduction, the thesis will proceed with a literature review examining
existing research on multimodal biometric systems, score-level fusion techniques, and deep
learning applications in biometrics. Subsequent chapters will detail the methodology,
present the results of experimental evaluations, discuss the findings, and conclude with
recommendations for future research.
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OVERVIEW OF BIOMETRIC SYSTEMS

1.1 Introduction

Biometric systems have emerged as a critical technology in enhancing security, identifi-
cation, and authentication processes in both public and private sectors. As reliance on
traditional methods of identity verification, such as passwords or ID cards, has proven to
be susceptible to fraud, biometrics offers a more secure and reliable solution. By using
physiological or behavioral characteristics unique to each individual, biometric systems
promise to improve identity management across diverse applications, including border
control, banking, and healthcare.

The field of biometrics encompasses various modalities, each leveraging distinct bio-
logical traits, such as fingerprints [9, 10], facial recognition [11,12], and iris scans [13,14].
These technologies have evolved over time, driven by advancements in pattern recogni-
tion, machine learning (ML) [15], deep learning (DL) [16, 17], and computer vision [18].
The history of biometrics stretches back centuries, but it has seen unprecedented de-
velopment in recent decades, especially with its integration into digital infrastructures.
Globally, countries are increasingly adopting biometric systems for national identification,
and Algeria is no exception, demonstrating the growing importance of this technology in
governance and security.

This chapter of the thesis explores the comprehensive architecture of biometric sys-
tems, from the initial data acquisition to the final decision-making phase. Each phase
plays a crucial role in ensuring the accuracy and robustness of biometric identification
and authentication. Furthermore, the integration of biometric systems within existing
infrastructures requires thoughtful design and evaluation to meet the required standards
of performance and security. We will also discuss the different types of biometric recogni-
tion, the architecture of biometric systems, and the phases involved in processing biometric
data. Moreover, this introduction will delve into how Algeria has incorporated biometrics
into its national systems, and we will conclude by exploring the metrics used to evaluate
the performance of biometric systems.

1.2 Biometric Systems

Today, with the increase in computer processing power and the incredible progress made in
fields such as artificial intelligence [19,20], DL [19], and sensor capabilities [21], biometric
systems have become more accurate than ever before. Additionally, due to the advances in
integrated circuits (IC) and semiconductor manufacturing techniques [22], these systems
have become a part of our everyday lives. We can find them in most of our devices, such
as smartphones and smartwatches.
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1.2.1 Definition of Biometrics

We can define biometrics as the science of applying different statistical approaches and
computer science techniques on measured human characteristics with identifying or ver-
ifying individuals as the main purpose [23]. The term “biometrics” has Greek origins. It
is divided into two parts: “bios”, which means “life”, and “metron”, or “metrein”, which
means “to measure” [24].

1.2.2 A Brief History of Biometrics

The use of biometrics as a means of identification or authentication dates to the Babylo-
nian civilization, where they signed business transactions and contracts by using finger-
prints on clay tablets [25] and identified criminals [26]. During the Qin Dynasty (221–206
BCE), which ruled ancient China, handprints were used by the Qin Dynasty administra-
tion to authenticate contracts and documents, according to historical archives [27].

In the 1860s, William James Herschel became the first scientist to utilize fingerprints
in a practical way [28]. Later, Francis Galton’s research in the field of forensic science led
him to discover a new method for classifying fingerprints [28].

Biometrics, as we know it today, didn’t begin until the electronics revolution started in
the 1960s with the development of computer technology, which allowed for automated user
recognition from biometric traits. Since that date, the field of biometrics has undergone
rapid development:

• In the 1960s: The initial experiments with computer-based facial recognition algo-
rithms began, albeit with limited processing power and accuracy [29].

• In the 1970s: the first Automated Fingerprint Identification System (AFIS) is de-
veloped [30].

• In the 1980s: The first speaker identification system was developed [31].

• In the 1990s: the implementation of iris recognition technology was initiated [32].

• In the 2000s: during this decade, a significant focus was placed on establishing
national-level security policies due to ongoing security concerns [33, 34]. Biomet-
ric systems experienced an upsurge in adoption across diverse sectors, including
law enforcement [35], border control [36], and financial services [37]. Additionally,
the integration of biometric systems into mobile devices [38, 39], such as smart-
phones [40–42], became prevalent for user authentication purposes.
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• In the 2010s: to overcome the problems of existing unimodal biometric systems,
researchers started to focus on combining multiple modalities [43–46].

• In the 2020s: More companies adopted biometric systems due to the COVID-19
pandemic [47].

• Today: the recent innovations in biometrics encompass the incorporation of deep-
learning algorithms such as convolutional neural networks (CNN) [4, 48–52], long
short-term memory (LSTM) [8, 53, 54], and transformers [55–57], which have con-
tributed to significant improvements in system performance and accuracy.

Figure 1.1: The Linguistic Footprint of Biometrics: Examining Historical Trends with Google
Ngram (1800-2019) [58].

Figure 1.1 extracted from Google Ngram demonstrates that the popularity of the term
“biometrics” started to accelerate in the late 1990s and early 2000s. This is due to several
factors:

• Security Concerns: Traditional authentication methods like passwords and personal
identification numbers (PIN) are vulnerable to theft, loss, or hacking. Biometrics
offers a more secure alternative by using unique biological traits such as fingerprints,
iris patterns, or facial features for identity verification.

• Convenience: Users can access devices, systems, or services more conveniently when
they utilize biometric authentication, as it does away with the need to carry physical
tokens like ID cards or memorize passwords.

• Technological Advancements: Advances in sensor technology, image processing algo-
rithms, and computing power have made biometric systems more accurate, reliable,
and cost-effective over time, facilitating their widespread adoption.
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• Regulatory Requirements: increasing regulations and requirements relating to se-
curity and identification verification, particularly in industries like border control,
government, and finance, have driven the adoption of biometric solutions to ensure
compliance and protect sensitive data.

• User Acceptance: With the proliferation of biometric-enabled devices like smart-
phones and laptops, users have become more familiar and comfortable with biomet-
ric authentication, leading to greater acceptance and demand for biometric solutions.

1.2.2.1 In Algeria

The history of biometrics in Algeria can be traced back to the efforts of the Algerian
Ministry of Interior in modernizing and enhancing the security features of identification
documents. The following points are a brief overview of the evolution of biometrics in
Algeria:

• In 2012, the Algerian Ministry of Interior created the Direction of Secured Titles and
Documents. This department was tasked with personalizing secured biometric doc-
uments and titles in accordance with international standards and recommendations,
such as those outlined in ICAO Doc 9303. It has two data centers: the primary one
is located in Algiers, and the backup one is 450 km away in Laghouat [59].

• The first Algerian biometric ePassport was delivered in January 2012 [60]. This
marked the beginning of the transition from traditional passports to biometric ePass-
ports in Algeria. By November 2015, all classic passports had been converted into
biometric ePassports [61].

• In March 2016, the first Algerian Biometric eID, known as the Carte Nationale
d’Identité Biométrique Electronique (CNIBE), was introduced [62].

• Over the years, the Algerian Ministry of Interior has significantly expanded its
biometric document delivery capabilities. By 2019, more than 14 million ePassports
and 16 million CNIBEs had been delivered to Algerian citizens [63].

• In 2019, the transition from conventional driving licenses to biometric driving li-
censes was implemented as a component of the Algerian modernization initiative
aimed at enhancing data security and information integrity [64].
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1.3 Types of Biometric Recognition

Biometric systems are designed to perform two fundamental tasks: identification and
authentication. These tasks, while closely related, serve distinct purposes and are essential
for the secure and effective use of biometric technology.

1.3.1 Identification

Identification involves determining the identity of an individual from a biometric sample
by comparing it against a database of stored biometric templates. In this mode, the
system attempts to find a match among all possible users, identifying who the person is
based on the provided biometric data. For example, if a user provides a fingerprint, the
system will compare it against all fingerprints in the database to find the closest match.
Identification is typically used in scenarios where the identity of the user is unknown or
needs to be verified from a large set of potential candidates. The accuracy and efficiency of
identification systems are critical, as they must quickly and reliably match the biometric
data to the correct individual out of potentially millions of entries.

1.3.2 Authentication

Authentication, on the other hand, verifies an individual’s claimed identity by comparing
their biometric sample against a stored template specific to that individual. This process
confirms whether the provided biometric data matches the pre-enrolled sample associated
with the claimed identity. For instance, when a user logs into a system using their voice,
the system checks the provided biometric data against the template that was previously
registered for that user. Authentication is used in scenarios where the identity is already
known and needs to be confirmed, such as logging into a personal account or accessing se-
cure areas. It typically involves a one-to-one comparison and focuses on verifying that the
individual is who they claim to be, rather than identifying them from a large population.

1.4 Biometric Modalities

Biometric modalities can be classified into three main categories: physiological, behav-
ioral, and hidden traits. Physiological traits encompass characteristics inherent to an
individual’s anatomy, such as fingerprints [43], palmprints [65], facial features [66], and
iris patterns [67]. These traits are relatively stable over time and difficult to alter, mak-
ing them well-suited for long-term identification. Behavioral traits, on the other hand,
comprise patterns of behavior or actions, including voice [68], handwriting [69], gait [70],
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and keystroke dynamics [71]. While behavioral traits may exhibit greater variability, they
offer the advantage of being non-invasive and easy to capture. Hidden traits, a relatively
newer classification, refer to biometric identifiers that are not consciously controlled or
observed, such as ECG [6], electroencephalogram (EEG) [72], or deoxyribonucleic acid
(DNA) [73]. These traits offer potential advantages in terms of security and accuracy but
may present challenges in terms of practical implementation and accessibility. Figure 1.2
illustrates a comprehensive classification of biometric modalities, highlighting the diverse
range of physiological, behavioral, and hidden traits utilized in biometric authentication
systems.

Figure 1.2: Classification of Biometric Modalities: Physiological, Behavioral, and Hidden
Traits.

Despite the diversity of biometric modalities discussed earlier, each modality must
satisfy certain key properties to be considered effective and reliable for identification and
authentication purposes. These properties ensure that the modality can be practically
applied in real-world scenarios, providing both security and convenience. The primary
properties that each biometric modality must satisfy include the following:

1. Universality: This property refers to the requirement that every individual must
possess the biometric trait in question. For a biometric modality to be useful, it
must be applicable to the entire target population. For instance, fingerprints are
nearly universal, as almost everyone has them, with exceptions being extremely
rare. Universality ensures that the biometric system can enroll and recognize all
users without excluding any individual based on the absence of the biometric trait.

2. Uniqueness: This property implies that the biometric trait must be sufficiently
distinctive to differentiate one individual from another. Each instance of the bio-
metric trait should be different across individuals, ideally making it impossible for
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two people to share the same biometric characteristic. For example, the patterns of
ridges and valleys in fingerprints are unique to each person, even among identical
twins. High uniqueness is critical for ensuring that biometric systems can accurately
distinguish between users.

3. Permanence: The biometric trait’s long-term stability is defined by this feature. A
biometric modality should exhibit minimal changes throughout an individual’s life,
ensuring that once enrolled, the system can consistently recognize the individual
over long periods. For instance, voice tends to be relatively stable but can change
due to age, health conditions, or even vocal strain. ECG signals, while generally
stable, can also be affected by factors such as heart conditions, medications, or
significant lifestyle changes. A high degree of permanence reduces the need for
frequent re-enrollment or updating of biometric templates.

4. Collectability: This characteristic, which is often referred to as measurability, has
to do with how simple it is to measure and capture the biometric trait for processing.
The biometric trait should be easily measurable using available technology, providing
sufficient quality and consistency for the system to function effectively. For example,
voice is highly measurable, requiring only a microphone for data collection, making it
accessible and non-invasive. ECG collection is also feasible, especially with modern
wearable technology, though it typically requires contact with the skin through
electrodes. Measurability is essential for both the enrollment process and the day-
to-day operation of the biometric system.

5. Performance: This characteristic refers to the biometric system’s reliability, speed,
and accuracy in real-world applications. A high-performing biometric modality
should have low error rates, while also offering quick and reliable identification or
verification. The quality of the biometric data that is gathered and the matching
algorithms that are employed all have an impact on performance.

6. Acceptability: This property refers to the degree to which users are willing to
adopt and use the biometric system. For a biometric modality to be viable, it must
be non-invasive, culturally appropriate, and not perceived as a threat to privacy.
Behavioral modalities like voice recognition tend to have higher acceptability, as
they are generally less invasive compared to modalities like retinal scans.

7. Circumvention Resistance: It is the biometric modality’s ability to withstand
attempts at spoofing or bypassing the system. A secure biometric system should be
resilient against fraudulent attacks, such as using a fake fingerprint or a recorded
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voice. However, the biological nature of ECG makes it challenging to forge, provid-
ing strong circumvention resistance.

To guarantee optimal performance and user acceptance, it is imperative to carefully
analyse the features of various biometric modalities while creating a biometric system.
A comparison of several biometric modalities based on important parameters including
Universality, Uniqueness, Permanence, Collectability, Acceptability, and Performance is
shown in Table 1.1.

Table 1.1: Comparison of various biometric modalities.

Biometric
Modality

Universality Uniqueness Permanence Collectability Acceptability Performance

Fingerprint High High Moderate (Scars
may affect)

High High High

Face High High (Except
identical twins)

Moderate (Ag-
ing, facial hair)

High High Moderate
(Lighting, pose
variations)

Iris High High High High High High
Finger Knuckle
Print

High High Moderate (In-
juries)

High High Moderate (Sen-
sor quality)

Voice High Moderate
(Speaker iden-
tification easier
than verifica-
tion)

Low (Voice can
change with age,
illness)

High High Moderate (Back-
ground noise, ac-
cents)

Handwriting High Moderate (Can
be similar within
families)

Low (Can
change with
practice)

High High Moderate (De-
pends on quality
of sample)

Signature High Moderate (Can
be forged)

Low (Can
change deliber-
ately)

High High (For legal
documents)

Low

DNA High Extremely High High Moderate (Inva-
sive for some col-
lection methods)

High (For legal
purposes)

High

ECG High Moderate (Can
vary with activ-
ity level)

High High Low (Not com-
monly used for
identification)

High (For medi-
cal diagnosis)

EMG High Moderate
(Varies de-
pending on
muscle used)

High Moderate (Re-
quires medical
equipment)

Low (Not com-
monly used for
identification)

High (For medi-
cal diagnosis)

EEG High Moderate (Can
vary with mental
state)

High Moderate (Re-
quires medical
equipment)

Low (Not com-
monly used for
identification)

High (For medi-
cal diagnosis)

1.5 General Architecture of Biometric Systems

A biometric system is a framework that incorporate various interconnected components
and phases, each one designed to fulfill a specific role within the process of identity ver-
ification. This architecture ensures the seamless integration of hardware, software, and
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algorithms to facilitate reliable and secure authentication. The architecture of a bio-
metric system is specifically designed to navigate through the complexities of capturing,
processing, and analyzing biometric data, resulting in accurate and efficient identification
processes. The typical architecture of a biometric system comprises several well-defined
phases, providing a structured framework for capturing, analyzing, and validating bio-
metric traits. During these stages, a biometric system converts raw biometric data into
actionable insights, enabling authentication and identification processes in a variety of
applications and settings. The architecture of a biometric system typically includes the
following phases:

1.5.1 Data Acquisition Phase

Biometric recognition systems initiate with the stage of data acquisition. This entails the
capture of an individual’s unique characteristics by specialized sensors or capture devices.
Fingerprints, facial features, iris patterns, voice samples, and keystroke dynamics can all
be utilized as biometric identifiers as discussed in section 1.4. The fidelity and efficacy of
the entire recognition process are related to two critical aspects: the characteristics of the
employed sensors and the environmental conditions during data capture. High-resolution
scanners can produce detailed fingerprint images, while low-quality cameras might strug-
gle to capture intricate facial features under poor lighting. Similarly, background noise
can significantly lower the accuracy of voice recognition systems. Therefore, meticulous
selection of appropriate sensors and ensuring optimal capture conditions are necessary
for acquiring reliable and high-quality biometric data, which serves as the foundation for
accurate identification or verification within the broader biometric recognition system.

1.5.2 Pre-processing Phase

Following the initial data acquisition, the captured biometric data enters a subsequent
phase known as pre-processing. This stage focuses on refining the raw data to enhance its
quality and suitability for subsequent analysis within the biometric recognition system.
Diverse algorithms and pre-processing techniques are employed to achieve this objective.
Noise reduction algorithms tackle unwanted distortions or interferences that may have
been introduced during data capture. Normalization techniques address variations in
the captured data, such as scaling the amplitude of ECG signals to a standard size or
adjusting voice recordings for volume inconsistencies. Segmentation isolates the relevant
biometric features from the data stream. For instance, ECG-based recognition systems
might segment the captured signal to focus solely on PT interval for heartbeat analysis.
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Finally, quality assessment procedures evaluate the pre-processed data to identify and
potentially reject samples that fall below established thresholds. By applying these pre-
processing techniques, the inherent variability and imperfections within the raw biometric
data are avoided, resulting in a standardized and better-quality data representation that
facilitates efficient and accurate processing in the subsequent stages of the biometric
recognition system.

1.5.3 Feature Extraction Phase

Following the data pre-processing stage, the biometric information undergoes another
analysis stage to extract a set of discriminative features. These features act as a unique
identifier for the individual. The nature of these extracted features depends entirely on
the type of biometric modality employed. Fingerprint recognition systems, for example,
focus on minutiae points. Facial recognition, on the other hand, might extract key facial
landmarks such as the positions of the mouth, nose, and eyes. Iris recognition lever-
ages texture descriptors to capture the unique patterns within the iris, while ECG-based
systems might extract spectral features that reflect the frequency components of the elec-
trical activity of the heart. By effectively isolating these features, the system establishes
a unique signature for each individual, enabling accurate identification or verification in
later stages.

1.5.4 Matching Phase

The extracted features enter a stage known as the matching phase. During this phase, a
comparison is conducted between the extracted features and reference templates stored
within a secure database. These reference templates represent the enrolled biometric
data of authorized individuals. Matching algorithms assess how closely the features and
the saved templates resemble each other. Diverse matching techniques can be employed
for this purpose, including distance metrics, similarity measures, ML classifiers, and DL.
Distance metrics, such as Euclidean distance, quantify the difference between the query
features and each template. Similarity measures, on the other hand, aim to assess the
degree of correspondence between them. ML and DL classifiers, trained on a vast dataset
of biometric information, can learn complex patterns within the data and make predictions
about the likelihood of a match. The ultimate goal of the matching phase is to identify the
best match, or a set of potential matches, among the enrolled individuals. By analyzing
the results of the comparison, the system can determine the likelihood of a successful
authentication or identification. If the features were very close to a specific template, this
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would indicate that the match was successful and the person’s identification or access
could be validated. Conversely, a low degree of similarity might indicate an unauthorized
attempt or necessitate further verification steps.

1.5.5 Decision Phase

Following the matching phase, the system arrives at a stage where a definitive decision
regarding the individual’s identity is made. This decision is supported by the results of
the process of comparing the biometric features that were extracted with the templates
that were saved in the database. The standard for successful identification or authen-
tication is a predetermined threshold or confidence level. An match is declared when
the degree of similarity between the features and a given template is greater than this
threshold. In such scenarios, the system might grant access to secure resources, confirm
an individual’s identity for transactions, or expedite authorized tasks. Conversely, if the
similarity score falls below the established threshold, the outcome can vary depending
on the security posture of the system. The system might prompt additional verification
measures, such as a PIN or security question, to enhance confidence in the identification
process. Alternatively, for stricter security protocols, the system might reject the authen-
tication attempt altogether, potentially flagging the attempt for further investigation or
requiring the user to enroll again. By evaluating the matching results and employing a
predefined threshold, the system makes a clear and decisive judgment regarding the indi-
vidual’s identity. This decision directly influences subsequent actions within the system,
ensuring authorized access, upholding security measures, and streamlining the process of
identification or verification.

1.5.6 Integration Phase

This stage acts as the bridge between the biometric system’s decision-making capabilities
and the security infrastructure. The system seamlessly integrates the authentication or
identification verdict into the existing framework, enabling it to take appropriate actions
based on the individual’s identity. This integration can manifest in various forms depend-
ing on the specific application. For instance, upon successful authentication, the system
might grant access privileges to secure resources, such as unlocking doors, authorizing
financial transactions, or granting system permissions. Conversely, failed authentication
attempts might trigger alarms or notifications, alerting security personnel of potential
unauthorized access attempts. Additionally, the system might log user activities, creating
a detailed record of access attempts and interactions for auditing purposes. Furthermore,
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integration can pave the way for initiating further actions based on the individual’s iden-
tity. For example, personalized settings or preferences could be automatically loaded,
streamlining the user experience. The significance of this integration phase lies in its abil-
ity to ensure seamless interoperability with existing systems and workflows. By effectively
integrating the biometric system’s decision-making capabilities, biometric technology can
significantly enhance security measures across various domains. Additionally, this in-
tegration streamlines processes by automating access control, user authentication, and
potentially even personalized actions based on identity. Ultimately, this final phase al-
lows biometric systems to seamlessly integrate into existing infrastructure, unlocking their
full potential to enhance security and improve user experience.

1.6 Conclusion

As a conclusion to this chapter, biometric systems represent a significant advancement in
identity verification, offering a more secure and efficient alternative to traditional meth-
ods. By leveraging unique physiological and behavioral traits, these systems provide
robust mechanisms for both identification and authentication across various applications.
The architecture of biometric systems, comprising phases such as data acquisition, pre-
processing, feature extraction, matching, decision-making, and integration, ensures that
the process is accurate and reliable. With the growing adoption of biometric technologies
worldwide, including in Algeria, these systems are poised to play an increasingly integral
role in securing digital and physical environments.
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2.1 Introduction

This chapter reviews the extensive body of research surrounding ECG-based biometrics,
speaker recognition, and multimodal biometric systems. The focus is on both fiducial and
non-fiducial approaches to ECG biometrics, each of which represents a distinct methodol-
ogy for extracting and analyzing ECG signals for identity recognition. Fiducial techniques
rely on specific, manually or algorithmically defined points in the ECG waveform, while
non-fiducial methods leverage the entire signal, often employing machine learning models
for automated feature extraction. Recent advances in both approaches have significantly
improved the accuracy, robustness, and usability of ECG biometrics in real-world appli-
cations, bolstered by the availability of various ECG databases—both on-the-person and
off-the-person—that provide critical training and testing data.

In parallel, speaker recognition has emerged as another vital biometric modality, used
for identifying or verifying individuals based on their voice patterns. This field encom-
passes several sub-tasks, including speaker identification, verification, and diarization,
each with its own techniques and applications. Both text-dependent and text-independent
methods have been explored, depending on whether the spoken content is constrained or
unrestricted. Speaker recognition systems are often evaluated using closed-set and open-
set approaches, with multiple databases developed for benchmarking performance.

Further, multimodal biometric systems that combine two or more biometric modali-
ties are increasingly gaining attention for their ability to enhance system reliability and
security. Fusion techniques—whether at the sensor, feature, score, or decision level—have
been instrumental in integrating multiple biometric modalities, improving the overall per-
formance by addressing the limitations inherent in unimodal systems. Various approaches
to normalization, classification, and combination are essential in optimizing score-level fu-
sion, which plays a pivotal role in achieving robust and accurate multimodal biometric
systems.

In this chapter, we examine the evolution and recent innovations across these domains,
reviewing key databases, techniques, and the role of neural networks in advancing ECG,
voice, and multimodal biometrics. This discussion provides a comprehensive overview of
the foundational works and current state of research, offering a basis for understanding
the challenges and opportunities in the field.
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2.2 ECG Biometrics and Relevant Databases

2.2.1 Fiducial ECG Biometric Systems

The use of ECG as a biometric modality is grounded in its physiological uniqueness; each
individual’s ECG signal exhibits distinctive patterns due to variations in heart structure
and function. This characteristic makes ECG a reliable candidate for biometric systems,
particularly in contexts where traditional methods (e.g., passwords, PINs) may be vulner-
able to spoofing or forgery. The increasing prevalence of identity theft and unauthorized
access has prompted the exploration of physiological biometrics, with ECG standing out
for its robustness against such threats [74].

2.2.1.1 Fiducial techniques

Fiducial techniques focus on extracting features from specific points of the ECG sig-
nal, primarily the QRS complex, which represents ventricular depolarization. Key stud-
ies [75, 76] have highlighted the efficiency of fiducial methods. For instance, Hassan et
al. [76] indicated that fiducial methods could achieve higher accuracy than non-fiducial
techniques in identifying individuals, particularly in smaller datasets. Fiducial techniques
are characterized by:

• Extracting features from specific points (e.g., R-peaks)

• Resulting in higher accuracy and reliability.

• Commonly used in studies focusing on individual identification.

2.2.1.2 Recent Advances in Fiducial ECG Biometrics

ECG signals were first introduced by Biel et al. [77] as a biometric trait. In their paper,
The authors investigated the use of ECG signals for human identification. The study
utilized a dataset comprising ECG recordings from 20 subjects, with each subject un-
dergoing 4 to 10 measurements. The features extracted from the ECG signals included
P-wave onset, QRS wave duration, and T-wave morphology, among others, resulting in a
total of 30 features. For classification, the study employed the Soft Independent Modeling
of Class Analogy (SIMCA) method. The results demonstrated a high accuracy rate, with
49 out of 50 samples correctly classified using various feature sets.

Tantawi et al. [78] presented another fiducial-based approach to ECG biometrics using
a reduced set of fiducial points. The authors utilized datasets from Physionet, including
PTB, MIT-BIH, and Fantasia, with a total of approximately 100 subjects. The proposed
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method focuses on a set of 23 features derived from five major peaks and valleys (P, Q,
R, S, T) instead of the traditional 11 fiducial points. The Radial Basis Function (RBF)
neural network was employed as the classifier. The results demonstrated that the proposed
PV set achieved comparable subject identification (SI) and heartbeat recognition (HR)
accuracies to the full set of 36 features, with 100% SI accuracy and up to 96% HR accuracy
on test sets.

In another paper by Tantawi et al. [79], the authors utilized datasets from the Phys-
ioNet ECG repository, including 51 subjects from the PTB database, 18 subjects from the
MIT-BIH Normal Sinus Rhythm database, and 40 subjects from the Fantasia database.
The preprocessing involved noise reduction and baseline wandering elimination using a
second-order Butterworth filter. Features extracted included 28 fiducial points, encom-
passing temporal, amplitude, and angle features. Feature reduction was performed using
principal component analysis (PCA), linear discriminant analysis (LDA), information gain
ratio (IGR), and rough sets with the PASH algorithm. The classification was conducted
using an RBF neural network. The study achieved high classification accuracy, with the
PCA method yielding 100% subject identification accuracy.

Gargiulo et al. [80] investigated the influence of QT interval correction on ECG-
fiducial-based biometric identification systems. The study utilized ECG signals from the
Physionet database, specifically the 39 subjects from the Fantasia dataset. Preprocessing
involved notch filtering to remove 60 Hz powerline interference and fiducial point detection
using the ECGPUWAVE detector [81]. The features extracted were both temporal and
amplitude-based, with QT interval correction applied using various models. The classifiers
evaluated included MultiLayer Perceptron (MLP), SVM, and DT, along with ensemble
methods like Random Forest, Bagging, and AdaBoost. The results demonstrated that
QT correction significantly improves identification performance, with identification rates
ranging from 0.97 to 0.99. The study found that MLP and SVM classifiers provided better
generalization capabilities compared to DT-based classifiers.

2.2.2 Non-Fiducial ECG Biometric Systems

Non-fiducial ECG biometrics represents a more recent advancement in the field of bio-
metric identification than fiducial techniques, utilizing the unique characteristics of ECG
signals without relying on specific fiducial points such as R-peaks. The next lines of this
thesis represent a literature review that explores various methodologies, findings, and
challenges associated with non-fiducial ECG biometrics.
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2.2.2.1 Non-Fiducial Techniques Overview

Unlike fiducial approaches, Non-fiducial ECG biometrics primarily focuses on analyzing
the entire ECG waveform rather than specific points. This approach can enhance ro-
bustness against noise and variability in signal acquisition. Key studies have highlighted
various techniques and their effectiveness:

• Compression-Based Methods: Carvalho et al. [82] presented a compression-
based non-fiducial method for ECG biometric identification, utilizing the Normal-
ized Relative Compression (NRC) measure. The dataset comprises ECG signals
from 25 participants, collected over three different days at the University of Aveiro.
Preprocessing involved using a Butterworth low-pass filter and first-order differenti-
ation of the ECG signals. The features were extracted using Lloyd-Max quantization
on the first-order derivatives, and the classification was performed using extended-
alphabet finite-context models (xaFCMs). The method achieved an accuracy of
89.3%. The results also included a confusion matrix with an F1-score of 0.88.

• ML Approaches: Kim et al. [83] introduced a user identification system based on
one-dimensional shallow neural networks using non-fiducial segmented ECG signals.
The datasets used include self-acquired data from 100 subjects and publicly available
datasets such as MIT-BIH, ECG-ID, and PTB-XL. Preprocessing techniques involve
downsampling to 256 Hz and noise removal using a bandpass filter. The features
used are non-fiducial segmented ECG signals divided into 1-second, 2-second, and
3-second windows. The classifier employed is a one-dimensional convolutional neu-
ral network (1D CNN). The proposed system achieved a user identification accuracy
of 95.51% on self-acquired data and over 94% on public datasets. The study also re-
ported a 25.48% improvement in accuracy compared to fiducial-based segmentation
methods.

• Wavelet Transform Techniques: Elshahed [84] presented a biometric authen-
tication system using non-fiducial ECG features. The study utilized two datasets:
the ECG-ID Database and the MIT-BIH Arrhythmia Database, involving a total
of 90 subjects, with 72 subjects used for testing. Preprocessing included filtering
signals with a Butterworth filter and applying the Pan and Tompkins algorithm
for R peak detection [85]. Features were extracted using discrete wavelet decompo-
sition (DWT) with daubechies wavelets (db8). The Euclidean Distance algorithm
was employed for verification. The system achieved a verification rate of 94.44%,
with a sensitivity of 95.08%, specificity of 90.9%, precision of 98.3%, and an F-score
of 96.66%.
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• Empirical mode decomposition (EMD): Aziz et al. [86] presented a methodol-
ogy for ECG-based biometric authentication. The study utilizes ECG data from 14
subjects (8 males and 6 females) collected using BIOPAC systems. The raw ECG
signals are preprocessed using EMD to denoise and extract the region of interest.
Five features are extracted from the time, frequency, and statistical domains: Shan-
non energy, skewness, variance, occupied bandwidth, and median frequency. Var-
ious classifiers, including SVM with different kernels, K-nearest neighbor (KNN),
and DT, are evaluated. The SVM with cubic kernel achieves the best performance
with an accuracy of 98.72%, sensitivity of 100%, and specificity of 99.82%.

2.2.3 Hybrid Techniques Overview

Hybrid ECG biometric systems combine fiducial and non-fiducial techniques to leverage
the strengths of both methods. One such method presented by Carvalho and Brás [87]
explored a hybrid classification system to mitigate intra-subject variability in ECG-based
biometric systems. The study utilizes two private databases, EMOTE_1 (30 subjects)
and EMOTE_2 (53 subjects), as well as the public MIT-BIH database (47 subjects).
Preprocessing techniques include Butterworth bandpass filtering, R-peak detection, nor-
malization, and outlier removal. The hybrid architecture leverages both fiducial and
non-fiducial features, such as autocorrelation, statistical, and wavelet features. The sys-
tem achieved an accuracy of 99.98% on the MIT-BIH database and improved the F1-score
by up to 12% on private databases.

2.2.4 The Role of Neural Networks in ECG Biometrics

The ability of neural networks to learn complex patterns and features from data makes
them well-suited for processing the intricate and variable nature of ECG signals. The
next sections of this thesis examine the various applications of neural networks in ECG
biometrics, highlighting their contributions to identification accuracy and overall system
performance.

2.2.4.1 CNNs

CNNs are a powerful tool for processing and classifying ECG signals, particularly when
transformed into two-dimensional representations. A study by Ciocoiu and Cleju [88]
comparing different spatial representations of ECG signals found that CNNs could effec-
tively classify and identify individuals based on their ECG data. The research employed
various transformations, including a modified version of the Continuous Wavelet Trans-
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form and Gramian Angular Field, to convert 1D ECG signals into 2D images, achieving
high identification accuracy and low (EER) in off-person scenarios.

In another study, Byeon and Kwak [89] evaluated pre-configured CNN models com-
bined with various time-frequency representations of ECG signals. This study demon-
strated that CNNs could effectively classify noisy ECG data, which can be applied to
real-world applications where signal quality may vary. The integration of time-frequency
transformations, such as mel spectrograms and scalograms, with CNN architectures like
VGGNet and ResNet was shown to enhance classification performance.

2.2.4.2 Recurrent Neural Networks (RNN)

RNNs, particularly those utilizing LSTMs and gated recurrent unit (GRU) architectures,
have also been applied to ECG biometrics. Unlike CNNs, RNNs can process sequential
data without the need for feature extraction.

In a paper by Salloum and Kuo [90], the authors propose using RNNs for ECG-
based biometric identification and authentication. They utilized two publicly available
datasets: ECG-ID with 90 subjects and MIT-BIH with 47 subjects. The preprocessing
involved segmenting ECG recordings into individual heartbeat waveforms using the Pan-
Tompkins algorithm and standardizing them. The study employed raw ECG data as
features, directly fed into various RNN architectures, including traditional RNNs, LSTM,
and GRU networks. The LSTM-based RNN achieved nearly 100% classification accuracy
on both datasets for identification tasks. For authentication, the EER dropped to 0%
when 80% of subjects were used for training. The study concluded that LSTM-based
RNNs are highly effective for ECG-based biometric identification and authentication.

Another paper by Lynn et al. [91] leveraged RNN-based techniques. The authors uti-
lized two publicly available datasets: the ECG-ID Database, containing 310 recordings
from 90 subjects, and the MIT-BIH Arrhythmia Database, with recordings from 47 sub-
jects. Preprocessing involved detrending, filtering using a 6th-order Butterworth filter,
and R-peak detection. The study explored various features, including raw ECG signals
and heartbeat waveforms. The deep learning algorithms employed were 1D CNN and
RNN with LSTM and GRU cells, both in unidirectional and bidirectional configurations.
The proposed bidirectional GRU (BGRU) model achieved the highest classification ac-
curacy of 98.55%. The results demonstrated that the BGRU model outperformed other
models, highlighting its effectiveness in capturing temporal dependencies in ECG signals
for biometric identification. The study concludes that bidirectional RNNs, particularly
with GRU cells, offer significant advantages in ECG-based biometric systems.
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2.2.5 Transformers and Vision Transformers

Transformers [55], originally proposed for natural language processing tasks, have shown
promising results when applied to ECG signal classification. D’angelis et al. [92] presented
an approach to ECG-based biometric recognition using vision transformers. The study
utilizes two datasets: CYBHi, with 63 subjects, and Heartprint, with 199 subjects. Pre-
processing involves filtering ECG signals using a zero-phase Butterworth bandpass filter
and segmenting the signals based on R peaks. The features used are raw ECG segments
converted into 2D images. The core deep learning algorithm is a fine-tuned vision trans-
former model, which processes these 2D images for classification. The vision transformer
model, pre-trained on ImageNet, is fine-tuned with a cross-entropy loss function for 1000
epochs. The results show a single sample-based identification accuracy of over 70% and
an EER of 0.48% on the CYBHi dataset. The study concludes that vision transform-
ers significantly enhance the robustness and accuracy of ECG-based biometric systems,
particularly in long-term identification scenarios.

2.2.5.1 Autoencoders

Deep autoencoders have been employed for feature learning in ECG biometrics, enabling
the extraction of lower-dimensional representations of heartbeat templates while maintain-
ing high identification performance. Eduardo et al. [93] explored the use of autoencoders
for ECG biometric identification. The dataset comprises 960 10-second records from 709
subjects. Preprocessing involved filtering the raw signals with a 150th-order bandpass
finite impulse response (FIR) filter and transforming them into heartbeat templates. The
features used were lower-dimensional representations of these templates, learned via a
deep autoencoder. The autoencoder’s architecture included multiple hidden layers, with
topologies such as [300, 100, 50, 100, 300] and [300, 150, 50, 150, 300]. The results demon-
strated superior identification performance, with the deep autoencoder achieving a lower
identification error compared to baseline models. The study concluded that the deep au-
toencoder effectively learns expressive representations, making it suitable for ECG-based
biometric systems, even in transfer learning settings.

2.2.5.2 Hybrid Models

The integration of various deep learning techniques has also been explored to capture
both spatial and temporal features of ECG signals. Min Keun and Kim [94] explored an
approach to dog identification using ECG signals. The study utilized two datasets: the
PhysioZoo database with 17 subjects and a Holter monitoring database with 16 subjects,
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integrating them for a combined dataset of 33 subjects. Preprocessing involved noise
removal using a fourth-order Butterworth bandpass filter and normalization. Features
were extracted using R-peak based and blind segmentation methods1. The deep learning
model employed a 1D CNN-LSTM architecture, combining convolutional layers for feature
extraction and LSTM layers for sequential information2. The proposed model achieved up
to 98.7% accuracy on a separate database and 96.3% accuracy on the integrated dataset.

2.2.6 ECG Databases

2.2.6.1 On-the-Person ECG Databases

On-the-person ECG databases typically involve the use of electrodes placed directly on
the skin to capture ECG signals. This method has been predominant in clinical settings
and offers high-quality data, but it presents several challenges:

• Intrusiveness: The requirement for physical contact can deter users, especially in
non-clinical environments.

• Variability: Factors such as electrode placement, skin condition, and movement
can introduce variability in the data, complicating the authentication process.

• Limited Scalability: The need for specialized equipment and controlled environ-
ments limits the scalability of on-the-person systems for widespread use.

Here are some examples of notable On-the-Person ECG databases commonly used in
research:

• PTB Diagnostic ECG Database: The PTB Diagnostic ECG Database [95] is
a comprehensive collection of high-resolution 15-lead ECGs, including 12 standard
leads and 3 Frank XYZ leads. This database, hosted on PhysioNet [96], comprises
549 ECG records from 290 subjects, ranging in age from 17 to 87 years, with a
mean age of 57.2 years. The subjects include 209 men with a mean age of 55.5 years
and 81 women with a mean age of 61.6 years. The ECGs were acquired using a
non-commercial PTB prototype recorder, which digitized the signals at a sampling
frequency of 1000 samples per second with 16-bit resolution over a range of ±16.384
mV. On special request, recordings may be available at sampling rates up to 10
KHz. Each record in the database includes a detailed clinical summary within the
header (.hea) file, providing information on age, gender, diagnosis, medical history,
medication, interventions, coronary artery pathology, ventriculography, echocardio-
graphy, and hemodynamics. However, clinical summaries are not available for 22
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subjects. The database was prepared by experts from the Physikalisch-Technische
Bundesanstalt (PTB) and the Charité Medical Center, and it serves as a valuable
resource for research, algorithmic benchmarking, and teaching purposes. The ECGs
were collected from both healthy volunteers and patients with various heart diseases,
ensuring a diverse dataset for comprehensive analysis.

• MIT-BIH Arrhythmia Database: The MIT-BIH Arrhythmia Database [97] is
a collection of ECG recordings designed for the evaluation of arrhythmia detectors
and basic research into cardiac dynamics and it is widely used in biometric appli-
cations. The database was created by the BIH Arrhythmia Laboratory between
1975 and 1979 and contains 48 half-hour excerpts of two-channel ambulatory ECG
recordings. These recordings were obtained from 47 subjects, with 23 recordings
chosen randomly from a set of 4000 24-hour ambulatory ECG recordings collected
from a mixed population of inpatients (about 60%) and outpatients (about 40%) at
Boston’s BIH. The remaining 25 recordings were selected to include less common
but clinically significant arrhythmias. The acquisition technique involved digitizing
the recordings at a sampling frequency of 360 samples per second per channel with
11-bit resolution over a 10 mV range. Two or more cardiologists independently anno-
tated each record, and disagreements were resolved to obtain the computer-readable
reference annotations for each beat, resulting in approximately 110,000 annotations
in total. The database includes a clinical summary of the subjects, detailing their
age, gender, and diagnosis.

• MIT-BIH Normal Sinus Rhythm Database: This database comprises 18
long-term ECG recordings from subjects referred to the Arrhythmia Laboratory
at Boston’s BIH, now known as the Beth Israel Deaconess Medical Center. The
acquisition technique involved continuous ECG monitoring, capturing the electri-
cal activity of the heart over extended periods. Each recording includes data from
multiple leads. The database includes recordings from 18 subjects, consisting of 5
men and 13 women. The age range of the male subjects is between 26 and 45 years,
while the female subjects are aged between 20 and 50 years. All subjects included
in this database were found to have no significant arrhythmias, providing a baseline
of normal sinus rhythm ECGs for research purposes.

• ECG-ID: The ECG-ID [98] Database was created to support research in biomet-
ric human identification based on ECG signals. The acquisition technique involved
recording single-lead ECGs from 90 volunteers using limb clamp electrodes, specif-
ically focusing on Lead I, which measures the potential difference between the left
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and right hands. This choice was made for its ease of measurement and insensitiv-
ity to minor variations in electrode placement. The database comprises 310 ECG
recordings, each 20 seconds long, sampled at a frequency of 500 Hz with 12-bit
precision.

• Fantasia Database: The Fantasia Database [99] is a collection of physiological
signals, specifically designed for research purposes. It includes ECG and respiration
recordings from a total of 40 subjects, divided equally between young (21-34 years
old) and elderly (68-85 years old) participants. Each group consists of 20 individ-
uals, with an equal distribution of men and women. The data acquisition involved
continuous monitoring of ECG and respiration signals for a duration of two hours
while the subjects were in a resting state. Additionally, half of the recordings from
each age group include continuous, albeit uncalibrated, non-invasive blood pressure
signals. The ECG signals were digitized at a sampling frequency of 250 Hz. Each
heartbeat was annotated using an automated arrhythmia detection algorithm, fol-
lowed by manual verification to ensure accuracy. The recordings were made while
the subjects watched the movie “Fantasia” (Disney, 1940) to help maintain wake-
fulness during the resting state. This setup provided a controlled environment for
capturing the physiological signals, minimizing external influences that could affect
the data quality.

2.2.6.2 Off-the-Person ECG Databases

Off-the-person ECG databases utilize non-invasive methods to capture ECG signals, often
through wearable devices or sensors placed at a distance from the body. This approach has
gained traction due to its potential for seamless integration into daily life. Key advantages
include:

• User Acceptance: The non-intrusive nature of off-the-person methods enhances
user comfort and acceptance, making it suitable for biometric applications.

• Reduced Variability: Off-the-person systems can minimize some sources of vari-
ability associated with direct contact methods, although they still face challenges
related to noise and signal quality.

Here are some notable examples of Off-the-Person ECG databases that have been used
in research:

• Check Your Biosignals Here Database (CYBHi): The CYBHi [100] was devel-
oped to create a dataset and a consistent acquisition framework for ECG biometrics,
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particularly focusing on off-the-person data acquisition. The dataset includes ECG
data collected at the hand palms and fingers using dry Ag/AgCl electrodes and
Electrolycras. The acquisition technique involved a custom, two-lead differential
sensor design with virtual ground, ensuring high-quality signal capture. The data
was collected using a bioPLUX research unit with a 12-bit resolution and a sam-
pling frequency of 1 kHz. The dataset comprises two parts: a short-term dataset
and a long-term dataset. The short-term dataset includes data from 65 participants,
predominantly engineering students and researchers, with 49 males and 16 females,
averaging 31.1 years of age. The long-term dataset was collected over several days
and included data from 63 subjects, primarily nursing and health technologies stu-
dents, with 14 males and 49 females, averaging 20.68 years of age. The clinical
summary of the dataset indicates that the participants were healthy individuals,
with no reported health issues. The demographic information collected includes age
and gender, ensuring a diverse sample for robust biometric analysis. The dataset
is publicly available and aims to facilitate benchmarking and comparison of ECG-
based biometric algorithms across different research teams.

• University of Toronto ECG Database (UofTDB): The UofTDB [101] com-
prises recordings from 1020 subjects, captured from fingertips in a configuration
similar to Lead I. A subset of fewer than 100 subjects was recorded for up to six ses-
sions over a period of six months, under different postures and exercise conditions.
The Vernier EKG sensors were used for data acquisition, with a sampling rate of
200 Hz. Each recording session lasted between 2 to 5 minutes.

2.3 Speaker Recognition

Speaker recognition is a field of biometrics that focuses on identifying or verifying an
individual based on their unique voice characteristics. This field has witnessed significant
advancements over the years, driven by the need for secure and efficient identity verifi-
cation methods. The next sections will cover the various aspects of speaker recognition,
including identification, verification, and diarization, along with text-dependent and text-
independent methods, and closed-set versus open-set conditions which are interconnected
within the broader framework of speaker recognition systems as shown in Figure 2.1.

28



RELATED WORKS

Figure 2.1: The concepts of closed sets and open sets, text-dependent and text-independent
systems, as well as identification and verification, are all interconnected and can be understood
as layers of a speaker recognition system.

2.3.1 Speaker Recognition Types

2.3.1.1 Speaker Identification

Speaker Identification is the process of determining the identity of an unknown speaker
from a set of known speakers. In identification tasks, the system compares the voice
of an unknown speaker with a pre-stored database of voice prints and selects the most
likely match. The study by Fredouille and Charlet [102] investigates the application of
the I-vector framework for speaker identification in TV shows, particularly within the
REPERE challenge. The study utilizes a training corpus of 47 hours, a development set
of 3 hours, and a test set of 10 hours, covering 533 speakers. Preprocessing techniques
include feature extraction using 19 LFCC augmented with delta coefficients, delta en-
ergy, and double delta coefficients, followed by cepstral mean subtraction and variance
normalization. The I-vector extraction is performed using a 200-dimension total vari-
ability space. The Cosine Distance Scoring (CDS) and Probabilistic Linear Discriminant
Analysis (PLDA) are employed as classifiers. The results demonstrate the effectiveness of
the I-vector framework, achieving a Correct Identification Rate (CIR) of up to 97.5% in
closed-set tasks and F-measure of 80.7% in open-set tasks.

2.3.1.2 Speaker Verification

Speaker Verification involves confirming or denying a claimed identity based on the
speaker’s voice. This process is generally more complex than identification, as it re-
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quires the system to authenticate whether the voice matches the claimed identity rather
than finding the closest match. The proposed system by by Ullah et al. [103] utilized
a dataset comprising voice samples from four speakers, each contributing 200 voice sig-
nals (100 valid and 100 from other speakers). The preprocessing techniques included
pre-emphasis, framing, windowing, and Fast Fourier Transform (FFT). The features were
extracted using the Mel Frequency Cepstral Coefficient (MFCC). The classifier employed
was a Cartesian Genetic Programming Evolved Artificial Neural Network (CGPANN).
The system demonstrated high accuracy, achieving up to 100% training efficiency and
99% testing efficiency in two-fold testing.

2.3.1.3 Speaker Diarization

Speaker Diarization is the task of segmenting an audio stream into homogeneous segments,
each associated with a different speaker. Diarization is essential for scenarios where mul-
tiple speakers are present, such as meetings or telephone conversations. The paper by
Dimitriadis [104]

presents enhancements for audio-only speaker diarization systems, focusing on the
speaker clustering component. The author evaluates his methods on three datasets: AMI
(166 meetings with 4 speakers each), diverse recordings with varying speakers and con-
ditions (DIHARD), and internal meeting data (two meetings with 6 and 4 participants).
Preprocessing includes temporal smoothing and median filtering of d-vectors. Features
are extracted using d-vectors from a deep neural network’s bottleneck layer. The cluster-
ing algorithms compared include k-means, Spectral Clustering, x-means, and an improved
Deep Embedded Clustering (DEC) algorithm. The proposed methods show significant im-
provements, with the DEC algorithm yielding up to 31% better clustering performance.

2.3.2 Overview on Text-Dependent and Text-Independent Speaker

Recognition

2.3.2.1 Text-Dependent Speaker Recognition

Text-dependent speaker recognition relies on the speaker uttering a specific phrase during
both the enrollment and verification phases. This approach typically achieves higher
accuracy because the recognition system can focus on specific speech features that are
consistent across sessions:

• Accuracy and Applications: Text-dependent systems are known for their accu-
racy, making them suitable for high-security applications such as banking or access
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control. The fixed phrase requirement enables the system to use techniques such as
Dynamic Time Warping (DTW) [105] and Hidden Markov Models (HMM) [106] to
effectively model the speech dynamics.

• Challenges: Despite the high accuracy, these systems face challenges such as vul-
nerability to replay attacks and the need for the user to remember the specific phrase.
Additionally, the performance of text-dependent systems can degrade significantly
if the phrase is spoken differently during enrollment and verification phases [107].

2.3.2.2 Text-Independent Speaker Recognition

Text-independent speaker recognition does not require the speaker to use a specific phrase,
allowing more flexibility in user interaction. However, this flexibility comes at the cost of
generally lower accuracy, especially in varying acoustic environments:

• Flexibility and Challenges: The major advantage of text-independent systems is
their ability to recognize a speaker regardless of what is being said, which is useful in
applications like forensic investigations or continuous authentication. However, the
lack of fixed phrases makes it difficult to achieve high accuracy due to the variability
in speech content and environmental noise [108].

• Techniques and Performance: Techniques such as MFCCs combined with GMMs
or LSTM have been developed to improve the robustness and accuracy of text-
independent systems. These approaches have demonstrated high recognition rates
under controlled conditions but still face challenges in more diverse environments.

2.3.3 Closed Sets and Open Sets

2.3.3.1 Closed Set Speaker Recognition

Closed-set speaker recognition is traditionally more straightforward, where the task is to
match an input speech sample with one of the known speakers in the database. The
performance in closed-set systems is generally high due to the fixed and known set of
possible speakers. For instance, Dutta et al. [109] presented a closed-set text-independent
speaker identification system using multiple Artificial Neural Network (ANN) classifiers.
The dataset comprises continuous speech samples from 16 native Assamese speakers, in-
cluding both male and female, covering four dialects: Eastern, Central, Kamrupi, and
Goalpariya. Each speaker provided 90 speech samples recorded in three different moods:
normal, loud, and angry. Preprocessing involved extracting voiced parts from the speech
using short-term energy (STE) and short-term zero-crossing rate (STZ). The features
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used for classification included pitch, Linear Prediction (LP) residuals, and EMD resid-
uals. Three classifiers were designed: one using MLP and two using RNNs. The hybrid
classifier combining all three achieved a speaker identification accuracy of 98% and a
dialect classification accuracy of 71%.

2.3.3.2 Open Set Speaker Recognition

Open set recognition introduces the challenge of identifying speakers who may not be-
long to the known set, which is more reflective of real-world scenarios. To address this,
researchers have developed algorithms to enhance the robustness of open-set systems. In
the study presented by Wilkinghoff [110] an open-set speaker identification system based
on i-vectors is introduced. The system was evaluated using the MCE 2018 dataset, which
includes 600-dimensional i-vectors from 3631 blacklist speakers and an unknown number
of non-blacklist speakers. The preprocessing techniques employed include linear alignment
and length normalization. The features used are i-vectors, and the classifiers include LDA
and Probabilistic LDA (PLDA). The system achieved a 37.5% improvement in top-S EER
and a 50% reduction in top-1 EER compared to the baseline system. Additionally, the
system’s performance surpassed all other published results on the same dataset

2.3.4 Speaker Recognition Databases

Two primary categories of datasets are critical for evaluating speaker recognition systems:
clean speech datasets, typically collected under controlled conditions, and "in the wild"
datasets, which encompass real-world challenges such as background noise and speaker
variability.

2.3.4.1 Clean Speech Datasets

These datasets are typically recorded in controlled environments with minimal background
noise and consistent recording conditions:

• TIMIT: The TIMIT [111] is designed to support acoustic-phonetic studies and the
development and evaluation of automatic speech recognition systems. It includes
approximately five hours of English speech, featuring broadband recordings from
630 speakers representing eight major dialects of American English. Each speaker
reads ten phonetically rich sentences, providing a diverse and balanced dataset.
The speech waveform files are single-channel, 16-bit, and sampled at a frequency of
16 kHz. The dataset is divided into test and training subsets, balanced for both
phonetic and dialectal coverage. Additionally, the corpus includes extensive speaker
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metadata, such as gender, dialect, birth date, height, race, and education level.
Of the 630 speakers, approximately 70% are men and 30% are women, ensuring a
representative sample of the population.

• LibriSpeech: The LibriSpeech [112] corpus is a comprehensive dataset designed for
training and evaluating speech recognition systems. It is derived from audiobooks
that are part of the LibriVox project, which is a volunteer effort responsible for
creating approximately 8000 public domain audiobooks, primarily in English. The
corpus contains 1000 hours of read English speech, sampled at a frequency of 16
kHz. The acquisition technique involves aligning the audio recordings with their
corresponding texts and splitting them into shorter segments to ensure that each
segment has an accurate transcript. This process includes text preprocessing, lexicon
and language model creation, and a two-stage alignment procedure to filter out
segments with potential inaccuracies. The dataset is structured to ensure a balance
between male and female speakers. Specifically, the training portion of the corpus
is divided into three subsets: train-clean-100, train-clean-360, and train-other-500,
with approximate sizes of 100, 360, and 500 hours, respectively. The development
and test sets are also balanced, with each set containing approximately 5.4 hours of
speech from 20 male and 20 female speakers. In total, the corpus includes recordings
from 251 speakers in the train-clean-100 subset, 921 speakers in the train-clean-360
subset, and 1166 speakers in the train-other-500 subset.

2.3.4.2 In the Wild Datasets

In contrast to clean speech datasets, "in the wild" datasets are designed to challenge
speaker recognition systems with the variability encountered in real-world environments.
These datasets typically include a wide range of acoustic conditions, including background
noise, reverberation, and speaker variability.

• Speakers in the Wild (SITW): The SITW database [113] is a comprehensive
collection of hand-annotated speech samples sourced from open-source media. This
database is specifically designed to benchmark text-independent speaker recogni-
tion technology under real-world conditions. The acquisition technique involves
collecting audio recordings from various media sources, ensuring that the data re-
flects natural, unconstrained environments. This approach introduces real-world
challenges such as noise, reverberation, intra-speaker variability, and compression
artifacts, which are often encountered in practical applications. The SITW database
comprises recordings from 299 speakers, with each speaker contributing an average
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of eight different sessions. This diverse dataset includes both male and female speak-
ers. The recordings are captured at a sampling frequency 16 kHz.

• VoxCeleb: The VoxCeleb dataset [114] is a comprehensive collection of speech
data from a diverse range of speakers, encompassing various ethnicities, accents,
professions, and ages. All the recordings include natural background noises such
as chatter, laughter, overlapping speech, pose variations, and different lighting con-
ditions, providing a realistic and challenging environment for speaker recognition
tasks. VoxCeleb is divided into two versions: VoxCeleb1 and VoxCeleb2. Vox-
Celeb1 contains over 150,000 utterances from 1,251 celebrities, while VoxCeleb2
expands significantly with more than 1,000,000 utterances from 6,112 celebrities.
The dataset includes both audio and video segments, with each segment being at
least 3 seconds long. 61% of the speakers are male while the remaining 39% are
female.

2.4 Multimodal Biometric Systems

Multimodal biometrics refers to the integration of multiple biometric modalities within a
single authentication or identification system. Unlike unimodal biometric systems, which
rely on a single physiological, behavioral, or hidden trait for identity verification, multi-
modal biometric systems explores the power of multiple modalities to enhance security,
accuracy, and reliability.

In a multimodal biometric system, two or more biometric traits are combined to create
a comprehensive biometric profile of an individual. The integration of multiple modalities
enables multimodal biometric systems to overcome the limitations of individual modali-
ties, such as susceptibility to spoofing attacks, variability in performance under different
conditions, and limitations in universality or uniqueness. By leveraging complementary
information from multiple modalities, multimodal systems enhance the accuracy, robust-
ness, and security of identity verification processes. Multimodal biometrics can be im-
plemented at various levels of fusion, including sensor-level fusion, feature-level fusion,
score-level fusion, and decision-level fusion as shown by Figure 2.2. Each fusion level
offers distinct advantages and challenges, and the choice of fusion strategy depends on
factors such as the characteristics of the biometric traits, system requirements, and de-
ployment scenarios.

34



RELATED WORKS

Figure 2.2: The multiple levels of biometric fusion.

2.4.1 Pre-classification fusion

Pre-classification fusion in multimodal biometric systems can occur at different levels, each
offering unique advantages and challenges. These fusion levels determine how biometric
data from multiple modalities is combined before undergoing classification or matching
processes. The main pre-classification fusion levels include:

2.4.1.1 Sensor-Level Fusion

Sensor-level fusion, one of the earliest stages at which data from different modalities can
be combined, involves merging the raw data captured by different sensors before feature
extraction. This approach aims to leverage the complementary nature of various sensors
to improve the overall recognition accuracy and system reliability.

Sensor-level fusion offers distinct advantages. Firstly, it facilitates the simultaneous
capture of multiple biometric traits, significantly reducing acquisition time compared to
sequential acquisition methods. This efficiency improvement proves beneficial in user
experience and application scenarios where rapid identification is crucial. Secondly, by
combining sensors into a single unit, sensor-level fusion simplifies system design by mini-
mizing the number of independent components and associated complexities.

However, sensor-level fusion has been explored less frequently compared to other fu-
sion levels, such as score-level or decision-level fusion, due to its inherent challenges. One
significant issue is sensor interoperability, where different sensors may produce data in
incompatible formats, making direct fusion difficult. Another challenge is the high dimen-
sionality and redundancy of the combined sensor data, which can lead to increased compu-
tational complexity and the potential for reduced system performance. Fusing data from
sensors with vastly different operating principles or data formats might require complex
pre-conditioning steps. Additionally, the cost of integrating multiple high-performance
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sensors can be substantial, impacting the overall system affordability. Furthermore, phys-
ical space constraints may limit the feasibility of sensor-level fusion in certain applications,
particularly when dealing with wearable or portable devices [115].

Despite these challenges, several studies have proposed methods to enhance the effec-
tiveness of sensor-level fusion. For example, Gowda et al. [116] presented a multimodal
biometric verification system using various fusion strategies. The datasets used include
AR-Face, PolyU-Palmprint, PolyU-Finger Knuckle Print, and Cluj-Handvein, with 100
subjects each. Preprocessing involved extracting texture features using Local Phase Quan-
tization (LPQ) and employing HAAR wavelets for sensor-level fusion. The features ex-
tracted were texture-based, leveraging the LPQ operator. The system’s performance was
evaluated using metrics such as Genuine Acceptance Rate (GAR), (FAR), and (FRR).
At the sensor level, the system achieved a GAR of 83.5% at a 1% FAR when fusing face,
palmprint, finger knuckle print, and handvein modalities.

2.4.1.2 Feature-Level Fusion

Feature-level fusion in multimodal biometric systems involves combining the features ex-
tracted from multiple biometric traits before the matching process. This fusion technique
is considered to offer richer information than other fusion levels, such as score-level or
decision-level fusion because it preserves the detailed data obtained from the different
modalities.

Feature-level fusion has been shown to significantly enhance the performance and se-
curity of multimodal biometric systems. By integrating feature sets from different modal-
ities, such as face, fingerprint, and iris, the combined feature vector can leverage comple-
mentary information, leading to more robust recognition systems. For instance, a study
by Nadheen and Poornima [117] demonstrated that feature-level fusion between iris and
ear biometrics resulted in a 93% success rate, highlighting the improved performance
compared to unimodal systems.

Several techniques have been proposed to optimize feature-level fusion. For example,
Haghighat et al. [118] introduced Discriminant Correlation Analysis (DCA), a technique
that maximizes the correlation within classes while minimizing it between classes, thereby
improving the discriminative power of the fused feature vector.

Another approach is the Eigen-based Feature-Level Fusion (E-FLF) proposed by Chen
et al. [119]. This method employs eigen analysis to find an optimal projection in the cross-
energy space, improving the recognition accuracy by effectively combining local and global
features from multiple modalities like iris, palmprint, and face.

Despite its advantages, feature-level fusion also faces significant challenges. One of
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the main issues is the high dimensionality of the fused feature vector, which can lead
to increased computational complexity and the risk of overfitting. Moreover, ensuring
compatibility between the feature sets extracted from different modalities is another crit-
ical challenge. Soviany et al. [120] addressed this by proposing a model that combines
intra-modal and inter-modal feature fusion, optimizing both the same biometric trait and
multiple traits simultaneously to enhance human identification accuracy.

Another challenge is the integration of nonlinear relations between features. To address
this, Safavipour et al. [121] proposed a hybrid approach using kernel methods to map
features into a higher-dimensional space where nonlinear relationships become linear,
thereby simplifying the fusion process.

2.4.2 Post-classification fusion

2.4.2.1 Score-Level Fusion

Score-level fusion has become one of the most commonly used techniques in multimodal
biometric systems due to its balance between complexity and effectiveness. Unlike sensor-
or feature-level fusion, score-level fusion combines the matching scores from multiple bio-
metric modalities after each modality independently processes its data.

One of the key benefits of score-level fusion is its simplicity and ease of implementation.
The matching scores generated by different biometric modalities can be accessed and
combined without the need to directly process raw data or extracted features. Research by
Jain et al. [122] highlighted that score-level fusion provides better recognition performance
compared to single-modality systems, especially when applied to modalities such as face,
fingerprint, and hand geometry. They also identified the importance of score normalization
to ensure that the scores from different modalities are comparable.

Another advantage is its ability to integrate multiple modalities while allowing flexibil-
ity in the combination of scores through various fusion rules, such as sum, max, and min.
Hanmandlu et al. [123] demonstrated the use of triangular norms (t-norms) for score-level
fusion, showing that their method outperformed traditional rules, such as the sum and
max fusion, when tested on multimodal datasets.

Despite its advantages, score-level fusion faces several challenges. One of the primary
issues is dealing with conflicting or uncertain scores from different modalities. Systems
must carefully manage discrepancies in the matching process to avoid degrading perfor-
mance. Research by Mukherjee et al. [124] addressed this issue by applying differential
evolution-based optimization to minimize the overlapping of genuine and imposter scores,
thereby improving decision accuracy.

Another area of improvement lies in the adaptive adjustment of fusion rules based on
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system conditions. Kumar et al. [125] proposed an adaptive fusion framework using par-
ticle swarm optimization to dynamically adjust score-level fusion rules based on security
requirements and environmental conditions.

2.4.2.2 Decision-Level Fusion

Decision-level fusion is one of the most common techniques used to integrate information
in biometric systems. At this level, each modality independently makes a decision, which
is then aggregated to arrive at a final conclusion.

Decision-level fusion offers simplicity in terms of implementation since each biometric
modality can function independently, producing a decision or classification, which is then
combined with decisions from other modalities. Research by Garg et al. [126] highlights
the ability of decision-level fusion to enhance system security by combining multiple traits,
such as fingerprints and iris data, and achieving higher recognition accuracy while reducing
FAR and FRR.

Various decision fusion strategies have been proposed. Devi and Rao [127] proposed
three decision-level fusion schemes: Local Decision Fusion (LDF), Global Decision Fusion
(GDF), and Local-Global Decision Fusion (LGDF), that utilize both local and global
wavelet features. Other innovative approaches include the use of Support Vector Machines
(SVM) for decision-level fusion, as explored by Agrawal et al. [128]. In their system, SVMs
were trained on matching scores to classify users as genuine or imposters, resulting in an
accuracy rate of 98.42%.

Despite its benefits, decision-level fusion is not without challenges. Conflicting deci-
sions from different modalities can pose challenges in fusion. Szczuko et al. [129] tackled
this issue by using Dempster-Shafer Theory (DST) in a multimodal biometric system for
banking applications. DST helped manage uncertainty by combining decision evidence
from multiple modalities, enhancing the robustness of the system, particularly in cases of
conflicting information.

2.4.3 Score-Level Fusion in Biometric Systems

In biometric systems, fusion can be performed at various stages, including sensor, feature,
score, and decision levels as discussed earlier. Among these, score-level fusion is the
one that offers better performances. Score-level fusion, the focus of this thesis, involves
combining the matching scores generated by different biometric modalities or matchers
to make a final decision regarding identification or authentication.
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2.4.3.1 Normalization in Score-Level Fusion

Normalization is an important step in score-level fusion, ensuring that the scores from dif-
ferent biometric matchers are on a comparable scale. This process addresses discrepancies
in the range, distribution, and scale of scores produced by different systems, preventing
any single source from disproportionately influencing the final decision. Several normal-
ization techniques are commonly employed:

• Min-Max Normalization: This method scales the scores to a fixed range, typi-
cally [0, 1], making them comparable across different classifiers [122,130–132]. The
normalized score S ′

i for a matcher is computed as:

S ′
i =

Si − Smin

Smax − Smin
(2.1)

Where Si is the original score, Smin is the minimum score, and Smax is the maximum
score observed from that classifier.

• Z-Score Normalization: Z-score normalization standardizes the scores by center-
ing them around zero and scaling them based on their standard deviation [122,131,
132]. The normalized score S ′

i is given by:

S ′
i =

Si − µ

σ
(2.2)

Where µ is the mean score and σ is the standard deviation of the scores from that
classifier.

• Tanh Normalization: This technique normalizes scores using a hyperbolic tangent
function, which is particularly useful for handling outliers and skewed distributions.
Tanh normalization transforms scores into a range between [0, 1], helping to manage
extreme values [122,132]. The normalized score S ′

i is computed as:

S ′
i =

1

2

(
tanh

(
0.01 · Si − µ

σ

)
+ 1

)
(2.3)

2.4.3.2 Classification Approaches

Classification approaches for score-level fusion treat the task as a classification problem,
where ML algorithms [133–135] are used to combine scores from different matchers. Key
classification-based methods include:
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• Decision Trees (DT): Decision trees classify combined scores by creating a model
that splits data based on score thresholds. Each branch represents a decision rule
based on normalized scores, leading to the final classification.

• SVM: SVMs create a hyperplane in a multi-dimensional space that separates the
genuine and impostor classes based on the input features. SVMs are effective in
handling nonlinear relationships between different biometric modalities.

• Neural Networks: This approach can be used to model complex relationships
between scores from different modalities. A neural network with hidden layers learns
the non-linear mappings between input scores and the final classification.

2.4.3.3 Combination Approaches

Combination approaches in score-level fusion directly integrate the scores from different
biometric sources using mathematical or statistical techniques. These methods do not rely
on learning algorithms but instead apply predefined rules to combine scores effectively.
Key combination approaches include:

• Sum Rule: This simple rule is one of the most straightforward methods of score-
level fusion. It involves summing the scores from different biometric classifiers and
comparing the resulting score against a predefined threshold to make the final deci-
sion [122,132]:

Ssum =
n∑

i=1

S ′
i (2.4)

Where Si represents the normalized score from the i-th biometric classifier, and n

is the number of classifiers. The final decision is based on whether Ssum exceeds a
threshold T .

• Weighted Sum Rule: The weighted sum rule introduces weights to the scores from
different matchers based on their reliability or performance [136]. The combined
score is calculated as:

Sweighted =
n∑

i=1

wi · S ′
i (2.5)

Where wi is the weight assigned to the i-th classifier.
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• Product Rule: The product rule multiplies the normalized scores from different
matchers [137,138]:

Sproduct =
n∏

i=1

S ′
i (2.6)

• Min and Max Rules: Either uses the minimum or maximum score from the set
of normalized scores [122,139]:

Smin = min(S ′
1, S

′
2, . . . , S

′
n) (2.7)

Smax = max(S ′
1, S

′
2, . . . , S

′
n) (2.8)

The min rule is useful in conservative systems where a low score from any matcher
should prevent a positive identification, while the max rule is useful in systems where
a high confidence score from any matcher is sufficient for identification.

2.5 Conclusion

In conclusion, the related works reviewed in this section highlight significant advancements
in ECG biometrics, speaker recognition, and multimodal biometric systems. Both fiducial
and non-fiducial techniques have evolved, with recent innovations leveraging neural net-
works and hybrid approaches to improve accuracy and applicability. Speaker recognition
has expanded with sophisticated methods for identification, verification, and diarization,
while multimodal systems, through various fusion techniques, provide enhanced secu-
rity and reliability. The availability of extensive databases and the development of new
classification and fusion strategies have propelled the field forward, setting the stage for
continued progress in biometric technologies.
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3.1 Introduction

This section outlines the design and implementation of the proposed biometric recognition
system, it is built around two distinct unimodal systems: an ECG-based system and a
speaker recognition system, each of which undergoes specific preprocessing and feature
extraction steps before DL models are applied for classification. The ECG system utilizes
EMD for feature extraction, followed by separate models based on LSTM and GRU for
classification. The speaker recognition system, on the other hand, processes speech using
MFCCs and their derivatives, and applies a CNN for speaker identification.

In addition to the unimodal systems, a multimodal biometric system is proposed by
combining both ECG and voice data. As there are no existing multimodal datasets con-
taining both ECG and voice recordings from the same individuals, a simulated multimodal
database was created by merging data from separate ECG and voice datasets. To enhance
the system’s performance, score-level fusion techniques are applied, using both Softmax
and SVM methods, with three distinct fusion rules: sum, product, and max. This fu-
sion strategy aims to improve accuracy and robustness by integrating the complementary
strengths of the ECG and voice modalities.

The following subsections will provide detailed descriptions of each phase of the uni-
modal and multimodal systems, including the preprocessing and feature extraction meth-
ods, the deep learning architectures employed, and the fusion techniques used in the final
decision-making process.

3.2 Unimodal ECG System

The implemented ECG unimodal biometric system utilized three publicly available databases:
MIT-BIH, NSRDB, and the PTB Database. These databases provided ECG recordings
from a diverse set of individuals, forming the basis for model training and evaluation.

Figure 3.1 provides an overview of the implemented ECG unimodal biometric sys-
tem, illustrating the key stages from data preprocessing through to model training and
identification.

3.2.1 Preprocessing Phase

In the preprocessing phase, a 4th order bandpass filter with a Butterworth response was
applied to the raw ECG signals. The filter was designed with cutoff frequencies set at 1
Hz and 40 Hz to remove low-frequency drift and high-frequency noise, respectively, while
preserving the essential features of the ECG signal. Figure 3.2 presents three distinct ECG
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Figure 3.1: The steps of the proposed unimodal ECG system from Raw Signal to subject
identification.

signals, each originating from a different database (MITBIH, NSRDB, and PTB), both
before and after the denoising process. The original raw signals, shown in the left panels,
exhibit various noise artifacts, including baseline wander and high-frequency interference.
These distortions are effectively removed in the denoised signals, presented in the right
panels, following the application of the 4th-order Butterworth bandpass filter.

Following the filtering process, the Pan-Tompkins algorithm was employed to detect
R-peaks in the ECG waveforms (see figure 3.3). This algorithm provided precise identifi-
cation of the QRS complexes, which is critical for the following segmentation and feature
extraction.

3.2.2 Feature Extraction

The feature extraction process began by decomposing the filtered ECG signals into mul-
tiple intrinsic mode functions (IMF) using EMD. Figure 3.4 illustrates the first five IMFs
and the residual signal obtained after applying EMD to the ECG signal of subject 16795
from the NSRDB. The IMFs capture oscillatory components of the signal at different
frequency bands, with the first two IMFs containing the highest frequency details and the
subsequent IMFs representing progressively lower-frequency components. The residual
signal, displayed at the bottom, represents the slowly varying baseline of the ECG after
extracting all IMFs. These decomposed components are critical in the feature extraction
process, as only the first two IMFs are retained for biometric identification, while the
others and the residual are discarded.

The EMD algorithm can be described as follows: First, the signal x(t) is analyzed
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Figure 3.2: A comparative analysis of ECG signals from different databases is presented,
highlighting their raw and filtered characteristics. Subfigure (a) displays an unprocessed 5-second
ECG signal from the MIT-BIH database, while subfigure (d) shows its filtered counterpart. In
contrast, subfigures (b) and (e) illustrate a raw and filtered ECG signal from the NSR database,
respectively. Similarly, subfigures (c) and (f) compare an unprocessed and processed 5-second
ECG signal from the PTB database.

by identifying all its local maxima and minima. Using these extrema, an upper envelope
eupper(t) is constructed by interpolating through the local maxima, and a lower envelope
elower(t) is created by interpolating through the local minima. The mean envelope m(t)

then computed by averaging the upper and lower envelopes:

m(t) =
eupper(t) + elower(t)

2
(3.1)

Next, the mean envelope m(t) is subtracted from the original signal x(t), resulting in
a new signal h(t), called the proto-IMF:

h(t) = x(t)−m(t) (3.2)

At this stage, the algorithm checks whether h(t) satisfies the conditions to be consid-
ered an IMF. The first condition requires that the number of extrema and zero-crossings
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Figure 3.3: A step-by-step illustration of the Pan-Tompkins algorithm’s implementation for
identifying R peaks in ECG signals.

are equal or differ by at most one. The second condition requires that the mean of
the upper and lower envelopes is approximately zero. If these conditions are not met,
h(t) undergoes further iterations called the "sifting process," where the mean envelope is
recalculated and subtracted again:

hk(t) = hk−1(t)−mk−1(t) (3.3)

Once h(t) satisfies the IMF conditions, it is extracted as the first IMF, denoted as
imf1(dt):

imf1(dt) = hk(t) (3.4)

46



PROPOSED SYSTEM

-1
-0.5

0
0.5

S
i
g

n
a

l

-1

0

1

I
M

F
 
1

-0.5

0

0.5

I
M

F
 
2

-0.2

0

0.2

I
M

F
 
3

-0.05

0

0.05

I
M

F
 
4

-0.02

0

0.02

I
M

F
 
5

100 200 300 400 500 600
1

1.5

R
e
s
i
d

u
a
l

10-4

Empirical Mode Decomposition

Showing 5 out of 10 IMFs

A
m

p
li
t
u
d
e

Figure 3.4: The first 5 IMFs and residual signal resulting from the application of EMD to a
single-lead ECG signal from subject 16795 in the NSRDB database.

The residual signal r1(t) is then computed by subtracting imf1(dt) from the original
signal xt:

r1(t) = x(t)− imf1(dt) (3.5)

The same process is then applied to the residual signal r1(t) to extract further IMFs.
This process continues iteratively:

ri+1(t) = ri(t)− imfi+1(t) (3.6)

The decomposition terminates when the residual signal rn becomes a monotonic func-
tion or contains no significant oscillatory components. The original signal x(t) is finally
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expressed as the sum of all extracted IMFs and the residual:

x(t) =
n∑

i=1

imfi(t) + rn(t) (3.7)

Based on the R-peaks detected during the preprocessing phase, the IMFs were seg-
mented into fixed-length windows to ensure that each segment was centered around an
R-peak. This approach ensures that the model captures the QRS complex, which is highly
informative for ECG-based biometric systems. Specifically, considering the maximum du-
ration of the QRS complex, a window of 100 ms was chosen to segment the IMFs. For
the PTB database, 50 samples before and 50 samples after each R-peak were extracted,
capturing the full duration of the QRS complex. For the MIT-BIH database, given its
different sampling rate, 18 samples before and 18 samples after each R-peak were selected.
For the MIT-BIH Atrial Fibrillation database, where a higher sampling frequency is used,
5 samples before and 6 samples after each R-peak were selected.

To further standardize the features and facilitate the model’s training, the amplitude
of each segmented IMF was normalized within the range [0 - 1] according to 3.8. This
normalization process ensures that the input data fed into the deep learning models
is uniform and eliminates potential biases due to amplitude variations across different
segments or subjects, allowing the models to focus on temporal patterns and distinguishing
features in the signal.

xnorm =
x−minx

maxx −minx

(3.8)

3.2.3 Proposed DL Model

Two separate deep learning models were developed and trained for individual identifica-
tion: one based on LSTM networks (Table 3.1) and the other on GRU (Figure 3.5). Both
models were designed to capture the temporal dependencies and sequential nature of the
ECG signal, leveraging their respective architectures to model the dynamic behavior of
ECG features over time.

The proposed LSTM architecture, detailed in Table 3.1, is designed for ECG-based bio-
metric identification. The model begins with a sequence input layer, where 2-dimensional
ECG sequences are fed into the network. This is followed by the first LSTM layer, which
contains 100 neurons to capture temporal dependencies in the ECG signal. To prevent
overfitting, a dropout layer with a rate of 20% is applied. Another LSTM layer with 100
neurons is added to further capture temporal patterns. A fully connected layer follows,
with N hidden units corresponding to the number of output classes (i.e., individuals to
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Table 3.1: The proposed LSTM architecture.

Layer # Type Description

1 Sequence Input 2-dimensional sequence input
2 LSTM an LSTM layer with 100 neurons
3 Dropout Dropout at 20%
4 LSTM an LSTM layer with 100 neurons
5 fully connected Fully connected layer with N hidden units
6 Softmax Implementation of Softmax
7 Classification Output Cross Entropy Function

be identified). The network ends with a Softmax layer to convert the outputs into prob-
abilities, and the classification output is computed using a cross-entropy loss function.
This architecture effectively leverages the recurrent properties of LSTM layers to model
the sequential nature of ECG signals for biometric identification.

Figure 3.5: The proposed GRU deep neural network model architecture.

Table 3.2: The proposed GRU architecture.

Layer # Type Description

1 Sequence Input 2-dimensional sequence input
2 GRU a GRU layer with 100 neurons
3 Dropout Dropout at 20%
4 GRU a GRU layer with 100 neurons
5 fully connected Fully connected layer with N hidden units
6 Softmax Implementation of Softmax
7 Classification Output Cross Entropy Function

The proposed GRU architecture, shown in Figure 3.5 and Table 3.2, is structurally
similar to the LSTM-based model, with the key difference being the use of GRUs in place
of LSTM layers. The model starts by taking 1-dimensional ECG sequences as input from
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both the training and validation sets. The first GRU layer processes the input sequence,
followed by a dropout layer with a 20% rate to prevent overfitting. This is followed by
a second GRU layer, which continues to capture the temporal dependencies in the ECG
data. A fully connected layer with N units (corresponding to the number of output
classes) is then applied, and the final output is generated.

The LSTM and GRU models were trained separately on the extracted and normalized
features, allowing for a comparison of their effectiveness in identifying individuals from
ECG data.

3.3 Unimodal Speaker Recognition System

The implemented speaker recognition system was developed using a subset of 47 speakers
from the LibriSpeech database. The system follows a structured pipeline that begins with
preprocessing the audio signals, followed by feature extraction, and finally, classification
using a CNN as shown in figure 3.6.

Figure 3.6: A visual representation of the proposed Deep Learning-Based Speaker Identification
System: A Comprehensive Pipeline from Signal Preprocessing to Model Evaluation.

3.3.1 Preprocessing Phase

During the preprocessing phase, the raw audio recordings undergo a critical step of silence
removal to filter out non-informative sections of the speech signal. These silent portions,
which often carry little to no relevant speaker-specific information, can introduce unneces-
sary noise and computational overhead during the subsequent stages of the system. The
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silence removal process is performed by calculating a dynamic threshold based on the
mean and standard deviation of the decibel (dB) levels across the entire audio signal.

First, the mean decibel level meandb of the signal is computed, as shown in equation
(3.9), where xi represents the dB level of each audio frame, and n is the total number of
frames:

meandb =
1

n

n∑
i=1

xi (3.9)

Next, the standard deviation stddb of the decibel levels is calculated, reflecting the
variability in audio intensity throughout the recording. This is described by equation
(3.10), where N is the number of frames, and x is the mean level:

stddb =

√√√√ 1

N − 1

N∑
i=1

(xi − x)2 (3.10)

To ensure that all silent sections of the audio are properly identified, a threshold
thresholddb is defined. Any audio segment with a decibel level below this threshold is
considered silent and is removed from the signal. The threshold is computed as the
difference between the mean and the standard deviation of the decibel values:

thresholddb = meandb − stddb (3.11)

By utilizing this dynamic threshold, the system is capable of adapting to varying noise
levels within different recordings, ensuring that only truly silent segments are eliminated.
This method effectively preserves the informative portions of the speech while removing
segments that would otherwise not contribute to speaker identification.

After the silence removal, the processed audio is segmented into fixed-length sound
windows of 300 milliseconds, with an overlap of 150 milliseconds between consecutive
segments. The use of overlapping windows ensures temporal continuity, which is essential
for capturing subtle transitions in speech and preserving speaker-specific characteristics.
The overlapping also reduces the loss of valuable information at the segment boundaries,
thus improving the overall system performance. Figure 3.7 illustrates the resulting signal
after the silence removal step, highlighting the non-silent regions retained for further
processing.
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Figure 3.7: Comparative analysis of original and silence-removed audio waveforms for the
proposed speaker identification system.

3.3.2 Feature Extraction

In the feature extraction phase, the primary task is to distill meaningful information from
the audio that can effectively represent speaker characteristics. The technique employed
is the computation of MFCCs, which are widely regarded as one of the most effective
features for speech and speaker recognition tasks. MFCCs are computed by transforming
the audio signal into the Mel scale, a perceptual scale of pitches that closely aligns with the
way humans perceive sound, particularly speech. This transformation allows the system to
focus on the frequency bands most important for distinguishing between different speakers.
By converting the signal from the time domain to the frequency domain and emphasizing
critical speech frequencies, MFCCs provide a compact, speaker-specific representation
that captures the unique spectral qualities of each individual’s voice.

The process begins by taking each segmented frame of audio and applying the Fourier
transform to convert the time-domain signal into the frequency domain. Following this,
the frequency components are mapped onto the Mel scale using a series of triangular
filters spaced logarithmically to reflect the non-linear perception of frequency in human
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hearing. After applying a logarithmic function to the Mel-filtered frequencies, the discrete
cosine transform (DCT) is used to compress the signal by decorrelating the coefficients
and retaining only the most important information in a set of low-dimensional MFCC
features. The first 40 coefficients are retained for each audio frame, representing the most
critical speaker-specific spectral characteristics.

In addition to the MFCCs, the system also computes the first two derivatives, known as
delta and delta-delta (or acceleration) coefficients. These derivatives capture the temporal
dynamics of the speech signal, which are crucial for improving speaker discrimination.
While the MFCCs themselves capture static spectral information for each frame, the
delta coefficients represent the rate of change (velocity) of the MFCCs over time, and the
delta-delta coefficients capture the acceleration or rate of change of the delta coefficients.
This dynamic information allows the system to model subtle fluctuations in the speech
patterns, which are often speaker-specific. Together, the MFCCs, delta, and delta-delta
coefficients form a robust feature set that combines both static and dynamic information,
providing a rich characterization of the speaker’s vocal identity over time.

By incorporating these features, the process ensures that the system can effectively
capture and distinguish between the nuanced vocal patterns of different speakers. This
enriched feature set serves as the input for the subsequent classification phase, where a
DL model can learn to identify speakers based on the distinctive characteristics encoded
within these features.

3.3.3 Proposed DL Model

The speaker identification model designed for this task is a CNN architecture (Table
3.3)tailored to capture the spatial and temporal patterns in the extracted features that
are described in section 3.3.2. The model begins with an input layer that processes
spectrogram data with a shape corresponding to the dimensions of the preprocessed audio
feature matrix, specifically for 2D convolution.

The first convolutional layer uses 96 filters with a kernel size of 3 × 3 and applies
a linear activation function, followed by batch normalization to stabilize the learning
process and speed up convergence. A Leaky ReLU activation function (with α = 0.2)
is applied to introduce non-linearity, followed by a max-pooling layer that reduces the
spatial dimensions by pooling over a 3× 1 window, allowing the network to focus on the
most salient features. This is followed by a dropout layer with a probability of 25% to
prevent overfitting by randomly dropping units during training.

The next two convolutional blocks follow a similar structure, each containing 64 fil-
ters, with 3 × 3 kernels, batch normalization, Leaky ReLU activation, and max-pooling
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Table 3.3: CNN architecture for speaker identification.

Layer # Layer Type Description
Block 1: Initial Convolution and Pooling

1 Input Input shape: (120, 10, 1)
2 Conv2D 96 filters, kernel size: 3× 3, linear activation
3 Batch Normalization Batch normalization
4 Leaky ReLU Leaky ReLU with α = 0.2
5 MaxPooling2D Pool size: 3× 1, padding: same
6 Dropout Dropout rate: 25%

Block 2: Second Convolution and Pooling
7 Conv2D 64 filters, kernel size: 3× 3, linear activation
8 Batch Normalization Batch normalization
9 Leaky ReLU Leaky ReLU with α = 0.2
10 MaxPooling2D Pool size: 1× 3, padding: same
11 Dropout Dropout rate: 25%

Block 3: Final Convolution and Pooling
12 Conv2D 64 filters, kernel size: 3× 3, linear activation
13 Batch Normalization Batch normalization
14 Leaky ReLU Leaky ReLU with α = 0.2
15 MaxPooling2D Pool size: 1× 3, padding: same
16 Dropout Dropout rate: 50%

Block 4: Classification Layers
17 Flatten Flatten output
18 Dense 128 units, linear activation
19 Batch Normalization Batch normalization
20 Leaky ReLU Leaky ReLU with α = 0.2
21 Dense Number of output classes (softmax)

operations. The second pooling operation applies a pooling size of 1 × 3, reducing the
temporal dimension, while the dropout layers are kept at 25% for these blocks to further
regularize the model. After the third convolutional block, the dropout rate is doubled to
50% to enhance regularization.

The flattening layer transforms the 2D feature maps into a 1D vector, which is passed
through a fully connected layer with 128 units and linear activation. Batch normalization
and Leaky ReLU are applied once more to introduce non-linearity and maintain the
stability of activations. Finally, the output layer employs a softmax activation to produce
a probability distribution over the target classes, corresponding to the 47 speakers.
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3.4 Multimodal System

To overcome the limitations of the unimodal systems proposed in section 3.2 and section
3.3, we have implemented a multimodal biometric system that integrates both proposed
systems to improve the accuracy and robustness of biometric recognition. Figure 3.8
illustrates the overall architecture of the multimodal biometric system, including prepro-
cessing, feature extraction, and classification phases, showcasing the fusion of both ECG
and voice signals at the score level.

Voice 
data

Preprocessing IMF1 and 
IMF2

GRU based 
model

Preprocessing
MFCC, Delta, 

and Delta-
Deltaa

CNN based 
model

ECG 
data

Score fusion Final decision

Figure 3.8: An Illustrated Diagram of the Overall Structure of the Proposed Multimodal
System.

3.4.1 Multimodal Database Simulation

As there is no known publicly available database that contains both ECG and voice
recordings from the same subjects, we simulated a multimodal dataset by combining seg-
ments from MITBIH, which contains ECG recordings, with segments from the LibriSpeech
dataset, which provides speech data. Specifically, the 47 subjects from the MIT-BIH
database and a subset of 47 speakers from the LibriSpeech database was selected for this
purpose.

For each subject, 900 samples were created, with an equal number of samples coming
from each modality. This allowed us to simulate a balanced multimodal dataset, where
each subject is represented by both ECG and voice data. By merging these datasets,
the multimodal system leverages the complementary nature of physiological (ECG) and
behavioral (voice) biometrics to enhance identification accuracy.

3.4.2 Scores Fusion

Our proposed multimodal biometric system applies score-level fusion to combine the out-
puts from both ECG and voice modalities. Score-level fusion operates by integrating the
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matching scores from individual modalities to produce a single score, which is then used
for the final decision of identification or verification as discussed in section 2.4.3. This
approach offers flexibility and ease of implementation compared to other fusion strategies
like feature-level or decision-level fusions. The used fusion technique are illustrated in
Figure 3.9.

Figure 3.9: The proposed multimodal system employs softmax and SVM for score fusion.

3.4.2.1 Softmax-Based Fusion

In our system, one of the methods employed for score-level fusion is based on the Softmax
function. Softmax normalizes the scores from each modality into a probability distribu-
tion, ensuring that the outputs are comparable across different scales. We employ three
different rules for fusing the scores:

• Sum Rule: The Softmax scores from both ECG and voice modalities are summed
together. The final decision is made based on the highest cumulative score across
all classes.

• Product Rule: Here, the Softmax scores are multiplied together. This method is
particularly effective when scores from the two modalities are independent, as the
product reduces the impact of any single, unreliable score.

• Max Rule: For this rule, the maximum score from either modality is taken as the
final score. This approach emphasizes the strongest evidence from either modality,
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which may be beneficial in cases where one modality performs significantly better
than the other.

3.4.2.2 SVM-Based Fusion

In addition to Softmax-based fusion, we employ SVM classifiers for score fusion. The
SVM learns an optimal decision boundary in a high-dimensional feature space, combining
the scores from both modalities for classification. Similar to Softmax, we implement the
following fusion rules using the SVM model:

• Sum Rule: The SVM takes the sum of the scores from both modalities as input
and learns an optimal separation between classes based on this fused score.

• Product Rule: The product of the scores from the ECG and voice modalities is
passed to the SVM, allowing the classifier to learn from the joint distribution of
scores.

• Max Rule: The SVM is trained on the maximum score between the two modalities,
focusing on the stronger signal for making decisions.

These fusion techniques aim to enhance system performance by combining the com-
plementary nature of ECG and voice modalities. By leveraging both Softmax and SVM
fusion methods with various rules, the system achieves greater robustness and adaptability
to varying conditions across different subjects.

3.5 Implementation

The implementation of the proposed system is a critical phase of the research, translat-
ing theoretical frameworks into practical applications. This section provides a detailed
description of the technical setup and environment in which the experiments were con-
ducted, as well as the metrics used to evaluate the performance of the models. By outlining
the software and hardware components, this section offers insight into the computational
resources that supported the development and testing of the system.

The evaluation metrics chosen for this study are essential in assessing the model’s
accuracy and robustness across multiple datasets and modalities. The metrics are care-
fully selected to reflect both the overall system performance and specific characteristics,
such as precision, recall, and error rates, in each of the evaluated models. Understanding
these metrics is crucial for interpreting the results and validating the effectiveness of the
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proposed multimodal system. Together, these aspects form the foundation of a compre-
hensive and rigorous evaluation process, ensuring that the results are both reliable and
replicable.

3.5.1 Implementation Environment

All code implementations for the proposed biometric system were developed and executed
on a machine equipped with an Intel Core i3-10100F processor, a quad-core CPU that
can handle moderate computational tasks efficiently. Initially, the machine was configured
with 8GB of RAM, which was sufficient for basic operations and initial phases of devel-
opment. However, as the project progressed and the complexity of the models increased,
particularly with voice processing algorithms requiring significant memory for training,
the RAM was upgraded to 16GB. This upgrade was essential for handling larger datasets
and running more computationally demanding tasks, such as managing the multimodal
fusion processes. The system was executed on Windows 11, the latest version of the Win-
dows operating system at the time of writing, offering a stable and reliable environment
for software development.

3.5.1.1 Implementation of the ECG-based Unimodal System

For the ECG-based unimodal system, the primary software environment utilized was
MATLAB, chosen due to its robust suite of tools for advanced signal processing and
feature extraction. MATLAB was particularly well-suited for handling complex ECG
processing tasks such as the detection of R-peaks, segmentation, and the extraction of
IMFs from using EMD better than python. These capabilities made MATLAB an essential
tool in the preprocessing and feature extraction phases of the ECG unimodal system.

Initially, the development work was conducted using MATLAB 2022a, which provided
all the necessary functionality for signal analysis and manipulation. However, as the
project progressed and new features were introduced, especially in later stages involv-
ing more intricate model evaluation and optimization, an upgrade to MATLAB 2024a
was implemented. The newer version offered enhanced machine learning toolboxes and
additional resources that supported the development of more scalable models. The tran-
sition to MATLAB 2024a played a critical role in fine-tuning the ECG-based system and
advancing the project towards its final stages.
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3.5.1.2 Implementation of the Voice-based Unimodal System

In contrast to the ECG-based system, the voice-based speaker recognition system was
developed using Python, a widely-adopted programming language known for its versatility
and extensive ecosystem of libraries dedicated to machine learning and deep learning. The
implementation specifically leveraged the TensorFlow framework, which is renowned for
its scalability, flexibility, and support for deep neural network architectures. TensorFlow
facilitated the efficient design, training, and evaluation of the CNNs that formed the core
of the speaker recognition model.

Python’s robust libraries for speech processing, such as Librosa for feature extraction,
were employed to preprocess audio data and compute key acoustic features, including
MFCCs and their derivatives. These features were crucial for capturing speaker-specific
characteristics within the audio signals. TensorFlow’s powerful deep learning framework
enabled the rapid prototyping and optimization of CNN models, which were used to
classify the speech data by learning complex patterns within the MFCC features.

3.5.1.3 Implementation of the Multimodal System

The implementation of the multimodal biometric system and the subsequent score fusion
was primarily carried out using Python, with the support of libraries such as TensorFlow
and NumPy for model integration, training, and evaluation. The system leverages the
strengths of both ECG and voice modalities, and each model was handled separately
before being fused at the score level.

The ECG-based model was initially developed and trained using MATLAB 2022a [1],
which provided the sufficient tools for signal processing and deep learning. After training,
the model was saved in the MATLAB .mat format. As part of the multimodal system’s
integration, MATLAB 2024a was used to export the trained ECG model to TensorFlow’s
.h5 format, ensuring compatibility with the Python-based framework used for multimodal
fusion.

On the other hand, the voice-based model was trained directly using TensorFlow in
Python. Once both models were finalized, their outputs were combined in the multi-
modal system through various score-level fusion techniques, fully implemented in Python
using TensorFlow and NumPy for efficient computation and integration. This approach
allowed for seamless fusion of ECG and voice data, allowing for enhanced system’s overall
recognition performance.

The choice of Python and TensorFlow for this part of the project was driven by their
ease of integrating diverse libraries for both audio processing and neural network train-
ing. This environment proved instrumental in developing a highly efficient and accurate
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speaker recognition system that complemented the ECG-based unimodal system.

3.5.2 Evaluation Metrics

The evaluation of biometric systems is essential to assess their performance, accuracy,
and reliability in real-world applications. Metrics provide quantitative measures to gauge
the effectiveness and efficiency of biometric recognition algorithms, helping researchers,
developers, and end-users make informed decisions regarding system design, deployment,
and optimization. In this section, we delve into the various metrics used to evaluate
biometric systems comprehensively.

Biometric systems are evaluated based on several key performance metrics, which en-
compass different aspects of system performance, including accuracy, security, robustness,
and usability. These metrics provide insights into the system’s ability to correctly iden-
tify or verify individuals, mitigate security threats, withstand adversarial attacks, and
accommodate diverse user populations.

To assess the performance of the proposed multimodal system combining, we employed
a comprehensive set of evaluation metrics. These metrics provide a holistic view of the
system’s effectiveness, covering various aspects of its performance. The following metrics
were used to evaluate our model:

3.5.2.1 Accuracy

In biometric systems, accuracy is a fundamental metric used to evaluate the overall per-
formance of the system in correctly identifying or verifying individuals. It measures the
proportion of correct identifications or verifications made by the system out of the total
number of attempts. It directly reflects the system’s reliability in distinguishing between
genuine users and impostors. It is calculated using the equation:

Accuracy =
TP + TN

TP + TN + FP + FN
(3.12)

where TP (True Positives) represents the number of correctly accepted genuine users,
TN (True Negatives) denotes the number of correctly rejected impostors, FP (False Pos-
itives) is the number of impostors incorrectly accepted as genuine users, and FN (False
Negatives) indicates the number of genuine users incorrectly rejected.

3.5.2.2 Precision

Precision quantifies the model’s ability to avoid labeling negative instances as positive.
It is the ratio of correctly identified positive instances to the total instances labeled as
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positive by the model:

Precision =
TP

TP + FP
(3.13)

3.5.2.3 Recall

Also known as sensitivity, recall measures the model’s ability to find all positive instances.
It is the ratio of correctly identified positive instances to the total actual positive instances:

Recall =
TP

TP + FN
(3.14)

3.5.2.4 F1-score

The F1-score provides a single score that balances both precision and recall. It is the
harmonic mean of precision and recall, offering a more robust measure of the model’s
performance, especially in cases of imbalanced datasets:

F1 =
2 ∗ Precision ∗ Recall
Precision + Recall

(3.15)

3.5.2.5 Specificity

This metric measures the model’s ability to correctly identify negative instances. It is the
ratio of correctly identified negative instances to the total actual negative instances:

Specificity =
TN

TN + FP
(3.16)

3.5.2.6 FAR

FAR measures the probability of erroneously accepting an impostor as a genuine user
during authentication. It quantifies the system’s susceptibility to false positive errors,
where unauthorized individuals gain access to secured resources or facilities. A lower FAR
indicates a higher level of security and reliability in rejecting impostors. It is calculated
using the equation:

FAR =
FP

FP + TN
(3.17)

3.5.2.7 FRR

FRR measures the probability of erroneously rejecting a genuine user during authenti-
cation. It quantifies the system’s susceptibility to false negative errors, where legitimate
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users are denied access due to authentication failures. A lower FRR indicates a higher
level of user convenience and acceptance, as genuine users experience fewer authentication
failures. It is calculated using the equation:

FRR =
FN

TP + FN
(3.18)

3.5.2.8 EER

EER represents the point where FAR and FRR are equal, indicating the system’s balanced
performance in distinguishing between genuine and impostor samples. It serves as a
critical threshold for evaluating the overall accuracy and effectiveness of biometric systems.
A lower EER signifies higher discriminative power and reliability in biometric recognition
tasks. It is calculated using the equation:

EER =
FAR + FRR

2
(3.19)

These metrics were chosen to provide a comprehensive evaluation of our multimodal
system’s performance. By using this diverse set of metrics, we can assess the system’s
overall accuracy, its ability to correctly identify both positive and negative instances, and
its performance in terms of false acceptances and rejections. The combination of these
metrics allows for a nuanced understanding of the system’s strengths and potential areas
for improvement. The results obtained from these metrics enable us to:

• Gauge the effectiveness of our approach in combining ECG and voice data

• Compare the performance of our multimodal system to unimodal approaches

• Assess our system’s performance against existing state-of-the-art methods in the
field

• Identify any biases or imbalances in the system’s performance across different aspects
of classification and identification tasks

3.6 Conclusion

In conclusion, the proposed system integrates multimodal approaches to biometric recogni-
tion, leveraging distinct ECG and speaker recognition systems for individual classification
and user identification. By employing preprocessing and feature extraction techniques,
such as EMD for ECG signals and MFCC feature extraction for voice data, along with
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deep learning models like GRU, LSTM, and CN. Furthermore, the implementation of
score-level fusion using Softmax and SVM methods provides a comprehensive solution
for biometric authentication by capitalizing on the complementary strengths of ECG and
voice data.

Additionally, the implementation of the proposed system was successfully carried ap-
propriate hardware and software resources to ensure efficient model training and evalua-
tion. The use of diverse and robust evaluation metrics allowed for a comprehensive assess-
ment of the system’s performance, highlighting its strengths in handling both unimodal
and multimodal inputs. The chosen environment and metrics contributed significantly to
validating the proposed models and demonstrating their effectiveness in the context of
speaker recognition and ECG analysis.
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4.1 Introduction

This section provides a comprehensive analysis of the outcomes of the proposed biometric
system, evaluating its performance across both unimodal and multimodal configurations.
This section discusses the findings from the ECG-based unimodal system, the voice-based
speaker recognition system, and the multimodal fusion of ECG and voice data. Each
of these systems is examined in terms of accuracy, robustness, and the efficiency of their
respective deep learning models, with key performance metrics such as accuracy, precision,
recall, F1-score, and EER as discussed in section 3.5.2.

The unimodal ECG system explores the classification results derived from the ECG
signals of multiple databases, demonstrating the capability of GRU and LSTM-based
architectures to effectively process and classify cardiac data for biometric application. The
performance of the models is analyzed across several metrics, with the results compared
to state-of-the-art methods. This discussion helps validate the efficacy of ECG signals as
a reliable biometric modality for identity verification.

The unimodal speaker recognition system examines the voice-based biometric system,
where CNN models are applied to MFCC and its derivatives to extract speaker-specific
features. The system’s results are evaluated to determine how well the proposed model
identifies individuals based on voice patterns, providing insights into the strengths and
limitations of voice as a singular modality for speaker identification.

Finally, the multimodal system section delves into the fusion of ECG and voice data,
which was implemented to enhance recognition accuracy and reduce error rates. By
combining the two modalities at the score level using various fusion techniques (Softmax
and SVM with Sum, Product, and Max rules), this section presents how multimodal
biometrics can outperform unimodal approaches. The discussion also highlights how the
proposed fusion methods effectively balance the trade-offs between false acceptance and
rejection rates, providing a more robust solution for biometric identification.

4.2 Unimodal ECG System

Our proposed ECG-based unimodal system [1] was designed to classify individuals based
on their unique heart signals, using deep learning models for feature extraction and classifi-
cation. The dataset used for this system consists of ECG recordings from three databases:
MITBIH, PTB, and NSRDB (described in Section 2.2.6). The data from each database
was randomly split into three sets: 70% for training, 20% for testing, and 10% for valida-
tion. This ensures that the models are properly trained and tested on unseen data, while
the validation set is used to monitor performance during training and prevent overfitting.
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For training the deep learning models, both the GRU and LSTM architectures were
employed. The training process was conducted with a learning rate of 0.001, a batch
size of 150, and for a total of 50 epochs. The Adam optimizer [140] was used, as it
provides adaptive learning rates and is well-suited for complex, high-dimensional data
like ECG signals. The performance of the network during training was evaluated based
on the validation loss, and the model with the best validation loss was selected as the
final model for testing.

Figure 4.1 presents the training plots for the GRU model, showing the loss and ac-
curacy curves across the MITBIH, PTB, and NSRDB databases. Similarly, Figure 4.2
provides the corresponding training plots for the LSTM model on the same datasets.
These figures illustrate the convergence of both models and highlight the differences in
performance across the three databases.
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Figure 4.1: Training and validation accuracies of the GRU model on (a) NSRDB (b) PTB (c)
MIT-BIH.

In Figure 4.1, which presents the performance of the GRU model, we observe rapid
convergence in all three datasets. For the NSRDB dataset, the GRU model quickly
reaches near-perfect accuracy with both training and validation curves following a nearly
identical path, indicating a strong ability to generalize to unseen data without overfitting.
The performance on the PTB dataset is similarly impressive, although the convergence
is slightly slower than in NSRDB. Nevertheless, both accuracies reach close to 100%,
reflecting the model’s robustness. On the MIT-BIH dataset, the GRU model again shows
rapid learning, with the training and validation accuracies achieving almost identical
values, indicating excellent performance and minimal overfitting.

In Figure 4.2, which depicts the performance of the LSTM model, we see similar trends
in terms of accuracy. For the NSRDB dataset, the LSTM model also reaches near-perfect
accuracy very quickly, and both the training and validation accuracies are closely aligned,
suggesting a high level of generalization. On the PTB dataset, the LSTM model shows
strong performance, comparable to the GRU, with both accuracies converging to near
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Figure 4.2: Training and validation accuracies of the LSTM model on (a) NSRDB (b) PTB
(c) MIT-BIH.

100%. This further highlights the robustness of LSTM for this dataset. For the MIT-
BIH dataset, the LSTM model demonstrates fast convergence, with almost no noticeable
difference between training and validation accuracies, confirming the model’s ability to
generalize well across different subjects within the dataset.

Tables 4.1 and 4.2 summarize the performance of the system across the three databases
for both the GRU and LSTM models, providing a detailed comparison of their effectiveness
in classifying ECG signals from different subjects.

Table 4.1: The classification results of the proposed GRU model.

Dataset Accuracy Precision Recall Specificity F1-score FAR FRR
MIT-BIH 98.57% 98.58% 98.62% 99.97% 98.60% 0.031% 1.42%
NSRDB 99.17% 99.16% 99.14% 99.95% 99.15% 0.048% 0.84%
PTB 98.26% 98.18% 98.18% 99.96% 98.14% 0.037% 1.82%

The results in Table 4.1 provide a comprehensive evaluation of the proposed GRU
model across three ECG datasets: MIT-BIH, NSRDB, and PTB. For the MIT-BIH
dataset, the model achieves an accuracy of 98.57%, indicating its strong overall classifica-
tion ability. The precision (98.58%) and recall (98.62%) are nearly identical, suggesting
that the model is equally proficient in correctly identifying true positives and minimiz-
ing false negatives. Additionally, the specificity is extremely high at 99.97%, reflecting
the model’s ability to reject impostor samples effectively. The F1-score of 98.60% rein-
forces the balance between precision and recall. Notably, the FAR is exceptionally low
at 0.031%, and the FRR is 1.42%, indicating that the model is highly effective in both
rejecting impostors and correctly identifying genuine subjects.

For the NSRDB dataset, the GRU model shows even higher performance, achieving
an accuracy of 99.17%, which surpasses the MIT-BIH results. Similarly, the precision
(99.16%), recall (99.14%), and F1-score (99.15%) are all remarkably close, reflecting con-
sistent model performance. The specificity is slightly lower than MIT-BIH at 99.95%, but
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still outstanding. The FAR is marginally higher at 0.048%, but this remains a low rate.
Meanwhile, the FRR of 0.84% is the lowest across all three datasets, demonstrating that
the model is least likely to incorrectly reject genuine subjects in this dataset.

For the PTB dataset, the model achieves a slightly lower but still impressive accuracy
of 98.26%. The precision and recall are both 98.18%, and the F1-score is 98.14%, indicat-
ing a balanced classification performance. The specificity remains high at 99.96%, similar
to the other datasets. The FAR of 0.037% and FRR of 1.82% show that while the model
performs well on this dataset, it is slightly less effective than on MIT-BIH and NSRDB.
This minor drop in performance could be attributed to the unique characteristics of the
PTB dataset or the signal quality variations across its samples.

Table 4.2: The classification metrics of the proposed LSTM model.

Dataset Accuracy Precision Recall Specificity F1-score FAR FRR
MIT-BIH 98.33% 98.39% 98.43% 99.96% 98.40% 0.036% 1.61%
NSRDB 98.27% 98.27% 98.23% 99.90% 98.24% 0.101% 1.73%
PTB 97.89% 97.71% 97.83% 99.96% 97.70% 0.045% 2.29%

Table 4.2 presents the classification metrics of the proposed LSTM model across the
three ECG datasets: MIT-BIH, NSRDB, and PTB. For the MIT-BIH dataset, the LSTM
model achieves an accuracy of 98.33%, reflecting its strong classification capability. The
precision (98.39%) and recall (98.43%) are closely aligned, suggesting a good balance be-
tween correctly identifying true positives and minimizing false negatives. The model’s
specificity is high at 99.96%, demonstrating its ability to accurately reject non-genuine
subjects. The F1-score, at 98.40%, indicates that the model strikes a good balance be-
tween precision and recall. The FAR is very low at 0.036%, while the FRR of 1.61%
suggests a slightly higher rejection rate of genuine subjects compared to the GRU model.

For the NSRDB dataset, the LSTM model shows slightly lower performance with
an accuracy of 98.27%. The precision and recall are identical at 98.27% and 98.23%,
respectively, maintaining a similar performance to MIT-BIH. The specificity is somewhat
lower at 99.90%, though still strong. However, the FAR is significantly higher at 0.101%,
indicating a greater likelihood of accepting impostor subjects compared to MIT-BIH. The
FRR of 1.73% also indicates a slight increase in the rejection of genuine subjects relative
to the MIT-BIH dataset.

In the PTB dataset, the LSTM model achieves the lowest accuracy, at 97.89%, among
the three datasets. The precision is 97.71%, and the recall is slightly higher at 97.83%,
suggesting that the model is effective but slightly less robust in identifying positive samples
compared to the other datasets. The specificity is high at 99.96%, comparable to MIT-
BIH, but the F1-score of 97.70% reflects a small drop in overall performance. The FAR
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of 0.045% is relatively low, but the FRR of 2.29% is the highest among the datasets,
indicating that the model is more likely to incorrectly reject genuine subjects in the PTB
dataset.

The LSTM model shows strong classification performance across all datasets, with con-
sistently high accuracy, precision, recall, and specificity. However, compared to the GRU
model, it generally exhibits slightly higher FAR and FRR, particularly on the NSRDB
and PTB datasets. Despite these variations, the LSTM model remains a highly effective
system for ECG-based biometric identification.

The EMD played an important role in enhancing the performance of both the GRU
and LSTM models, it is designed to decompose non-linear and non-stationary signals, like
ECG data, into IMFs. These IMFs isolate different frequency components of the signal,
which in turn allow deep learning models to learn richer and more discriminative features
from the underlying data.

For both GRU and LSTM models, the application of EMD enhances feature extraction
by simplifying the ECG signals into more manageable components. Instead of relying on
raw ECG signals, the models can process frequency-specific signal components, which
likely leads to more effective learning of temporal patterns specific to individual subjects.
The impact of EMD on both models is evident in the high accuracy, precision, recall, and
specificity across all datasets. By transforming the raw ECG data into meaningful signal
components, EMD enables both GRU and LSTM models to better capture person-specific
traits in the ECG patterns, contributing to the consistently strong results. However, the
GRU appears to utilize the EMD-enhanced signals slightly more effectively than the
LSTM, as evidenced by marginally better performance metrics.

GRU achieved better performance than LSTM likely due to several potential reasons:

1. Simpler Architecture: GRU has a simpler structure compared to LSTM, with
fewer gates (GRU has two gates, while LSTM has three). This reduced complexity
leads to faster convergence during training (figures 4.1 and 4.2), making GRU more
efficient in capturing temporal dependencies without overfitting, especially in cases
where the amount of data is moderate, as is the case with the ECG datasets used.

2. Efficient Learning with Smaller Data: GRUs are known to generalize better in
scenarios with limited data [141] since they require fewer parameters to be learned.
ECG-based datasets are often not as large as other datasets used in deep learning
tasks, and the GRU’s capacity to handle relatively small datasets might give it
an edge over LSTM, which might overfit or struggle to optimize the additional
parameters.
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3. Better Handling of Short-Term Dependencies: The nature of the ECG sig-
nal, which is periodic and repetitive (i.e., the regular occurrence of R-peaks and
QRS complexes), may favor the GRU architecture’s ability to handle short-term
dependencies efficiently. While LSTM excels in longer sequence dependencies, ECG
signals and the short segments used to train the proposed models of this system do
not typically require the long-term memory benefits that LSTM provides, allowing
GRU to perform better in this task.

4. Data Characteristics: The QRS complexes may contain more short-term changes
than long-term dependencies, making the GRU more adept at capturing these
short-term features while still effectively managing the temporal nature of the data.
The R-peak-centered segmentation, combined with normalization of the amplitude,
might also favor the GRU’s simpler update mechanism.

Table 4.3: Comparaison of the ECG unimodal system with state-of-the-art results

Paper Database Max. accuracy

Jyotishi et al., 2020 [142] MIT-BIH
PTB

96.81%
97.30%

Belo et al., 2020 [143] MIT-BIH 96.40%
El Boujnouni et al., 2022 [144] MIT-BIH 98.10%
Chee et al., 2022 [145] PTB 98.10%
Hamza et al., 2022 [146] PTB 95.40%
Fatimah et al., 2022 [147] MIT-BIH 97.92%
Patro et al., 2022 [148] PTB 95.30%
Li et al., 2022 [149] PTB 95.77%
Yi et al., 2023 [150] PTB 73.79%
Wang et al., 2023 [151] MIT-BIH 97.66%

Fuster-Barcel et al., 2023 [152] MIT-BIH
PTB

97.89%
97.09%

Zehir et al., 2023 [3] MIT-BIH 97.00%

Proposed method
MIT-BIH
PTB
NSRDB

98.57%
98.26%
99.17%

Table 4.3 presents a comparison between the proposed ECG-based unimodal system
and state-of-the-art methods across various databases, including MIT-BIH, PTB, and
NSRDB. The results demonstrate that the proposed system achieves superior accuracy
on all three databases when compared to existing methods.

For the MIT-BIH database, the proposed method attains an accuracy of 98.57%,
which surpasses previous works such as El Boujnouni et al. [144] with 98.10%, and Wang
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et al. [151] with 97.66%. Notably, this result also exceeds other state-of-the-art approaches
like Jyotishi et al. [142], who reported an accuracy of 96.81%.

On the PTB database, the proposed method achieves an accuracy of 98.26%, again
outperforming methods like Chee et al. [145] at 98.10% and Jyotishi et al. [142], who
achieved 97.30%. The system also shows marked improvement over other works, such as
Hamza et al. [146] with 95.40%, highlighting the robustness of the proposed GRU-based
approach.

For the NSRDB database, the proposed system achieves the highest reported accuracy,
reaching 99.17%, further reinforcing its efficacy.

Table 4.3 demonstrates the superior performance of the proposed method compared
to a wide range of state-of-the-art techniques, particularly in handling both healthy and
diseased ECG signals, as discussed in earlier sections. The use of advanced models and
robust training processes clearly contributes to these notable improvements in accuracy
across all datasets.

4.3 Unimodal Speaker Recognition System

In this section, a speaker identification system is proposed, leveraging a subset of 47 speak-
ers extracted from the LibriSpeech database. The dataset was randomly partitioned into
three sets: 70% of the data was utilized for training, 20% for testing, and the remaining
10% for validation purposes.

The feature extraction process involved computing 40 MFCC coefficients from each
audio sample, alongside their first and second derivatives. These features, as described
in detail in Section 3.3.2, capture important speaker-specific characteristics related to
the spectral properties and dynamic changes in speech, which are essential for accurate
identification of speakers.

The CNN-based classification model employed for this task was trained using a learning
rate of 0.001, a batch size of 32, and the Adam optimizer for effective weight updates.
The training spanned 50 epochs to ensure the model sufficiently learned the underlying
patterns in the data.

Figure 4.3 illustrates the training and validation accuracy of the CNN model over
the course of the training epochs, while Figure 4.4 depicts the corresponding loss values.
These plots highlight the model’s convergence behavior and indicate its performance on
both the training and validation sets.

Figure 4.3 demonstrates the training and validation accuracies of the speaker recog-
nition model over 50 epochs. The blue solid line represents the training accuracy, while
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Figure 4.3: Training and validation accuracies of the CNN-based speaker recognition model
over 50 epochs.

the orange dashed line corresponds to the validation accuracy. Both the training and val-
idation accuracies exhibit an upward trend in the initial epochs, reaching approximately
98-99% accuracy by the end of the training.

The rapid convergence of the model is evident from the steep rise in accuracy during
the first 10 epochs. After this point, the accuracies continue to increase at a slower rate,
eventually stabilizing around the 40th epoch, indicating that the model has learned the
underlying patterns in the data and is no longer improving significantly.

The close alignment between the training and validation accuracies suggests that the
model is not overfitting, as the validation accuracy follows the training accuracy closely.
This implies good generalization capability, meaning the model performs similarly on
unseen data.

Figure 4.4 illustrates the training and validation losses of the CNN-based speaker
recognition model over 50 epochs. The solid blue line represents the training loss, while
the dashed orange line corresponds to the validation loss.

Both losses decrease significantly within the first few epochs, indicating that the model
is learning effectively. The training loss starts around 0.7 and steadily decreases, reaching
a value below 0.1 by the 50th epoch. The validation loss follows a similar trend, though
it consistently remains lower than the training loss. This suggests that the model is
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Figure 4.4: Training and validation losses of the CNN-based speaker recognition model over
50 epochs.

well-regularized and not overfitting to the training data, as the validation loss does not
increase or deviate significantly from the training loss.

The stabilization of the validation loss after approximately 20 epochs indicates that
the model has reached a plateau, with minimal further improvements in performance.
The low final validation loss, along with the previous accuracy plot, demonstrates that
the model has effectively learned to differentiate between speakers.

The classification results are summarized in Table 4.4, which presents the model’s
performance in terms of accuracy, precision, recall, and other relevant metrics. These re-
sults demonstrate the system’s ability to effectively distinguish between different speakers
using the extracted MFCC features and CNN-based classification.

Table 4.4: The classification results of the proposed speaker recognition system.

Accuracy Precision Recall F1-score FAR FRR EER
98.42% 98.46% 98.45% 98.45% 0.03% 1.55% 0.79%

The classification results of the proposed speaker recognition system, as shown in
table 4.4, demonstrate strong overall performance. The accuracy of the model is 98.42%,
indicating that the system correctly identified speakers in a significant majority of cases.
This high accuracy is further supported by similarly high precision, recall, and F1-score
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values, all around 98.45% to 98.46%, suggesting a balanced model that performs well
across different evaluation metrics.

The FAR of 0.03% is particularly notable, indicating that the system rarely misclassi-
fies a non-authorized speaker as an authorized one. This low FAR is critical in biometric
tasks where security is paramount. On the other hand, the FRR stands at 1.55%, rep-
resenting the percentage of times the system incorrectly rejected an authorized speaker.
Although slightly higher than the FAR, this value is still within an acceptable range,
showing the system’s overall reliability.

Finally, the EER of 0.79% reinforces the robustness of the model. The EER is an
important metric in biometric systems, representing the point where the FAR and FRR
are equal. A low EER value is a strong indicator of a well-balanced system, minimizing
both false acceptances and false rejections.

Table 4.5: Comparison with other speaker recognition state-of-the-art methods.

Method Accuracy Precision Recall F1-score

Caiet al. [153] 89.90% - - -
Pentapati et al. [154] 91.19% - - -
An et al. [155] 90.80% - - -
Proposed Method 98.42% 98.46% 98.45% 98.45%

Table 4.5 presents a comparison of the proposed speaker recognition method with
several state-of-the-art techniques. The proposed method achieves an accuracy of 98.42%,
significantly outperforming prior approaches.

For example, An et al. [155] reported an accuracy of 90.80%, and Pentapati et al. [154]
achieved 91.19%. Similarly, Cai et al. [153] obtained 89.90% accuracy, all of which are
notably lower than the results obtained by the proposed system. Additionally, while
earlier works did not provide precision, recall, or F1-scores, the proposed method excels
in these metrics with 98.46% precision, 98.45% recall, and a 98.45% F1-score.

The superior performance of the proposed method highlights its robustness and effec-
tiveness in speaker recognition tasks, likely due to the use of CNNs and advanced feature
extraction techniques (such as MFCCs and derivatives). The results demonstrate the
system’s ability to handle variations in voice data with higher accuracy and efficiency
compared to previous methods.
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4.4 Multimodal System

In the proposed multimodal system, data from both ECG signals and voice recordings
are integrated to enhance the biometric identification task. A total of 47 subjects were
included, with 900 samples selected for each subject as discussed in section 3.4.1. These
samples were chosen from the MIT-BIH database for ECG data and the LibriSpeech
database for voice data, ensuring that every subject has corresponding ECG and voice
inputs. This balanced selection of 900 samples per subject is important to prevent any
biases and maintain a balanced dataset for training, testing, and validation.

To ensure that the system has enough data for both model training and performance
evaluation, the dataset was partitioned into three sets: 630 samples (70%) for training,
180 samples (20%) for testing, and 90 samples (10%) for validation.

ECG data was specifically extracted from the MIT-BIH database for this multimodal
system for several key reasons. First, as opposed to the NSRDB, the MIT-BIH dataset
provides ECG recordings from both healthy and diseased subjects, as detailed in section
2.2.6, offering a broader and more diverse set of features, which is critical for ensuring the
system’s robustness across various health conditions. This diversity is especially valuable
when building a multimodal system that aims to generalize well in real-world applications,
where subjects may exhibit varying cardiac health conditions.

Second, the MIT-BIH database contains a significantly larger number of QRS com-
plexes compared to the PTB database, which makes it more suitable for this fusion system.
The higher number of annotated QRS complexes provides more comprehensive data for
training the deep learning models, thus improving the system’s ability to accurately iden-
tify and classify ECG signals. The abundance of QRS complexes also ensures that the
model is exposed to a wide range of ECG variations during training, thereby enhancing
its learning capabilities and generalization performance.

The scores used for the ECG component in this multimodal fusion system are derived
from the GRU model that was trained on the MIT-BIH dataset. The GRU model demon-
strated superior performance in the unimodal ECG system as can be seen in Table 4.1
and Table 4.2, making it the optimal choice for contributing to the multimodal fusion
system.

To enhance system performance of the unimodal systems, score-level fusion was em-
ployed. Two fusion techniques were implemented: Softmax and SVM. Both techniques
were tested with three fusion rules: the sum rule, the product rule, and the max rule. For
Softmax, the probabilities generated by the ECG and voice models were fused according
to these rules, while in the SVM-based fusion, the classifier was trained on the individual
scores from each modality.
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Table 4.6 summarizes the classification results of the ECG-Voice multimodal system
using these score fusion techniques, demonstrating the improved identification accuracy
obtained through the combination of both biometric modalities.

Table 4.6: Results of the proposed Voice-ECG Multimodal System on the MIT-BIH and Lib-
riSpeech Databases.

Method Accuracy FAR FRR EER
Softmax + Sum 99.61% 0.01% 0.43% 0.22%
Softmax + Product 98.32% 0.06% 2.59% 1.32%
Softmax + Max 99.55% 0.01% 0.45% 0.23%
SVM + Sum 99.33% 0.01% 0.67% 0.67%
SVM + Product 97.53% 0.05% 2.47% 1.26%
SVM + Max 99.36% 0.01% 0.64% 0.33%

Table 4.6 presents the performance results of the proposed Voice-ECG multimodal
biometric system on the MIT-BIH and LibriSpeech databases using various score-level
fusion methods. The metrics evaluated include accuracy, FAR, FRR, and EER, providing
a comprehensive view of the system’s performance.

The Softmax-based fusion methods show consistently high performance, with the
"Softmax + Sum" rule achieving the best overall results. It records an accuracy of
99.61%, the lowest FAR of 0.01%, an FRR of 0.43%, and the lowest EER of 0.22%.
The high accuracy and minimal error rates suggest that summing the Softmax scores
from both modalities leads to a balanced and effective fusion. The "Softmax + Max"
rule also performs well, closely following the "Sum" rule with an accuracy of 99.55%,
FAR of 0.01%, FRR of 0.45%, and an EER of 0.23%. The slightly higher FRR and EER
compared to the Sum rule imply that while the max operation is effective, it is not as
reliable as summing the probabilities. Conversely, the "Softmax + Product" rule shows
a noticeable drop in performance with an accuracy of 98.32%, a higher FAR of 0.06%, an
FRR of 2.59%, and an EER of 1.32%. The multiplication of Softmax scores appears to
introduce more error, particularly in rejecting genuine users, as seen in the FRR.

For the SVM-based fusion methods, the "SVM + Sum" and "SVM + Max" rules offer
strong results. The "SVM + Max" method yields an accuracy of 99.36%, a FAR of 0.01%,
FRR of 0.64%, and an EER of 0.33%. Similarly, the "SVM + Sum" approach provides
an accuracy of 99.33% with a FAR of 0.01% but has a slightly higher FRR of 0.67% and
an EER of 0.67%. The "SVM + Product" rule, like its Softmax counterpart, performs
poorly with the lowest accuracy of 97.53%, a FAR of 0.05%, an FRR of 2.47%, and an
EER of 1.26%. This again highlights that product-based fusion introduces higher error
rates, making it less favorable for the multimodal system.

Overall, the "Softmax + Sum" rule delivers the best performance, suggesting that
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summing the normalized scores from both modalities is the most effective strategy for
fusion. Both Softmax and SVM perform well with sum and max rules, but the product
rule consistently introduces higher error rates, suggesting it may be less suitable for this
type of multimodal biometric system. The superior results of score fusion demonstrate
the advantages of combining ECG and voice modalities, leveraging the strengths of each
to enhance the system’s robustness and accuracy.

Table 4.7: Comparaison With Multimodal State-of-the-art Methods.

Method Modalities Accuracy FRR FAR EER

Rabab A Rasool [156] Iris and Face 97.53% 0.24% 0.24% -
Joshi et al. [157] Face, Fingerprint, Signature, and Iris - 1.66% 0.00% 0.4%
Tharewal et al. [158] Ear and Face 99.25% - - -
Ammour et al. [45] Iris and Face 99.33% - - -
Bugdol and Mitas [159] ECG and Voice 77% - - -
Proposed Method ECG and Voice 99.61% 0.43% 0.01% 0.22%

Table 4.7 provides a comparison of the proposed ECG and voice-based multimodal
biometric system with several state-of-the-art multimodal methods. The comparison in-
cludes various biometric modalities and evaluates key performance metrics such as accu-
racy, FRR, FAR, and EER.

The proposed method, which integrates ECG and voice data, achieves the highest
accuracy at 99.61%, outperforming systems like Ammour et al.’s [45] face-iris fusion and
Tharewal et al.’s [158] face-ear combination, which reported accuracies of 99.33% and
99.25% respectively. Furthermore, the proposed system shows a notably low FAR of
0.01%, indicating a strong resistance to false acceptances, while maintaining a reasonable
FRR of 0.43%. The EER of 0.22% achieved by the ECG-Voice system is also among the
lowest in the comparison, demonstrating its balanced performance in managing both false
positives and false negatives.

Compared to other methods, such as the one by Joshi et al. [157], which involved
multiple modalities like face, iris, signature, and fingerprint with an EER of 0.4%, the
proposed system’s EER of 0.22% reflects its effectiveness despite using fewer modalities.
Similarly, Rasool’s [156] face-iris system, while achieving a relatively high accuracy of
97.53%, reported higher FAR and FRR values than the proposed method, further illus-
trating the superior reliability and robustness of the ECG-Voice fusion approach. Overall,
the proposed method demonstrates competitive, if not superior, performance across all
evaluation metrics.
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4.5 Conclusion

In conclusion, the results presented in this section demonstrate the effectiveness of both
the unimodal and multimodal systems for biometric recognition, with the multimodal
approach yielding superior performance. The unimodal ECG and speaker recognition
systems achieved high accuracy and low error rates, but the fusion of these modalities
through score-level fusion significantly enhanced the robustness and reliability of the sys-
tem. Softmax-based fusion methods, particularly using the Sum rule, consistently outper-
formed others, providing the best overall accuracy, FAR, FRR, and EER. These findings
indicate that combining ECG and voice data offers a more resilient biometric identifica-
tion solution, minimizing the limitations of individual modalities and enhancing security
in biometric systems.
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General Conclusion

In this thesis, we have explored the design and development of a multimodal biometric
recognition system, specifically leveraging ECG signals and voice data. The results illus-
trate that while unimodal systems such as the ECG-based system using GRU/LSTM and
the speaker recognition system utilizing CNN exhibited high accuracy and reliability in
their respective domains, the integration of multiple modalities through score-level fusion
provided superior performance. By combining the strengths of both ECG and voice bio-
metrics, the multimodal system demonstrated improved robustness, and accuracy, as well
as a marked reduction in false acceptance and rejection rates.

The key findings of this thesis highlight the effectiveness of combining ECG and voice
modalities for biometric recognition. Through experiments on both unimodal and mul-
timodal systems, the ECG-based system demonstrated high performance, particularly
when using the GRU model, which outperformed LSTM across various metrics such as
accuracy, precision, and recall. The GRU achieved a high classification accuracy on the
MIT-BIH database, owing to its ability to capture temporal dependencies in ECG signals
more efficiently than LSTM.

The speaker recognition system based on MFCC feature extraction and a CNN archi-
tecture also yielded promising results. The system achieved high accuracy in identifying
speakers from the Librispeech database, further validating the potential of voice as an
effective biometric. The use of 40 MFCC coefficients, along with their first and second
derivatives, was important in capturing the unique characteristics of each speaker’s voice,
contributing to the system’s robust performance.

In the multimodal system, score-level fusion techniques, including Softmax and SVM
with different combination rules (Sum, Product, and Max), were applied to the fused ECG
and voice data. The Softmax fusion using the Sum rule resulted in the highest overall
accuracy of 99.61%, with the lowest EER of 0.22%. This demonstrates that combining
ECG and voice significantly enhances biometric recognition performance, providing better
accuracy and reduced error rates compared to unimodal systems. The fusion strategies,
particularly those involving Softmax, proved to be highly effective, confirming the benefits
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GENERAL CONCLUSION

of multimodal approaches in biometric applications.
This thesis contributes to the growing field of multimodal biometrics by demonstrating

that fusing physiological and behavioral traits can enhance system performance. These
findings provide a strong foundation for future research in biometric security, particularly
in applications that require higher levels of accuracy and robustness.

For future work, a natural extension of this research would be the hardware implemen-
tation of the proposed multimodal biometric recognition system. Deploying the system
on embedded platforms such as STM32 microcontrollers or other resource-constrained
devices could enhance its practical applications, particularly in scenarios requiring porta-
bility, low power consumption, and real-time processing. This would involve optimizing
the existing DL models for embedded systems by reducing their computational complex-
ity and memory footprint through techniques such as model pruning, quantization, and
compression. A potential future direction could also involve designing custom hardware
accelerators (e.g., FPGA) for faster inference of DL models in real-time applications like
access control systems or personal authentication on wearable devices.

Another promising area for future development is testing and validating the system in
various real-world environments with diverse populations to enhance generalizability and
robustness. This could be particularly important in mobile or IoT-based applications,
where environmental noise, hardware limitations, and diverse user characteristics may
affect the system’s performance.
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